POWEREDGE R430

LA
yn.2 33711

Powerful, two-socket entry rack server delivers outstanding performance, configuration
fiexibility, high availability and intuitive management in a short-height (1U),

short-depth (24-inch) chassis.

Designed for rack environments requiring peak two-socket
performance, sizeable internal storage capacity and short chassis
depth to overcome space constraints, the PowerEdge R430 rack
server is an excellent fit for high-performance computing (HPC),
web tech and infrastructure scale-out. The R430 also serves well
for collaboration and productivity applications, surveillance and
site security, and is likewise attractive as a dedicated backup or
development server.

Deliver peak performance

Drive powerful performance across a wide range of workloads

with the latest Intel® Xeon® processor E5-2600 v4 product family.
Accelerate performance and grow memory capacity throughput with
12 DIMM slots and DDR4 memory. Boost /O performance with up to
10 high-10PS hard drives and two PCle 3.0 170 slots, driving 2x data
throughput compared to previous generations.

Maximize operational efficiency

Accelerate time to production and drive better ROl by automating
deployment with the integrated Dell Remote Access Controller 8
(iDRACS8) with Lifecycle Controller. Save time for IT administrators
with intuitive, automated tools for monitoring and updating servers.
Control energy budgets with energy-efficient processors, memory,
power supplies and Fresh Air 2.0 capability.

Discover greater versatility

Deploy powerful performance into space-constrained environments
with short-height (1U), short-depth (24-inch) chassis. Harness data
explosion with scalable internal storage capacity — up to 10 x 2.5"
hard drives. Adapt flexibly to changing workload conditions with

an expandable platform ready for virtualization and high-availability
clustering.
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Innovative management with intelligent automation

The Dell OpenManage systems rmanagement portfolio includes
innovative solutions that simplify and automate essential server
lifecycle management tasks — making IT operations more efficient
and Dell EMC servers the most productive, reliable and cost
effective. Leveraging the incomparable agent-free capabilities of the
Powerkdge embedded IDRAC with Lifecycle Controller technology,
server deployment, configuration and updates are streamlined across
the OpenManage portfolio and through integration with third-party
management solutions.

Monitoring and control of Dell and third-party ¢ Llﬂ 2 33”.['.

is provided by OpenManage Essentials and witl

mobile access, through OpenManage Mobile. Openi\/landge i:ssentla!s
now also delivers Server Configuration Management capabilities

that automate one:many PowerEdge bare-metal server and 0S
deployments, quick and consistent replication of configurations and
ensure compliance to a predefined baseline with automated drift
detection.

PowerEdge R430
- Short-height, short-depth chassis
- Latest Intel Xeon E5-2600 v4 processors
- Up 1012 x DDR4 DiMMs
- 2xPCle 30 170 siots
- Uptol0x25"HDDs
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Feature Technical specification

Form factor W rack server

Dimensions and weight H: 42,8 mm (168 in)
W: 4824 mm (18.99 in) with rack latches; 434.0 mm Welght
(17.08 in) without rack latches 18.73 kg (36.88 Ih) empty
D1 8070 mm (23.9 in) without bezel 876892 mm 19.9 kg (43.87 Ib) maximum

(26.7 in) with bezel

Processor Intel® Xeon® processor E5-2600 v4 product family
Processor sockets: 2
Chipset: C610
Internal interconnect: Up to Q8GT/s
Cache: 2.5MB per core; core options: 4, 8. 8,10,12. 14, 18, 18, 20

Memory DDR4 DIMMs at up 1o 2400MT/s
12 DIMM slots: 4GB/8GB/16GB/32GRB
O slots 2 PCle 3.0
Storage SAS, SATA, nearline SAS, SSD Muttipie R430 chassis available;

10 x 2,5" hot-plug drives
8 x 2.5" hot-plug drives
4x 35" hot-plug drives
4 x 3.5" cabled drives

RAID controilers Internal controllers: PERC $130 (SW RAID), PERC H330, PERC H730, PERC H730P
External HBAs (RAID): PERC H830

Communications 4 x 1GbE LOM
Click here for R430 supported nstwork interface cards (NICs) and host bus adapters (HBAs) and scrofl to “Additional
Network Cards” section.

Powar supplies 450W, BH0W PSU

Systems management Systems management: Dell OpenManage Integrations:
IPME 2.0 compliant: - Dell OpenManage Integration Suite for Microsoft®
Delf OpenManage Essentials; Dell OpenManage Mobile: System Center
Dell OpenManage Power Center - Dell OpenManage Integration for VMware® vCenter™

Remote management:

IDRACS with Lifecycle Controller, IDRACS Express
(default), iIDRACS Enterprise (upgrade) 8GB vFlash media
(upgrade), 16GB vFiash media (upgrade)

Dell OpenManage Connections:
- HP Operations Manager, IBM Tivoli® Netcool® and

CA Network and Systems Management )
- Dell OpenManage Plug-in for (i Meaten e -~

- yn.2 3301 -

Optional supported hypervisors Citrix® XenServer, VMware vSphere® ESXi®, Red Hat® Enterprise Virtualization®

Operating systems Microsoft Windows Server® 2008 R2
Microsoft Windows Server 2012
Microgoft Windows Server 2012 R2
Novell® SUSE® Linux Enterprise Server
Red Hat Enterprise Linux
VMware vSphere ESXi
For more information on the specific versions and additions, visit Dell.com/OSsupport,

rails for tool-less mounting in 4-post racks with square or unthreaded round holes or tooled
readed hole racks, with support for opti twol-less cable management arm.

Rack support ReadyRails™ il slidin
mounting in 4-pos

QEM-ready version svailable From bezel to BIOS to packaging, your servers can look and feel as if they were designed and built by vou. For more
information, visit Dell.com/OEM.

Recommended support Dell ProSupport Plus for critical systeme or Dell ProSupport for premium hardw i software support for your
Powertdge solution. Consulting and deployment offerings are also available. Contact your Dell representative today for
more information. Avallability and terms of Dell Services vary by region. FFor more information, visit
Del com/ServiceDescriptions.

Recommended services

ProSupport Plus with SupportAssist provides proactive and predictive support for critical systems. FroSupport provides comprehensive hardware and software
support. Get more from your technology starting on day one with ProDeploy Fnterprise Suite deployment offers. For more information, visit
Dell.com/itifecycleservices.

End-to-end technology solutions

Reduce [T complexity, lower costs and eliminate inefficiencies by making 1T and business solutions work harder for you. You can count on Dell EMC for end-to-end
solutions to maximize your performance and uptime. A proven leader in Servers, Storage and Networking, Dell EMC Services deliver innovation at any scale. And
if you're looking to preserve cash or increase operational efficiency, Dell Financial Services™ has a wide range of options to make technology acquisition easy and
affordable. Contact your Dell Sales Representative for more information.*

Learn more at Dell.com/PowerEdge ,,,"
\
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Data Sheet

Cisco ASA with FirePOWER Services

Meet the industry’s first adaptive, threat-focused nexi-generation firewall {NG?V%!’)
designed for a new era of threat and advanced malware protection. Cisco” ASA with
FirePOWER Services delivers inlegrated threat defense for the entire atiack
continuum - before, during, and after an altack. How? By combining the proven
security capabiiities of the Cisco ASA firewall with the industry-leading Sourcefire®
threat and Advanced Malware Protecition (AMP) features together in a single device
The solution uniquely extends the capabilities of the Cisco ASA 5500-X Series | \Ef«\yi-
Generation Firewalls beyond what today’s NGFW sclutions are capable of. Whether
you need protection for a small or midsized business, a distributed enterprise, or a
singie data center, Cisco ASA with FirePOWER Services provides the needed scale

and context in a NGFW solution.

Superior Multilayered Protection yn.?2 33ﬂﬂ
Cisco ASA with FirePOWER Services brings distinctive threat-focused next-generation security oo vivew w uie

Cisco ASA 5500-X Series Next-Generation Firewalls. [t provides comprehensive protection from known and

advanced threats, including protection against targeted and persistent malware attacks (Figure 1). Cisco ASA is

the world’s most widely deployed, enterprise-class stateful firewall. Cisco ASA with FirePOWER Services features
these comprehensive capabilities:

« Site-to-site and remote access VPN and advanced clustering provide highly secure, high-performance
access and high availability to help ensure business continuity.

« Granular Application Visibility and Control (AVC) supports more than 4,000 application-layer and risk-based
controls that can launch tailored intrusion prevention system (IPS) threat detection policies to optimize
security effectiveness.

+ The industry-leading Cisco ASA with FirePOWER next-generation IPS (NGIPS) provides highly effective
threat prevention and full contextual awareness of users, infrastructure, applications, and content to detect
multivector threats and automate defense response.

¢ Reputation- and category-based URL filtering offer comprehensive alerting and control over suspicious web
traffic and enforce policies on hundreds of millions of URLs in more than 80 categories.

« AMP provides industry-leading breach detection effectiveness, sandboxing, a low total cost of ownership,
and superior protection value that helps you discover, understand, and stop malware and emerging threats
missed by other security layers.
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Figure 1. Cisco ASA with FirePOWER Services: Key Security Features
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Unprecedented Network Visibility /

Cisco ASA with FirePOWER Services is centrally managed by the Cisco Firepower Management Cente
known as Cisco FireSIGHT Management Center), which provides security teams with comprehensive vi qn . 2 3311.[1
and control over activity within the network. Such visibility includes users, devices, communication between virwar

machines, vulnerabilities, threats, client-side applications, files, and web sites. Holistic, actionable indications of

compromise (loCs) correlate detailed network and endpoint event information and provide further visibility into

malware infections. Cisco’s enterprise-class management tools help administrators reduce complexity with

unmatched visibility and control across NGFW deployments. Cisco Firepower Management Center also provides

content awareness with malware file trajectory that aids infection scoping and root cause determination to speed

time to remediation.

Cisco Security Manager provides scalable and centralized network operations workflow management. It integrates
a powerful suite of capabilities; including policy and object management, event management, reporting, and
troubleshooting for Cisco ASA firewall functions when utilizing Cisco Firepower Management Center.

For local, on-device management including deployments for small and midsized businesses, Cisco Adaptive
Security Device Manager (ASDM) 7.3.x provides, access control and advanced threat defense management.
ASDM V 7.3.x provides an enhanced user interface that provides quick views on trends and the ability to drill down
for further analysis.

yn.2 33141
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Figure 2. Cisco Firepower Management Center: Intuitive High-Level and Detailed Drill-Down Dashboards
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Reduced Costs and Complexity

Cisco ASA with FirePOWER Services incorporates an integrated approach to threat defense, reducing capital and
operating costs and administrative complexity. It smoothly integrates with the existing IT environment, work stream,
and network fabric. The appliance family is highly scalable, performs at up to multigigabit speeds, and provides
consistent and robust security across branch, Internet edge, and data centers in both physical and virtual
environments.

With Cisco Firepower Management Center, administrators can streamline operations to correlate threats, assess
their impact, automatically tune security policy, and easily attribute user identities to security events. Cisco
Firepower Management Center continually monitors how the network is changing over time. New threats are
automatically assessed to determine which ones can affect your business. Responses are then focused on
remediation and network defenses are adapted to changing threat conditions. Critical security activities such as
policy tuning are automated, saving time and effort, while protections and countermeasures are maintained in an
optimal state.

Cisco Firepower Management Center integrates easily with third-party security solutions through the eStreamer
API to streamline operation workflows and fit existing network fabrics.
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Table 1 highlights the best-in-class features and benefits of Cisco ASA with FirePOWER Services.

Table 1. Features and Benefits of Cisco ASA with FirePOWER Services

Feature Benefits

Next-generation firewall i Industry’s first threat-focused NGFW; provides ASA firewall functionality, advanced threat protection, and
: advanced breach detection and remediation combined in a single device

E Proven ASA firewall Rich routing, stateful firewall, Network Address Translation, and dynamic clustering for high-performance,
! highly secure, and reliable access with Cisco AnyConnect” VPN

i Market-leading NGIPS Superior threat prevention and mitigation for both known and unknown threats

Advanced malware protection  Detection, blocking, fracking, analysis, and remediation to protect the enterprise against targeted and
persistent malware attacks

Full contextual awareness : Policy enforcement based on complete visibility of users, mobile devices, client-side applications,
: communication between virtual machines, vulnerabilities, threats, and URLs

Application control and URL Application-layer control {over applications, geolocations, users, websites) and ability to enforce usage and
filtering tailor detection policies based on custom applications and URLs

Enterprise-class management Dashboards and drill-down reports of discovered hosts, applications, threats, and indications of compromise
: for comprehensive visibility

Streamlined operations Lower operating cost and administrative complexity with threat correlation, impact assessment, automated
automation security policy tuning, and user identification
Purpose-built, scalable : Highty scalable security appliance architecture that performs at up to multigigabit speeds; consistent and
: robust security across small office, branch offices, intemet edge, and data centers in either physical and virtual
! . environments
: On-device management Simplifies advanced threat defense management for small and medium sized business witt o
| St 4n.2 3304 -
! Remote Access VPN Extends secure corporate network access beyond corporate laptops to personal mobile de' -
: physical location; support for Cisco AnyConnect Secure Mobility Solution, with granular, application-level VPN g
capability, as well as native Apple iOS and Android VPN clients
! Site-to-site VPN Protect traffic, including VoIP and client-server application data, across the distributed enterprise and branch
] offices
Integrated wireless access Integrated Wi-Fiis available in the desktop form factor (ASA 5506W-X) for compact and simplified small office
deployments
Ruggedized form factor A ruggedized model (ASA 5506H-X), designed specifically for extreme environmental conditions, is available
for critical infrastructure and control network applications
Third-party technology Open AP that enables the third-party technology ecosystem to integrate with existing customer work streams
: ecosystem
Integration with Snort and Open source security integration with Snort and OpenApplD for access to community resources and ability to
OpenApplD easily customize security to address new and specific threats and applications quickly

Collective Security intelligence | Unmatched security and web reputation intelligence provides real-time threat intelligence and security
(Csl) protection

Vi
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Product Performance and Specifications

Table 2 details the NGFW capabilities and capacities of the Cisco ASA with FirePOWER Services for Cisco ASA
5500-X Series.

Table 2. Cisco ASA 5500-X with FirePOWER Services Capabilities and Capacities

Feature Cisco ASA lCisco Cisco Cisco Cisco Cisco ASA | Cisco Cisco ASA :Cisco
5506-Xw/ | ASA ASA ASA ASA 5512-X w/ | ASA | 5525-X wt | ASA
iFirePOWE  5506W-X | 5508H-X | 5508-X w/ FirePOWE | 5515-X | FirePOWE | 5585-X w/ |

R Services | w/ w! FirePOW R Services |w/ R Services | FirePOWE
FirePOWE | FirePOW | ER FirePOW R
R ER | Services ER Services
; Services | Services | Services

Throughput: 250 Mbps - 250 Mbps 250 Mbps 450 Mbps © 850 Mbps 300 Mbps 500 1,400 Mbps 1,500 1,750
Application : : : Mbps Mbps “Mbps
Control (AVC) :

Throughput: 125 Mbps 125Mbps  125Mbps 250 Mbps 450 Mbps 150 Mbps 250 650 Mbps 1,000 1,250
Application Mbps Mbps Mbps
Control (AVC)

_and IPS

Maximum 20,000; 20,000 50000 100,000 250,000 100,000 250,000 500,000 750,000 1,000,00
. concurrent 50000" 50000' : 0
: sessions :

Maximum New 5,000 5,000 5,000 10,000 20,000 10,000 15,000 20,000 30,000 50,000
Connections
per second

Supported More than 3,000
applications

. URL categories 80+ ‘-I}'l -2 33nﬂ j/
Vd

: Number of More than 280 million
URLs
 categorized

Centralized Multi-device Cisco Security Manager (CSM) and Cisco Firepower Management Center
configuration,

togging,

monitoring,

and reporting

On-Device ASDM (version 7.3 or higher required) ASDM
Management

" Higher specifications are associated with the Security Plus license.

/
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Table 3 compares the features and capacities of the different ASA 5500-X Series Next-Generation Firewalls for small

offices, branch locations, and Internet edge deployments.

Cisco ASA 5500-X Series Next-Generation Firewalls

Table 3.

Feature Cisco ASA | Cisco ASA Cisco ASA I Cisco ASA | Cisco ASA '! Cisco ASA [ Cisco ASA

Stateful 750 Mbps 750 Mbps 750 Mbps 1 Gbps :1.8Gbps 1 Gbps 1.2 Gbps
inspection !
throughput
{maximum') ;
Stateful 300 Mbps 300 Mbps 300 Mbps 500 Mbps 900 Mbps 500 Mbps 600 Mbps
inspection
throughput
gmultiprotocol
)
Triple Data 100 Mbps = 100 Mbps 100 Mbps 175 Mbps | 250 Mbps : 200 Mbps 250 Mbps
Encryption
Standard/Adv
anced
Encryption
Standard
(3DES/AES)
VPN
throughput® :
Usersinodes  Unlimited  Undimited Unlimited ~ Unlimited  Unlimited ~ Unlimited  Unlimited
{Psec site-to-  10; 50" - 10; 50° 50 100 300 250 250
site VPN :
peers : ;
. Cisco Cloud For detailed sizing guidance see the CWS Connectir Sizing for ASA 5500 and ASA 5500-X
 Web Security
users
Cisco 50° 50° 50° 100° 300° 250° 250°
AnyConnect
Plus/Apex
VPN
maximum
simultaneous
connections®
Virtual 5, 30* 5; 30 30 50 100 §0; 100 100
_interfaces
i (VLANS)
Security N/A N/A N/A 2;5 2;5 :0,0;2,5 2;5
contexts®
(included;
maximumy)
‘ High Requires  Requires Active/Sta  Active/Acti  Active/Acti  Requires  Active/Acti
availability* Security Security Plus  ndby ve and ve and Security ve and
Plus License; Active/Sta  Active/Sta  Plus Active/Sta
License, Active/Standb ndby ndby License, ndby
Active/Sta  y Active/Acti
ndby ve and
Active/Sta
ndby
Integrated N/A Wireless I N/A N/A N/A N/A N/A
Wireless Bands '
Access Point a/b/g/n; Max
See Cisco AP n wifl
(702 datasheet throughput
for WiFi 54 Mbps;
technical intemnal
details) antenna only;
local
management !
or centralized
via Cisco :
WwLC
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Cisco ASA

| 5508-X w/ | 5508W-X wf 5506H-X w/ | 5508-X w/ 5516-X wi 5612-X wf | 5515-Xw/ | 5525-X w/
| FirePOWER | FirePOWER FirePOWER I FirePOWER | FirePOWER | FirePOWER | FirePOWER : FirePOWER
Services | Services Services Services { Services | Services Services { Services

2 Gbps

1 Gbps

300 Mbps

Unlimited
750

750°

200

Active/Acti

ve and

Active/Sta

ndby

NA

Cisco ASA ' Cisco ASA

FirePOWER | FirePOWER
Services

5545-X wi | 5556-X wi

3 Gbps 4 Gbps
1.5Gbps 2 Gbps
400 Mbps : 700 Mbps
Unlimited  Unlimited
2500 5000 A
yn.2 33714
2500° 5000°
300 500
2; 50 2; 100
Active/Acti  Active/Acti
ve and ve and
Active/Sta  Active/Sta
ndby ndby
N/A N/A
A0

/ f‘-' |
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Cisco ASA
5512-X w/

FiregPOWER
Services

Cisco ASA
5515-X w!
FirePDWER
Services

Cisco ASA | Cisco ASA | Cisco ASA
5525-X wi 5545-X w! 5555-X wi
FirePOWER | FirePOWER | FirePOWER
Services Services

Feature Cisco ASA | Cisco ASA Cisco ASA | Cisco ASA
S506W-X wi 5508-Xwl | 5516-X w/
FirePOWER FirePOWER | FirePOWER |

| Services Services Services

Expansion N/A NIA NFA N/A N/A

slot

User- No No No 'No i No

accessible ]

Flash slot

USB2.0ports USBport USB port USBport USBport USB port
type ‘A’, type 'A’, High type ‘A", type ‘A, type ‘A’

High Speed 2.0 High High High
Speed 2.0 Speed 20 Speed 20 Speed 2.0
Integrated /O 8 x 1 8x 1GE 4x1GE 8x1GE 8 x 1GE
Gigabit
Ethernet
(GE)
Expansion /O N/A N/A N/A N/A N/A
i Dedicated Yes(To  Yes(Tobe Yes (To Yes (To Yes (To
i management be shared : shared with be shared be shared be shared
: port with | FirePOWER  with with with
FirePOWE : Services), FirePOWE FirePOWE FirePOW
R 110/100/1000 R R R
Services), Services), Services), Services), -
10/100/10 10/100/10  10/100/10  10/100/10 |
00 00 00 00

Serial ports 1 RJ-45 1RJ45and 1RJ45 1R4-45 1RJ-45

and Mini ~ Mini USB and Mini  andMini  and Mini
UusB console UsSB usB uss
; console console console console
Solid-state 50 GB 50 GB 50 GB 80 GB 100 GB
- drive mSata® mSata® mSata mSata® | mSata®
tested for |
heat
! Memory 4GB 4GB 4GB 8GB 8GB
System flash 8 GB 8GB 8GB 8GB :8GB
| System bus Multibus ~ Multibus Multibus  Multibus Muitibus
architectur architecture  architectur architectur architectur
e e e e
Ogperating Parameters
Temperature 32to 3210 104°F  -4to 32to 32t0
104°F (0 : (0to 40 °C) 140°F (-20 ' 104°F (0 104°F (O
to40°C) t060°C) :t040°C) to40°C)
Relative 90 percent 90 percent 95 percent 10 to 90 10 to 90
humidity nonconde noncondensi nonconde  percent percent
nsing ng nsing nonconde  nonconde
nsing nsing
Altitude Designed : Designed and : Designed Designed | Designed :
and tested  tested for O to - and tested | and tested | and tested
for 0 to 10,000 ft {for0to i for 0 to for0to
10,000 ft (3048 m) :10,000ft :10,000f 10,000 ft
(3048 m) (3050 m) (3048 m) (3048 m)

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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1 interface
cand

gNo

“6GE
: copper

6 GE

copper or

6 GE
Small
Form-
Factor
Pluggable
(SFP)

Yes (1
| GE)

1 RJ-45
console

1 slot, 120
‘GB

_ multiline
: configurat
: or self-

encrypting
drive
(MLC

i SED)

4GB
4GB

Multibus
architectur
e

23to
104°F (-5
to 40°C)

10 to 90
percent
nonconde
nsing

i Designed

and tested

ifor0to
: 15,000 ft
: (4572 m)

1 interface
card

No

6 GE
copper

6 GE
copper or

6 GE SFP

Yes (1
GE)

1 RJ-45
console

1 slot, 120
GB MLC
SED

8GB
8 GB

Multibus
architectur
e

23to
104°F (-5
to 40°C)
10to 90
percent
nonconde
nsing
Designed

and tested |

iforOto : for0'to forOto

10,0001 10,000 ft 10,000 ft
(3050.m) . (3050 m) (3050 m)

for0to
15,000 ft

o
™

1interface 1interface 1 interface

card card card

0 - 0

2 2 2

8 GE 8 GE 8 GE
copper copper copper
6 GE 6 GE 6 GE

copperar  copperor  copper or
6 GESFP 6 GESFP 6 GE SFP

Yes (1 Yes (1 Yes (1

“GE) GE) GE)

yn.2 3300 -

1 RJ-45 1 R-45 1 RJ-45
console console console

1 slot, | 2 slots, : 2 slots,

{RAID 1 RAID1

120GB  120GB  120GB
'MLCSED MLCSED = MLC SED

IBGB 12GB 16 GB

8GB  8GB 8GB

Muttibus Multibus Multibus
architectur architectur architectur
e e €

2310 2310 23to
104°F (5 104°F (5 104°F (5
1040°C)  1040°C)  to40°C)

90 percent 90 percent 90 percent

: Designed | Designed
: and tested : and tested
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[ Cisco ASA | Cisco ASA | Cisco ASA | Cisco ASA | Clsco ASA | Cisco ASA |

Cisco ABA | Cisco ASA
§506H-X wi | 5568-X w/

i to 85°C)

| 6506-X wi | 5506W-X w/ }
| FirePOWER | FirePOWER 1
| Services | Services i
Acousticnoise Fanless0 Fanless 0
dBA
Non-oparating Parameters
‘ Temperature’ -13to -13to 158°F
158°F (-25 (-25t0 70°C)
to 70°C)
Relative 10 fo 90 10-t0 90
humidity percent percent
nonconde  noncondensi
nsing ng
Altitude Designed  Designed and
and tested tested for O to ;
for 0 to 15,000 ft
15000t (4572 m)
(4572 m)
Power Input (per power supply)
AC range line External, External, 90
voltage 90 to 240 : to 240 volts
volts altemating
altemating - current (VAC) :
current
(VAC)
. AC normal 90t0 240 9010 240
line voltage VAC VAC
AC current N/A N/A
AC frequency 50/60Hz  50/60 Hz
Dual-power None None
supplies
DC domestic  N/A N/A
line voltage
‘DC N/A N/A
: international
. line voltage
DC current N/A N/A
Output
: Steady state 12V 12V @2.5A
@2.5A
{ Maximum 12V@5A 12V @5A
peak
: Maximum 205 British 205 Btu/hr
i heat thermal
! dissipation units
: (Btu)thr
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:-40to

for0to

: External,

' (VAC)

1

Services

Fanless 0
dBA

185°F (-40

10to 95
percent
nonconde
nsing

Designed
and tested |

15,000 ft
(4572 m)

90 to 240

¢ volts

altemating
current

90 to 240

VAC
N/A

50/60 Hz

" None

N/A

N/A

N/A

5V @3.6A

5V @4.4A

75 Btu/hr

Cisco ASA | Cisco ASA
| 5516 X wi | 5512w/ | 5515-X wi | 5525-X w/ | 5545-Xw/ | 5555-X w!
FirePOWER | FirePOWER | FirePOWER | FircPGWER | FirePOWER | FirePOWER | FirePOWER | FirePOWER
| Services | Services Services i Services Services Services
"41.6dBA 642dBA 64.2dBA 642dBA 67.9dBA ©67.9dBA

type max max max max max

67.2 dBA

max

-13to -13to -13to -13to -13to -13to

158°F (-25 158°F (-25 158°F (-25 158°F (-25 | 158°F (-25 158°F (-25

t070°C) 1070°C) t070°C) t070°C) 1070°C)  to 70°C)

10 to 90 10 to 90 10 to 80 1010 90 10 to 90 10 to 90

percent percent percent percent percent percent

nonconde nonconde  nonconde

nsing nsing nsing

Designed Designed Designed Designed Designed Designed

andtested andtested andtested :andtested andtested and tested

for0 to for0 to for0 to iforOto for 0 to for0 to
15,000ft  15000ft 15,000f 15000f 15000%f 15,000 ft

(4572 m) (4570 m) (4570m) (4572m) (4572m) (4572 m)

| External, 100t0240 100t0240 100to240 100to 240 100 to 240

19010240 VAC VAC VAC VAC VAC

: volts

: altemating
| current

: (VAC) / i

9210240 1000240 100t0240 100to 24(LU-| 2 33” =

VAC VAC VAC VAC -

025AC  4.85A 485A  4B5A . um wvw s um o w

amps (120V L1120V

2.5A,200 | 2.5A, 200
: [ t0 240V | to 240V
50/60 Hz  50/60Hz  50/60Hz  50/60Hz  50/60 Hz  50/60 Hz
None None None None Yes Yes

N/A -40.5t056 -40.5t056 -40.5t056 -405t056 -40.5t0 56
volts direct  VDC vDC vDC vDC
current (-48VDC  (-48VDC
(VDC) nominal)  nominal) :(-48VDC (-48VDC
(-48 VDC nominal)  nominal)
nominal)

N/A 551072 55t072  -55t0-72  55t0-72 | -55t0 -T2

|vbC vDC :vDC vDC .vDC
(60VDC  (-60VDC | (-60 VDC | (-60VDC  (-60 VDC
nominat) nominal)  nominal) . nominal) . nominal)

N/A 15A 15A 15A E 15A 15A
(maximum  (maximum (maximum (maximum (maximum
input) input) input) input) input)

12vea 51w 65W 75W 86W 90w

3.0A

12V@ 56W 70W 108W 125W 134W

5.0A

205 Btufhr - 192 Btufhr - 239 Btufhr -~ 369 Btushr 427 Btufhr - 458 Btuthr

/ 6 ,.
Pagﬁ 8t 19
i

Services

41.6 A-
weighted
decibels
{dBA) type

67.2 dBA
max

i -13to

158°F (-25

{10 70°C)

10t0 90
percent
nonconde
nsing

. Designed

and tested

for0to
15,000 ft
(4572 m)

External,
: 90 to 240

volts
altemating

: current
“(VAC)

91 to 240
VAC

£ 0.25AC

amps

50/60 Hz

None

N/A

N/A

N/A

12ve
3.0A

2ve
5.0A

205 Btu/hr
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Cisco ASA
5506-X wi
FirePOWER
Services

Form factor Desktop,

rack
mountable

Dimensions 1.72x
7.871x
'9.23in.
(HxWxD) (4 369 x
19.992 x
23.444
cm)
Weight (with  41b(1.82
AC power kg)
supply)

Desktop, rack
mountable

1.72x7.871
x9.23in.

{4369 x
19.992 x
23.444 cm)

41b (1.82 ka)

Cisco ASA

5506H-X w/
FirePOWER
Services

Desktop,
rack
mouritable
, wall
mountable
, DiN-Rait

272x
:19.05x

9.05in.

(6.9x
23.0x
23.0 cm)

71b(3.18
kg)

i

o7

4n.2 3310

Cisco ASA
5508-X wi
FirePOWER
Services

1 rack unit
(RU), 19~
in. rack-
mountable

1.72x
17.2x
11.288 in.

(4.369 x
43688 x
28.672
cm)

8 1b (3 kg)

Cisco ASA | Cisco ASA

5516-Kwi | B512-X wi
FirePOWER | FirePOWER
Services Services
1 rack unit 1 rack unit
(RU), 19~  (RU}, 19-
in. rack- in. rack-
mountable mountable
1.72x 1.67 x
17.2x 16.7 x
11.288in. 15.6in.
(4.369 x (424 x
43.688x  429x
28 672 39.5cm)
cm)
81b(3kg) 13.391b
(6.07 kg)

Cisco ASA
5515-X w!
FirePOWER
Services

1RU, 19-
in. rack-
mountable

1.67 x
16.7 x
15.6in.

(4.24 x
429x
39.5 em)

13.391b
(6.07 kg)

Cisco ASA
5525-X w!

FirePOWER

Services

1RU, 19-
in. rack-
mountable

1.75x
17.5x
14.25 in.

(445x
20 04 x
36.20 ¢cm)

22.01b (10
kg)

Cisco ASA | Cisco ASA
5545-X wi 5555-X wi
FirePOWER | FirePOWER
Services Services

1RU, 19-  1RU, 19-
in. rack- in. rack-
mountable mountable

1.67 x - 1.67x
16.7 x 16.7 x
19.1in. 19.11in.

(4.24 x (4.24 x
429x 429x
48.4cm)  48.4cm)

16.82 b 16.82 Ib

(7.63ka) : (7.63 kg)

with single : with single
power power
supply supply

:18.86 b 18.86 Ib
1 (8681kg)  {8.61kg)
s with dual with dual

power . power
supply supply

! Maximum throughput measured with UDP traffic under ideal conditions.
2 Multiprotocol = Traffic profile consisting primarily of TCP-based protocols/applications like HTTP, SMTP, FTP, IMAPv4, BitTorrent,
and DNS.

® VPN throughput and sessions count depend on the ASA device configuration and VPN traffic patterns. These ¢

taken into consideration as part of your capacity planning.
* Higher specifications are associated with the Security Plus license.
Separately licensed feature. For AnyConnect, licenses are purchased based on feature tier (Plus/Apex), term &
license. See ordering guide below for detailed ordering instructions.
© Usable space dependent upon system software.
7 Derate the maximum operating temperature 1.5°C per 1000 ft above sea level.

Hardware Product Compliance

Current information on ASA with FirePOWER product compliance information can be found on the Cisco Product
Approval Status (PAS) link:
hitp://tools.cisco.com/cse/prdapp.

If you are not registered with Cisco.com, please refer to the registration link located

at: hitp:/ftools.cisco.com/RPF/reqister/register.do.

To access information please follow the below steps:

1.

S

Select the Product Certifications by Country radio button select GO

Under option 2 enter product ID or part of it in the product name box (one at a time only) for example FPR-

C9300

Under additional filter select or highlight your country of interest or keep all countries selected for full results

Select submit

Your results will be displayed. Under status select the hyperlink Details

Find your corresponding documents

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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Hardware Product Performance and Specifications

Platform Support/Compatibility

Cisco ASA with FirePOWER Services include Cisco ASA firewalling, AVC, URL filtering, NGIPS, and AMP. This
unique set of capabilities is available on the Cisco ASA 5500-X Series NGFW platforms: Cisco ASA 5506-X, 5506W-
X, 6506H-X, 5508-X, 5516-X, 5512-X, 5515-X, 5525-X, 5545-X, 5555-X.

Cisco ASA with FirePOWER Services software is supported on the Cisco ASA 5500-X Series of next-generation
midrange security appliances running Cisco ASA Software Release 9.2.2 and later. Cisco Firepower Management
Center and Cisco Security Manager are required to manage Cisco ASA with FirePOWER Services ASA 5512-X,
5515-X, 5525-X, 5545-X, 5555-X. ASDM V 7.3.x is available on-device to manage single instance deployments of
Cisco ASA 5506-X, 5506W-X, 5506H-X, 5508-X, and 5516-X with FirePOWER Services.

Cisco ASA 5500-X Series 6-Port GE Interface Cards
Cisco ASA 5500-X Series 6-port Gigabit Ethernet Interface Cards extend the 1/O profile of the Cisco ASA 5500-X
Series appliances’ by providing additional GE ports. The cards provide the following benefits:
« Better segmentation of network traffic into separate security zones
« Fiber-optic cable connectivity for long-distance communication
« Load sharing of traffic as well as protection against link failure through the use of EtherChannel
« Support for jumbo Ethernet frames of up to 9000 bytes < ;
. - ; ,-/.
« Protection against cable failure for the most demanding active/active failover and full-mes LU'] . 2 33]]'”. —
deployments
s

Note: Not available on ASA 5508-X or ASA 5516-X

Table 4 lists the characteristics of the Cisco ASA 5500-X Series 6-port GE interface cards.

Table 4. Characteristics of Cisco ASA 5500-X Series 6-Port GE Interface Cards

Feature Cisco ASA 5500-X Series 6-Port 10/100/1000 { Cisco ASA 5500-X Series 6-Port GE SFP SX, LH. and LX

Technical Specifications

Integrated ports Six 10/100/1000BASE-T Six GE optical SFP 1000BASE-SX, 1000BASE-LX, or
1000BASE-LH transceiver supported

Environmental Operating Ranges

Operating
Temperature 32 to 113°F (0 to 45°C) 32 to 113°F (0 to 45°C)
Relative humidity 5 to 95 percent noncondensing 5 to 85 percent noncondensing
Nanoperating
Temperature : -40 to 148°F (-40 to 65°C) -40 to 149°F (-40 to 65°C)
Power consumption v 25W maximum 25W maximum
Physicat Specifications : :
 Dimensions $1.57x5.31x9.09in. (3.99 x 13.49 x 23.09 cm) 1:57 x 5.31% 9.09.in.(3.99 x 13.49 x 23.09 cm)

(Hx W x D)

e ABRYT an2 3311
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Cisco ASA 5500-X Series 6-Port 10/100/1000 Cisco ASA 5500:X Series 6-Port GE SFP SX, LH, and LX

Weight 1.00 Ib (0.45 kg) 1.00 1% (0.45 kg)
Regulatory and Standards Compliance
Safety UL 60950, CSA C22.2 No. 60950, EN 60950 IEC 60950, UL 60950, CSA C22.2 No. 60950, EN 60950 IEC 60950,
: ASINZS60950 ASINZS60950
Electromagnetic CE marking, FCC Part 15 Class A, AS/NZS CiSPR22 Class CE marking, FCC Part 15 Class A, AS/NZS CISPR22 :
: compatibility (EMC) A, VCCI Class A, EN55022 Class A, CISPR22 Class A, Class A, VCCI Class A, EN55022 Class A, CISPR22 Class
EN61000-3-2, EN61000-3-3 A, EN61000-3-2, EN61000-3-3

Ordering Information
To place an order, visit the Cisco ordering homepaae. Table 5 provides ordering information for Cisco ASA with
FirePOWER Services.

Table 5. Cisco ASA with Fire POWER Services Ordering Information

The following table includes Cisco ASA FirePOWER Services bundle SKUs (including hardware and subscription)
that offer a convenient mechanism for ordering both the appliances and software subscriptions in a single SKU
configuration. It is the recommended mode of configuration for ordering. Standalone AMP license and subscriptions
are also available to upgrade an existing TA or TAC subscription license. Please see the ASA with FirePOWER

Services Ordering Guide for details.

A

un.2 33010 ~
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Cisco ASA with FirePOWER Services 5500-X Series Bundies (Hardware and Subscription)

ASA 5506-X with FirePOWER Svcs. Chassis and Subs. Bundie

ASA5506-FPWR-BUN

ASA 5506W-X with FirePOWER Svcs. WiFi Chassis and Subs. Bundle ASAS506W-FPWR-BUN

ASA 5508-X with FirePOWER Svcs. Chassis and Subs. Bundle
ASA 5516-X with FirePOWER Svcs. Chassis and Subs. Bundie
ASA 5512-X with FirePOWER Svcs. Chassis and Subs. Bundie
| ASA 5515-X with FirePOWER Sves. Chassis and Subs. Bundle
SA 5525-X with FirePOWER Svcs. Chassis and Subs. Bundle
| ASA 5545-X with FirePOWER Svcs. Chassis and Subs. Bundle
ASA 5555-X with FirePOWER Svcs. Chassis and Subs. Bundle

- ASA5508-FPWR-BUN
ASA5516-FPWR-BUN
ASAS5512-FPWR-BUN
ASAS515-FPWR-BUN
ASAS5525-FPWR-BUN
ASAS545-FPWR-BUN
ASA5555-FPWR-BUN

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public information.
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Product Description

Cisco ASA 5506-X Beries Low-End Appliances {Hardware)
ASA 5506-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC, DES

: ASA 5506-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC,
| 3DES/AES

ASA 5506W-A-X with FirePOWER services, WiFi for North America (NOT
US), 8GE Data, 1GE Mgmt, AC, 3DES/AES

. ASA 5506W-B-X with FirePOWER services, WiFi for US ONLY, 8GE Data,
1GE Mgmt, AC, 3DES/AES

ASA 5506W-E-X with FirePOWER services, WiFi for Europe, 8GE Data,
1GE Mgmt, AC, 3DES/AES

ASA 5506W-Q-X with FirePOWER services, WiFi for Japan, 8GE Data,
1GE Mgmt, AC, 3DES/AES

ASA 5506W-Z-X with FirePOWER services, WiFi for Australia/New
Zealand, 8GE Data, 1GE Mgmt, AC, 3DES/AES

: ASA 5506H-X with FirePOWER services, ruggedized, security plus, 4GE
Data, 1GE Mgmt, AC, 3DES/AES

¢ ASA 5506H-X with FirePOWER services, ruggedized, security plus, 4GE
Data, 1GE Mgmt, AC, DES

ASA §508-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC, DES

ASA 5508-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC,
3DES/AES

ASA 5516-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC, DES

: ASA 5516-X with FirePOWER services, 8GE Data, 1GE Mgmt, AC,
3DES/AES

Cisco ASA 5500-X Series Midrange Appliances (Hardware)
{ ASA 5512-X with FirePOWER Services, 6GE data, AC, 3DES/AES, SSD
 ASA 5515-X with FirePOWER Services, 6GE data, AC, 3DES/AES, SSD
ASA 5525-X with FirePOWER Services, 8GE data, AC, 3DES/AES, SSD
ASA 5545-X with FirePOWER Services, 8GE data, AC, 3DES/AES, 2 SSD
ASA 5555-X with FirePOWER Services, 8GE data, AC, 3DES/AES, 2 SSD
Cisco ASA 5500-X Series Interface Cards

isco ASA Interface Card with 6 copper GE data ports for ASA 5512-X
nd ASA 5515-X

3 Cisco ASA interface Card with 6 copper GE data ports for ASA 5§525-X

Cisco ASA Interface Card with 6 copper GE data ports for ASA 5545-X
and ASA 5555-X

Cisco ASA Interface Card with 6 SFP GE data ports (SX, LH, and LX} for
ASA 5512-X and ASA 5515-X

Cisco ASA Interface Card with 6 SFP GE data ports (SX, LH, and LX) for
ASA 5525-X

Cisco ASA Interface Card with 6 SFP GE data ports (S§X, LH, and LX) for
ASA 5545-X and ASA 5555-X

isco ASA Interface Card with 6 copper GE data ports for ASA 5512-X
nd ASA 5515-X (spare)

' Cisco ASA Interface Card with 6 copper GE data ports for ASA 5525-X
(spare)

i Cisco ASA Interface Card with 6 copper GE data ports for ASA §545-X
i and ASA 5555-X (spare)

Cisco ASA Interface Card with 6 SFP GE data ports (SX, LH, and LX) for
ASA 5§512-X and ASA 5515-X (spare}

Cisco ASA 5500-X Sgries Accessories

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public information.
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Part Number

{ ASA5506-K8

ASA5506-K9

ASA5506W—A-K9

ASA5506W-B-K9

ASA5506W-E-K9

ASAS506W-Q-K9

ASA5506W-Z-K9

ASAS506H-SP-BUN-K9

ASA5506H-SP-BUN-K8

ASAS5508-K8
ASA5508-K9

ASBA5516-FPWR-KS
ASA5516-FPWR-K9

| ASA5512-FPWR-K9

ASA5515-FPWR-K9S
ASA5525-FPWR-K9
ASA5545-FPWR-K9
ASA5555-FPWR-K9

ASA-IC-6GE-CU-A

ASA-IC-6GE-CU-B
ASA-IC-6GE-CU-C

ASA-IC-6GE-SFP-A

ASA-IC-6GE-SFP-B

ASA-IC-6GE-SFP-C

ASA-IC-6GE-CU-A=

ASA-IC-6GE-CU-B=

{ ASA-IC-6GE-CU-C=

ASA-IC-6GE-SFP-A=
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Product Description Part Number

' Cisco GE optical SFP connector, 1000BASE-SX short-wavelength
| transceiver (spare)

Cisco GE optical SFP connector, 1000BASE-LX/LH long-
wavelength/long-haul transceiver {spare}

Cisco GE optical SFP connector, 1000BASE-SX short-wavelength
transceiver, digital optical monitoring (DOM) (spare)

Cisco GE optical SFP connector, 1000BASE-LX/LH long-
wavelength/long-haul transceiver, DOM (spare)

Cisco ASA 5512-X and 5515-X interface card (blank) (spare)
: Cisco ASA 5525-X interface card slot (blank) (spare)
- Cisco ASA 5545-Xand 5555-X interface card slot (blank) (spare)

GLC-SX-MM=

GLC-LH-SM=

GLC-SX-MMD=

GLC-LH-SMD=

ASA-IC-A-BLANK=
ASA-IC-B-BLANK=
ASA-IC-C-BLANK=

ABA with FirePOWER Services Software Subscriptions: 3-Year Term (1-Year Service Software Bundle Subscriptions Can be Purchased as
weil as individual Cisco IPS, AMP, and URL Filtering Service Software Subscriptions with 1-Year and 3-Year Terms)

Cisco ASA5506 FirePOWER IPS and Apps 3YR Subscription

Cisco ASA5506 FirePOWER 1PS, Apps and URL 3YR Subscription
Cisco ASA5506 FirePOWER IPS, Apps and AMP 3YR Subscription
Cisco ASA5506 FirePOWER IPS, Apps, AMP and URL 3YR Subscription
Cisco ASA5506 FirePOWER URL Filtering 3YR Subscription

Cisco ASAS506W FirePOWER IPS and Apps 3YR Subscription

Cisco ASA5506W FirePOWER IPS, Apps and URL 3YR Subscription
Cisco ASA5506W FirePOWER IPS, Apps and AMP 3YR Subscription

Cisco ASA5506W FirePOWER IPS, Apps, AMP and URL 3YR
Subscription

. Cisco ASA5506W FirePOWER URL Fiitering 3YR Subscription

Cisco ASA5506H FirePOWER IPS and Apps 3YR Subscription

Cisco ASA5506H FirePOWER 1PS, Apps and URL 3YR Subscription
Cisco ASA5506H FirePOWER IPS, Apps and AMP 3YR Subscription

Cisco ASA5506H FirePOWER IPS, Apps, AMP and URL 3YR
Subscription

Cisco ASA5508 FirePOWER IPS and Apps 3YR Subscription
: Cisco ASA5508 FirePOWER PS8, Apps and URL 3YR Subscription
Cisco ASA5508 FirePOWER IPS, Apps and AMP 3YR Subscription
Cisco ASA5508 FirePOWER IPS, Apps, AMP and URL 3YR Subscription
Cisco ASA5508 FirePOWER URL Fiitering 3YR Subscription
Cisco ASA5516 FirePOWER {PS and Apps 3YR Subscription
isco ASA5516 FirePOWER IPS, Apps and URL 3YR Subscription
- Cisco ASA5516 FirePOWER IPS, Apps and AMP 3YR Subscription
Cisco ASA5516 FirePOWER IPS, Apps, AMP and URL 3YR Subscription
Cisco ASA5516 FirePOWER URL Filtering 3YR Subscription
Cisco ASA5512 FirePOWER IPS and Apps 3YR Subscription
{ Cisco ASA5512 FirePOWER IPS, Apps and URL 3YR Subscription
Cisco ASA5512 FirePOWER IPS, Apps and AMP 3YR Subscription
Cisco ASA5512 FirePOWER IPS, Apps, AMP and URL 3YR Subscription
Cisco ASAS5512 FirePOWER URL Filtering 3YR Subscription
Cisco ASAS5515 FirePOWER IPS and Apps 3YR Subscription
: Cisco ASA5515 FirePOWER iPS, Apps and URL 3YR Subscription
: Cisco ASA5515 FirePOWER IPS, Apps and AMP 3YR Subscription

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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*L-ASA5506-TA=

L-ASA5506-TAC=

- L-ASA5506-TAM=

L-ASA5506-TAMC=
L-ASA5506-URL=
L-ASA5506W-TA=
L-ASA5506W-TAC=
{-ASAS506W-TAM=

L-ASA5506W-TAMC=

L-ASA5506W-URL=

L-ASA5506H-TA=
L-ASA5506H-TAC=

 L-ASAS506H-TAM=

L-ASA5506H-TAMC=

L-ASA5508-TA=

L-ASA5508-TAC=

L-ASA5508-TAM=

L-ASA5508-TAMC=
L-ASA5508-URL=
L-ASA5516-TA=

: L-ASA5516-TAC=

L-ASA5516-TAM=

L-ASA5516-TAMC=

L-ASA5516-URL=

| L-ASA5512-TA=

L-ASA5512-TAC=

: L-ASA5512-TAM=

L-ASA5512-TAMC=

{ L-ASA5512-URL=

L-ASA5515-TA=
L-ASA5515-TAC=
L-ASA5515-TAM=

| L-ASA5506-TA-3Y

L-ASAS506-TAC-3Y
L-ASA5506-TAM-3Y
L-ASAB506-TAMC-3Y
L-ASA5506-URL-3Y
L-ASA5506-TA-3Y
L-ASA5506-TAC-3Y
L-ASAB506-— "~

L-ASAS506- ] [ 2 33”,”,

L-ASA5506-URL-3Y

L-ASA5506H-TA-3Y
L-ASA5506H-TAC-3Y
L-ASA5506H-TAM-3Y
L-ASA5506H-TAMC-3Y

L-ASAS508-TA-3Y
L-ASA5508-TAC-3Y
L-ASA5508-TAM-3Y
L-ASA5508-TAMC-3Y
L-ASA5508-URL-3Y
L-ASA5516-TA-3Y
L-ASA5516-TAC-3Y
L-ASA5516-TAM-3Y
L-ASA5516-TAMC-3Y
L-ASA5516-URL-3Y

. L-ASA5512-TA-3Y

L-ASA5512-TAC-3Y
L-ASA5512-TAM-3Y
L-ASA5512-TAMC-3Y

- L-ASA5512-URL-3Y
L-ASAS515-TA-3Y

L-ASA5515-TAC-3Y
L-ASA5515-TAM-3Y
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Product Description Part Number

i Cisco ASA5515 FirePOWER IPS, Apps, AMP and URL 3YR Subscription L-ASA5515-TAMC= L-ASA5515-TAMC-3Y
Cisco ASA5515 FirePOWER URL Filtering 3YR Subscription ‘ L-ASA5515-URL= L-ASA5515-URL-3Y

- Cisco ASA5525 FirePOWER IPS and Apps 3YR Subscription L-ASA5525-TA= L-ASA5525-TA-3Y
Cisco ASA5525 FirePOWER IPS, Apps and URL 3YR Subscription L-ASA5525-TAC= L-ASA5525-TAC-3Y
Cisco ASA5525 FirePOWER IPS, Apps and AMP 3YR Subscription L-ASA5525-TAM= L-ASA5525-TAM-3Y

' Cisco ASA5525 FirePOWER IPS, Apps, AMP and URL 3YR Subscription  L-ASA5525-TAMC= L-ASA5525-TAMC-3Y

Cisco ASA5525 FirePOWER URL Filtering 3YR Subscription L-ASA5525-URL= L-ASA5525-URL-3Y

- Cisco ASA5545 FirePOWER IPS and Apps 3YR Subscription L-ASA5545-TA= | L-ASAS545-TA-3Y

Cisco ASA5545 FirePOWER IPS, Apps and URL 3YR Subscription L-ASA5545-TAC= |-ASA5545-TAC-3Y

f Cisco ASA5545 FirePOWER {PS, Apps and AMP 3YR Subscription L-ASA5545-TAM= L-ASA5545-TAM-3Y

i Cisco ASA5545 FirePOWER IPS, Apps, AMP and URL 3YR Subscription  L-ASA5545-TAMC= L-ASA5545-TAMC-3Y
Cisco ASA5545 FirePOWER URL Filtering 3YR Subscription L-ASA5545-URL= L-ASA5545-URL-3Y
Cisco ASA5555 FirePOWER IPS and Apps 3YR Subscription L-ASA5555-TA= L-ASA5555-TA-3Y
Cisco ASA5555 FirePOWER 1PS, Apps and URL 3YR Subscription L-ASA5555-TAC= L-ASA5555-TAC-3Y

: Cisco ASAS5555 FirePOWER IPS, Apps and AMP 3YR Subscription L-ASA5555-TAM= L-ASA5555-TAM-3Y
Cisco ASA5555 FirePOWER IPS, Apps, AMP and URL 3YR Subscription L-ASA5555-TAMC= L-ASA5555-TAMC-3Y

: Cisco ASA5555 FirePOWER URL Filtering 3YR Subscription L-ASA5555-URL= L-ASA5555-URL-3Y

To Download the Software

Visit the Cisco Software Center to download Cisco ASA with FirePOWER Services Software. e
..—/-

Cisco Capital yn 2 33/1,[],

Financing Helps You Achieve Your Objectives

Cisco Capital® financing can help you acquire the technology you need to achieve your objectives and stay
competitive. We can help you reduce capital expenditures (CapEx), accelerate your growth, and optimize your
investment dollars and ROI. Cisco Capital financing gives you flexibility in acquiring hardware, software, services,
and complementary third-party equipment. And there’s just one predictable payment. Cisco Capital financing is
available in more than 100 countries. Leam more.

For More Information

For more information, please visit the foliowing links:

» Cisco ASA 5500-X Series Next-Generation Firewalls:
hitp.//www .cisco.com/go/asa.

¢ Cisco Security Manager:
http://www.cisco.com/c/en/us/products/security/security-manager/index.html.

« Cisco Adaptive Security Device Manager:
http:/iwww.cisco.com/c/en/us/products/security/adaptive-security-device-manager/index.html.

« Cisco Security Services: http://iwww.cisco.com/en/US/products/sves/ps2961/ps2952/serv_aroup home.htmi.

e Cisco AnyConnect Secure Mobility Client
hitp://www.cisco.com/ao/anyconnect.

¢ Cisco AnyConnect Ordering Guide
hitp://www.cisco.com/cidam/en/us/products/security/anvconnect-og.pdf. /
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Americas Headquarters Asia Pacific Headquerters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA} Pte. Lid, Cisco Systems International BY Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at ww wcisco.com/go/offices.

a’ Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the US. and other countries. To view a fist of Cisco trademarks,
go to this URL: wwweiscocom/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does

not imply & partnership relationship between Cisco and any other company. {1 110R)
Printed in USA C78-733916-14 /02/]8
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Cisco ASA c orHeBa moul, Ha ycnyrute

LG RORoRaeHue

Zanoas

Wy anoHaMe

JGIHANA 3

BLEMEAHGT

CEANPUETHRETO

vata malgabda

un.2 3300

Cisco ASA ¢ OrHesa Mol YCnyrt Hocu OTNUYMTENHUTE 3annaxa okycupaHa OXpaHuTentu ycayru ot cnegeawo nokonenune Ha Cisco ASA 5500-X Series

Superior 3a3WmnTa MHOTOCNONHE

CefBALLOTO NOKONEHUE 3AWNTHN CTEHW HA. TA OCUTYPABA LANOCTHA 3aLLUTA OT 3HAWHN 1 HANPEAHANN 3an/1axu, BKAYUTENHO 3aLMTa CPELLY LUENEHACOMEHM 1
NOCTOAHHU aTakun Ha 3noepeder copTyep (Purypa 1). Cisco ASA e B cBeTa HaA-LUMPOKO PA3rbpHaTH, KOPNIOPATUBEH KNAC AUHAMUYHA 3aiynTHa cTeHa. Cisco ASA

€ OrHEBa MOLY Ha YCNYTUTe pa3nonara Tean UANOCTHA Bb3MOXHOCTH:

*  Caitt-3a MACTO U AvCTaHyoHHa VPN 20CTRN M HanpeAHany rpynupaHe ocUrypyu BACOKA CTENEH Ha 3aLmMTa, OCTbN € BUCOKA TESIHOCT W BUCOKA T,

3a Aa ce rapaHTUpa HeNpPeKbCHATOCT Ha BusHeca.

¢ [panynupax BuaumoctTa Mpunarade v koHTpon {AVC) nogavpxa nogeve oT 4000 Ha HUBO NPUNOXEHIKE ¥ KOHTPON, OCHOBAKU HA PUCKE, KONTO MOXe Aa 3arlouHe NONUTUKH,

2a oTip Ha 3a NpegoTepaTABaHe Ha NpoHKkeaHus {IPS), aa Aa ce ONTUMUINPA ePEKTUBHOCTTA HA CUTYPHOCTTA.

* Hait-sofieuja 8 6panlia Cisco ASA ¢ IPS cnefieawo nokonexue orHesa Mow (NGIPS) ocurypaga BUCOKC epekTUBHA PEBEHLMS W MThITHEA KOHTEKCTyaneH
0Cb3HABAHE Ha NOTPEOUTENUTE, UHAPACTPYKTYPA, NPUNIOKEHUS U ChIbpXaHue, 3a Aa ce oTkpue 3annaxu multivector v asTomartuanpane oTroBop Ha
ot6panara,

* Reputation- n kaTeropust Ha Basata Ha URL dunTtpupaHe npeanarame usiNoCTeH CUTHANMAUPaHE U KOHTPON BLPXY NOAC3PUTENHM yeb Tpathuk v npunaraHeTo
Ha NoNUTMKK, Ha cToTUuM Munuonn URL agpecu B Hag 80 kateropuu.

®  AMP ocurypsiBa edeKTMBHOCTTA BOJEIM B UHAYCTPUSITA HapyLUeHUe OTKpUBaHe, TecToBaTa cpefa, Hucka oblya eHa Ha NoKynKaTa, 4 Aa ce YyBcTBaTe CTOUHOCT 3alnTa, KOATO

B4 Nomara Aa oTKpUBaTe, Aa pasbupar, u Aa ce cipe Ha peaeH codTyep u UM 3anNaxu He ca oBXBaHaTU OT APYIY CNOEBE Ha CUTYPHOCTTA.

yn.2 33714,
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| Advanced Malware

Protection & A
Clustering & Sandboxing I(Js%lt; 33;1;23
High Availability {Subiscription) Firepower {Subscription}
Analytics & -
Automation

= Vo
A\ ."\.9

g Built-in Network dentity~Policy
=32 Profiling Control & VPN /

TS ) 33/

besnpeyeneHTer BUGUMOCTTa B MpeXaTa

Network Firewall Application
Routing | Switching l Visibility & Control

Cisco ASA c orHesa MO Ha YCNyruTe e UeHTPanHo ynpaenssaHa o7 OrHesa MOLL, LeHTBP 3a ynpaenenne Cisco (u3secteH npeau karo Cisco
UEeHTBLP 3a ynpasniexue Ha FireSIGHT), kosTo ocurypsea ekunu 3a CUrypHOCT C URIIOCTHA BUAUMOCT U KOHTPON BbPXY AEMHOCTTA B PaMKUTE Ha
mpexata. Takasa BUANMOCT BKMOHBA NOTPEBUTENN, YCTPONCTBA 33 KOMYHUKALIMA MEXAY BUPTYANHWUTE MALLUHW, YS3BUMOCTH, 3annaxw, ot
cTpaHaTta Ha KNMeHTa NpunoxeHus, daitnose n yet caiAitope. XONUCTUYHWAT 1 geicTBaLLa nHavkauuv 3a komnpomuc (loCs) kopenupat
noapobHO Mpexa u CLOUTUE KparkHa TOoUKa Ha MHMOPMAaUUA U NC-HATaTbK OCUTYPSIBAT BUAMMOCT Ha 3NoBpefeH copTyep nHdekumu.
VIHCTpyMeHTH 3a ynpasneHue Ha kopnopatuseH knac Cisco nomarat Ha agMUHUCTPaTopuUTE fa HAManNAT CMIOXHOCTTa C HECPaBHIUMa BUAUMOCT

v xoHTpon npes NGFW BHeapsiBaHua.

Cisco MeHuAXLP 3a CUryPHOCT OCUTYPSBa Mawabupyema n uen o Ha MpexaTa 3a ynpasneHue Ha paboTHUa npoyec. TOM Ce MHTErpUpa MOLLEeH HaBop oT
BBIMOKHOCTH; BKIIOUUTENHO NONUTUKATA U YNPABIEHNETO Ha 0GEKT, CbEUTUSH MEHUIKMBLHT, OTUMTAHE N OTCTPaHABAHE HA NPOGeMU 3a 3ailuTHa cTeHa (yHkurm Cisco ASA npu

uanonasae Ha Cisco UeHTLP 33 yNpaBNeHne Ha OrHeBa MoLy.

3a nokanHo, yNpasneHne Ha yCTPOICTBa, BKNIOHMTENHO MMCM 3@ Marku W cpeaHo ronemu dupmu, Cisco Adaptive Security Device Manager (ASDM) 7.3.x npeasnxaa.
KOHTPOI Ha A0CTHNA U pa3lMpeHo yrpasneHne Ha oTdpaHata 3annaxa. ASDM V 7.3.x ocurypsisa nogobpeHa noTpebutencku nHrepdenc, KOATo ocurypsisa 6bp3 BUXAaHUS

3a TeHAeHUMUTE ¥ BHIMOXHOCTTA 4a HanpasuTe PaSGMBKa 3a no-HaTaTbLeH aHanns.

© 2018 Cisco U/ nn welHuTe KnoHoe. Bewky Npasa 3anasenn. Toan AokymeHT e Gisco obiiecTBeHa WHIPOPMALWA. pasiua 2 or 16
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Hamanapade Ha pasxogurte ¥ CAoXHOCTTa

Cisco ASA ¢ orHeBa MOLL Ha YCRYIMTE BKNIOYBA UHTETPUPaH ROAXOA 33 3aLMTa OT 3annaxu, HaMansBaHe Ha KanuTanosm1Te U ONepaTMBHUTE Pasxoan 1
agMUHUCTPaTUBHATA CROXHOCT. Ta BeanpobnemHo ce uHTerpupa cbe cullecTayBallaTa UT cpena, paboTa noTok 1 mpexora TbkaH. CeMeACTBOTO Ha ypeaa e CunHo
Matabupyem, M3BBLPLUBA CbC CKOPOCT 40 multigigabit ckopocTU U OCKIypABa NOCTOSIHHA N BUCOKA CTENEH Ha 3auiuTa B uenus paHw, HTepHeT pbo, 1 LEHTPOBE 3a

NaHH1 ¥ B ABETE (DUIMUECKU U BUPTYAnNHM Cpeau.

Cuoc Cisco LeHTbp OrHesa MOLL 3a ynpasneHne, aaMUHUCTPATOpUTE MOraT Aa PauvoHaNUanpar onepauniTe Aa ce CHNOCTABAT 3ANNAXM, OLEHKE HA TAXHOTO BLIAEHCTBUE, ABTOMATUHMHO
MONMTUKA HA CUTYPHOCT MENOAWS, 1 NECHO Aa NPUNNLLIE CAMOAUYHOCTTA Ha NoTpebuTenuTe, 3a Aa cbBUTUA 3a curypHocT. Cisco orHesa Mol Management Center NocToAHHO cnean Kak

Mpexarta NpoMeHs ¢ TeYeHWe Ha BpemeTo. HosuTe 3annaxu 3a aBTOMATUHHO C& OLIGHABAT 3a 1A Ce ONPe/ient KoM oT TAX MOXe Ja Ce 0Tpa3u Ha Baiuus Buanec. Crneg Toea Orosopute ca

KbM Bb3C “Mp 3ALUUTY Ca SENTUPAHN KM NpH e ce y Ha KpuThuHu oXpaHuTeNHa ASIHOGT, kaTo HafpuMep HacTPoMKa Ha

nonuTUKaTa ca aBTOMaTU3UPaHU, KOBTO CNIECTABA BPEME I YCUITNA, KATO ChLUEBPEMEHHO 3aLLMTV U MEpKX 3a NPOoTURCASHCTEUE Ce NoAABPXA B ONTUMANHO CLCTOsHUE,

Cisco OrHesa MoLY UEHTHP 33 YNPABREHUE UHTErPUPA NIECHO C PELLIBHWA Ha TPETH CTPaHM 3a CUrypHocT upes eStreamer AP| 3a pauoranmavpaHe Ha paboTa va paboTuuTe

NOTOLM M Nacear ChLiecTBYBALLATa MPEeXa nnaTose.

-~4n.2 3310
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Tabnuua 1 akueHTH Ha Hain-nobpute B KNaca cn yHKMK 1 NnpeanmMeTaa Ha Cisco ASA ¢ OrHeBa Mol Ha yeryruTe,

Maca 1. DyHKUMK 1 npeumcTBa Ha Cisco ASA ¢ OrHeBa MOLY Ha yenyTuTe
Deotamas TMomw
| Cneaeawo nokoneHwe 3awMTHa CTeHa mupBata sannaxa dokycupana NGFW Ha POMMUINEHOGTTE; OCHIYPSEA YHKLMOHANHOCT ACK 3ALLIHTHA CTEHA, HANPEAHAN SAWTA 3ANMAXa W HANPEAHEIV OTKPHBAHE
i " BegHo
* Boxasan ASA 3awmvHa cTeHa BraT MApLpyTHEALHS, AUHAMHA JalTHa crovs, Network Address Translation, u 3aBucoRa , BUCOKA GTeNeH Ha JauYTa,

KaKTO U hageKaeH Aotruits Cisco AnyConnects VPN

| Boaew wa nasapa NGIPS Superior 406pa MPEBEHLMA 1 HAMANABAHE KA PYIGKA U 32 ABETE NIOIHATH U HENOIHATH 3MNAXU

saugTa cpeuty codprysp Qriep 3 anaris u sa saupra va o7 “

ROCTOAHHITE ZTaKK Ha F0sREABH codiTyen

e y Ha 513 6eHOBA Ha ThAHa MPo3p Ha . MoBUHI ACTBA OT CTPAHA HA KMEHTA NPUNIOKEHWS, KOMYHUKALMS

MEXAY BUPTYAMHM MawHA 33 yAasmMocTH, sarnaxa, n URL aapeci

KOHTPOR Kanauaarcraane u URL KoHTpon 2 i " i P Ha umbas
urppane Ha Gasata Ha noTpebuTenco npinaxess v URL agreci

MpeanpunTwe 32 ynpagnanue Ha kaca TaBrara 3a YipaaNeHAe K OTYETH 32 AOTLNHUTENHA PAIGHEKA Ha OTKPATH SOMEKHHH, NPUIOKEHNA, J2NMIXM, KAKTO 1 MHEMKALMH 33 KOMIPOMAC

33 UANOCTHA BUAUMOCT

Ycxopesure onepaunn Tio-Hiern “ ¢ oRacHoeT ojeHka Ha 3 ika Ha CUTYpHOCT
. aBTOMATH3auNA “peHTUDHALUS KA NoTpeBUTEns
 CneumManko NoCTPoeH ¥ Mawatupyema CunHo MalyaBupyeM curypHoCT ypef) apxnTeKTypa, KoATO U3BLPUIBA Cbe CKOPOCT A0 ckopacT multigigabit; nocnegosatenka v cTabunka curypHocT npes

MartbK oguc, odmc, MHTepHeT pub. M LeHTpoBe 3a faHHK, U B ABaTa (PUINHECKA ¥ BUPTYANTHA cpean

i On-ycTPO#CTBO 3a ynpasnenue Onpocmea paswiMpeHo ynpasneHue Ha 3auuTa 0T 3annaxi 3a Mankma U cpegeH BusHec ¢ Marim paarpbujaHas
Otganeven goerun VPN PaaLmpSBA 2a1UATEH KOPMOPATUBEH ACCTBI A0 MPEXATA UABLH KOPMOPATUSHI AANTONM [0 NUUHM MOGHTIK YCTPOCTBA, KE3ABUCHMO O I
neakpena 2a Cisco AnyConnect CUTYpHO peulenie 3a 3 Ha HUBG VPN, kaKkto n MecT o
Android VPN LI}-I Z nﬂ' =
. 3 3
CaiT 32 nperacouBane Kum cant VPN Tpathux, VoiP u PSLP HA 2HKY, OT [YTATa CTPaHa Ha paanpedenaun NPaanpRATIE U KNoH

MuTerpupan Geaxmyen gocTbn Wnterpupak Wi-Fi ¢ Ha pasnonoxeue B hakTopa Ha HACToMeH KoMnkoTbp (ASA 5508W-X} 3a KOMNAKTHY v ONPOCTERU Mamkit 0PUE BHEAPNBAHUA

* O subpaumk dopma daxtop A waHocoyeTeliuneo Wogen (ASA 5506H-X), aa # oxonkaTa cpeas, & Ka 2a F pacTpyxTypa n
KOHTPOR Ha WPEXOBH RpATIONEHIA

TEXHONOTMA eKOCHCTEMA OT TpeTH Open API, KOATO N0380NABA HA TEXHONOTMMA HA TRETK CTPANA EKOCHCTEMATA A CE UHTETPHPA Che ChILECTBYBAWMTE PAGOTHH NOTGLI Ha KITHEHTH
cTpaHmn
. Mrrerpauus c Snortu Open MHTerpauMs MSTOUHIK Ha CURYPHOCT ¢ Shorfu QpenAppiD sa pocTor g pecypen Ta 38 NECHO Ha
OpenApplD ypi 2a © HOBU W P aannaxia u Gupao
3a Yo {csly + CUrYPHECT U yeB penyTauns pasyaHaBaHe OCHTYPsIBA 8 peanHo BpeMe 3anfiaxa pasysHasaKe | 3aluTa Ha CUrypHoCTTa

© 2018 Cisco u / nm westnuTe kioHoge. Beudkn npaga 2anazent, Toan AokyMeHT & Cisco obwecTaena AhopMaLMA. LI n . 2 3 3” .[]' 16
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TIPOM3IBOANTERHOCT U CNEUUMMKELINN Ha NPOAYKTA

Tabnuua 2 B aetaiinu sbamoxHocTuTe NGFW 1 BbamoxHocTn Ha Cisco ASA ¢ orHeBa Moty Yenyru 3a Cisco ASA 5500-X Series.

Tabnuua 2. Cisco ASA 5500-X ¢ orHesa Mol Yenyru ceouTe Bb3MOXHOCTU W CAOCOGHOCTH

Ocobenost Cisco ASA Gisco ASA Cisco ASA | Cisco ASA | Cisco ASA | Cisco ASA Cisco ASA | Cisco ASA Cisco ASA
5506H-Xw/ | 5508-Xw{ 5616-Xw/ 5512-X w1 5818 X w/ | 5525-Kw/ 5545-X w [

5506-X w ! SS06W-X w i

FirePOWE R FirePOWE R | FirePOW FirePOWER | FirePOW ER | FirePOWE R FirePOW FirePOWE R FirePOWE R

yenyru yenym ER Yenyrn Yenyen Yenyra yenyrn ER Yenyru ‘ yonyru yenyrn

: MponyckartenHa : 250 Mbps

250 Mbps 250 Mbps 450 Mbps 850 Mbps 300 Mbps 500 1100 Mops 1500
Wckare koHTpon : H Mbps Mbps
: (Ave)
: Aponycxarenta 125 Mbps 125 Mbps 125 Mbps 250 Mbps-450 Mbps 150 Mbps 250 850 Mbps 1000
moc0BHoCT: Kortrpon Mbps Mbps
Ha MprROXeHHSTE (AVC)
w3
MakcumanHn 20000; i 20000; | 50000 100000 250000 100000 : 250 000 500 D00 750000
+ 500004 i 50000% H
eaHOBPEMEHHK H ]
cecum i )
Maxcumansu HoBu 5000 5000 5000 10000 20000 16000 15,000 20000 30000

BPBLIKM B CexyHaa
Noambpxann Moseve o1 3000

" URL Kateropuu 80+

Cisco ASA
5555-X w /
FirePOW

ER Yenyru

£ 1750

Mbps

1250
Mbps

{ 1,000,000

50,000

un.2 3300, -

Bpoit Ha URL Moseye o7 280 Mn1
anpecn

KaTeropuaupanm

Multy o Cisco Security (CSM) u Cisca UeHTLP 32 yipaBNeHue Ha orHesa Moty
xoHdrypaima,
Aupeonobis,
MOHUTOPSKI U

Aoknaneare

On-Device ASDM (sepeus 7.3 Wik Mo-8ucoka Heobxaumara) ASDM
Management

« To-BuCOKNATE cneyudbmrKaymi ca CBLP3aHU ¢ NMLEH3a Ha curypHocT Plus,

© 2017 Cisco v / nnu HeiiuTe KnoHoBe. Bouukia NpaBa 3anaaeny. Toan AokymeHT & Cisco oBuiecTBEHa UHbopMaLWs,
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Tabnuya 3 cpaBHsiea XapakTePUCTUKUTE U BB3MOXKHOCTUTE Ha pasnuukn ACK 5500-X cepus 0T cnegsatio nokoneHue 3almyHuTe CTeHW 3a Manku oduci, KnoHose

MECTOMNOMOKEHUA N VIHTEPHET Kpai pasrpblijaHe.

Tabnuua 3. Cisco ASA 5500-X cepuiTa o7 CRemsalio IOKONEHHE 3aLHTHN CTeHH

Ciseo ASA { Cisco ASA Cisen ASA Cisco ASA Cisco ASA Cisco ASA CiscaASA Cisco ASA Cisce ASA Cisco ASA

l S506-X w/ SEO6WX w ! S506H-K W/ 5508w/ 5598X w/ 512X w1 5515X w/ 5§528-X w7 525X w1 588X w i
OFHeBE MOLL M SIHERE MOW MY LrHeBa MO NE OrHeBa Mo e OTHOBA MOUL A OTHEBA MO HY OFHEB2 Mou HA OFHeRA MOUL K OfHEBA MO HE | DIHABA MOW| HE
yenyrure yonyrure yoayrate yonyraTe yenyraTe yonymmre yonytuve yenyrats yonyrute 1 yeAyouTe
Stateful uHcneKums 750 Mbps 750 Mbps 750 Mbps 1 Ghps 1.8 Gbps 1 Gbps 1.2 Gbps 2 Gbps 3 Gbps 4 Gbps
nponyckaTensa i f
cnocobHocT
(MaKcHMNHa o
Stateful uncnexupn 300 Mbps 300 Mbps 300 Mbps 500 Mbps 900 Mbps 500 Mbps 600 Mbps 1 Gbps 1.5 Gbps. 2 Gbps
nponyckaTenHa
_ enocoBuocT
£ (MYITHAROTOKONOBKAT
3
Triple Data 100 Mbps 100 Mbps 100 Mops 175 Mbps 280 Mops 200 Mbps 290 Mops 200 Mbps 400 Mbps 700 Mbps
Encryption
Standard / Adv
anced Encryption
Standard (3DES /
AES) VPN
npoayckaTenHas
#
Ievann pal Heorpatinden Heorparissen Heorpanusen Heorparuien Heorp: Heorparmuyen P Heorparituen 7
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