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Model ~ _AP16ON 1K '1KS*9 2K | 2KS" | 3K | 3KS* | 6K | 6KS* 10K | 10KS*

‘Power Rating . 1000VA/Q00W | 2000VA/1800W‘3000VA/2700W 6000VA/5400W 10000VA/9000W

| Rated Voitage N ! 220Vac / 230Vac / 240Vac
LVoItage Tolerance S 120 + 276 Vac
Transfer Vo#tage Range Based on load percentage 100%/50%
Line Low Transfer - 176Vac ( 3%) / 120Vac (+ 3%)
Line ngh_Tasier 1 - 276Vac (+ 3%)
| Frequency Range T 45Hz+55Hz / 54Hz+66Hz o
| THDI% I = T <5%atfullload )
| Power Factor h > 0.99 (I/P220Vac, full RCD load) ]
t | Rated Volitage _ 208Vac*f___/____220Vac /230Vac / 240Vac
Voltage Reguiatlon -~ r | T -
| Rated d Frequency AC mode i I : o __ _ T _5%0 £02% : O / (
L Crest Factclr__w_ : S B __ 3 ) - B B
Harmomc Distortion < 2% THD ( Linear Load)
ouputWaveorn  puesnewae 4023311
e - . — B

BATTERY

: Type o ~_Sealed lead acid battery, maintenance free

' R_ating 36Vde | 12VI9AH  4gvgc | 12VI9AH | 7avge | 12VISAH | 1g0vdc 12vi0AH 240Vdc
Numbers ofBatteris |3 PN o oo, e osing ;oo

| Backup Time (typical load) o 7O T, ot SR - e SRR L e copRt)

| Recharge }-'f“_?_, L . ol 3 hé’é’&f to! patteries §3h§6’£ 10! patteries f3 hgél(;os to! patteries 3h°0U;S ‘0; batteries ;3 hg;;s 103 batteries

| Charging Voltage - 41.1£0.6Vdc | 546+ 0.4Vdc | 819 0.4Vdc | 204.7 £ 04Vde 273.0 + 0.4Vde

| Transfer time ome
| (Inverter to Bypass)__ . : S

| Dual Input to Bypass N/A as standard YES

N o S as standard

! Para!lel conﬁguratloL E :  NA - fr YES as optional !
|__Eﬂ:i_er}_c_y(ﬂm§ mode) >87% > 89% > 90% m; > 93%

: DinensimeDxH {(mm) 438x435x2U | 438x435x2U | 438x560x2U E 438x560x3U 438x560x5U
WeightUPScase(kg) 153 = 91 | 305 | 12.3 | 332 | 135 | 465 | 18.0 | 825 | 325
 Operating _Temperature ol 0-40° C

II HJmldlty o 0-95% (non-condensmg) _

 Noise Level (@ 1m)  <45dB | <50dB e PR <55dB

! Interface standard via Smart WmPower Software supports: Wmdows 95/98/NT/2000/XP/ME, L|nux Sun So- |

gUSB : laris, IBM Aix, Compaq True64, SGI IRIX, FreeBSD, HP- UX, and MAC

|Interface for Intelligent Slot - _SNMP /AS400 Card / Modbus all optional

;Compliance IEC 61000- 4, IEC 62040-1, IEC 62040-2, IEC 62040-3, IEC ~~~~~
ey IEC 52040 1, ETS 300019-2-2 - & Ll 1. 2 33 n ﬂ

* ks version are provided with battery extra charger
** Derate to 90% with 208Vac output voltage.
Note: product specifications are subject to change without further notice.
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G-Tec Companies are also present worldwide with Business Partners in several countries.
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C ‘ S C O Data Sheet

Cisco 350 Series Managed Switches

Easy-to-Use Managed Switches That Provide the Ideal Combination of Features and
Affordability

To stay ahead in a competitive marketplace, businesses need to make every dollar count. That means getting the
most value from your technology investments, but it also means making sure that employees have fast, reliable
access to the business tools and information they need. Every minute an employee waits for an unresponsive
application and every minute your network is down has an effect on your profits. The importance of maintaining a
strong and dependable business network only grows as your business adds more employees, applications, and
network complexity.

When your business needs advanced security and features but value is still a top consideration, you're ready for
the new generation of Cisco® Small Business managed switches: the Cisco 350 Series (Figure 1).

Figure 1.  Cisco 350 Series Managed Switches
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Cisco 350 Series Switches

The Cisco 350 Series, part of the Cisco Small Business line of network solutions, is a portfolio of affordable
managed switches that provides a reliable foundation for your business network. These switches deliver the
features you need to improve the availability of your critical business applications, protect your sensitive
information, and optimize your network bandwidth to deliver information and applications more effectively. Easy to
set up and use, the Cisco 350 Series provides the ideal combination of affordability and capabilities for small
businesses and helps you create a more efficient, better-connected workforce.

The Cisco 350 Series is a broad portfolio of fixed-configuration managed Ethernet switches. Models are available
with 8 to 48 ports of Fast Ethernet and 10 to 52 ports of Gigabit Ethernet connectivity, providing optimal flexibility to
create exactly the right network foundation for your business. However, unlike other small business switching
solutions that provide managed network capabilities only in the costliest models, all Cisco 350 Series Switches
support the advanced security management capabilities and network features you need to support business-class
data, voice, security, and wireless technologies. At the same time, these switches are simple to deploy and
configure, aliowing you to take advantage of the managed network services your business needs.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. I 21
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Business Applications

Whether you need a basic high-performance network to connect employee computers or a solution to deliver data,
voice, and video services, the Cisco 350 Series offers a solution to meet your needs. Possible deployment
scenarios include:

¢ Secure desktop connectivity: Cisco 350 Series Switches can simply and securely connect employees
working in small offices with each other and with all of the servers, printers, and other devices they use.
High performance and reliable connectivity help speed file transfers and data processing, improve network
uptime, and keep your employees connected and productive.

« Secure wireless connectivity: With its advanced security features, Power over Ethernet, Auto Smartports,
QoS, VLAN, and access control features, the Cisco 350 Series Switches are the perfect foundation to add
business-grade wireless to a business network.

* Unified communications: As a managed network solution, the Cisco 350 Series provides the performance
and advanced traffic-handling intelligence you need to deliver all communications and data over a single
network. Cisco offers a complete portfolio of IP telephony and other unified communications products
designed for businesses. Cisco 350 Series Switches have been rigorously tested to help ensure easy
integration and full compatibility with these and other products, providing a complete business solution.

« Highly secure guest connectivity. Cisco 350 Series Switches let you extend highly secure network
connectivity to guests in a variety of settings, such as a hotel, an office waiting room, or any other area open
to nonemployee users. Using powerful but easy-to-configure security and traffic segmentation capabilities,
you can isolate your vital business traffic from guest services and keep guests’ network sessions private
from each other.
A

Fealures and Benefits 4 2 33[]‘”'

Cisco 350 Series switches provide the advanced feature set that growing businesses require an

bandwidth applications and technologies demand. These switches can improve the availability of your critical
applications, protect your business information, and optimize your network bandwidth to more effectively deliver
information and support applications. The switches provide the following benefits.

Ease of Management and Deployment
Cisco 350 Series switches are designed to be easy to use and manage by commercial customers or the partners
that serve them. They feature:

¢ Cisco Smart Network Application {SNA} is an innovative network-level monitoring and management tool
embedded in Cisco 100 to 500 Series switches. It can discover network topology, display link status,
monitor events, apply configurations, and upgrade software images across muitiple switches in the network.

* The FindIT Network Manager and Probe are designed to manage Cisco 100 to 500 Series switches,
routers, and wireless access points. The Manager lets you proactively manage the network instead of just
reacting to events. FindIT Network Management is the perfect addition to your business network. For more
information, visit httos://www.cisco.com/goffindit.

* The Cisco FindIT Network Discovery Utility works through a simple toolbar on your web browser to discover
Cisco devices on the network and display basic device information, inventory, and new firmware updates to
aid.in the configuration and speed the deployment of Cisco Small Business products. For more information,
visit https://www.cisco.com/go/findit.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Pane 2 of 21

4n.2 3311 g/ \
/T \-{\

yn.2 337111 4n.2 33010 X


Administrator
2

Administrator
2

Administrator
2

Administrator
2

Administrator
2


2NN

yn.2 33711

* The USB port on the front panel of the switch enables easy image and configuration transfer for faster
deployment or upgrade.

 Simple-to-use graphical interfaces reduce the time required to deploy, troubleshoot, and manage the
network and allow you to support sophisticated capabilities without increasing IT head count.

» The switches also support Textview, a full Command-Line Interface (CLI) option for partners that prefer it,

* Using Auto Smartports intelligence, the switch can detect a network device connected to any port and
automatically configure the optimal security, Quality of Service (QoS), and availability on that port.

« Cisco Discovery Protocol discovers Cisco devices and allows devices to share critical configuration
information, simplifying network setup and integration.

» Support for Simple Network Management Protocol (SNMP) allows you to set up and manage your switches
and other Cisco devices remotely from a network management station, improving IT workflow and mass
configurations.

High Reliability and Resiliency

In a growing business where availability 24 hours a day, 7 days a week is critical, you need to assure that

employees can always access the data and resources they need. The Cisco 350 Series supports dual images,

allowing you to perform software upgrades without having to take the network offline or worry about the network

going down during the upgrade. -
Strong Security /
Cisco 350 Series switches provide the advanced security features you need to protect your |

P
keep unauthorized users off the network: ‘-'l ﬂ . 2 33”.0' -

» Embedded Secure Sockets Layer (SSL.) encryption protects management data traveling to and from the
switch.

» Extensive Access Control Lists (ACLs) restrict sensitive portions of the network to keep out unauthorized
users and guard against network attacks.

* Guest VLANS let you provide Internet connectivity to nonemployee users while isolating critical business
services from guest traffic.

» Support for advanced network security applications such as IEEE 802.1X port security tightly limits access
to specific segments of your network. Web-based authentication provides a consistent interface to
authenticate all types of host devices and operating systems, without the complexity of deploying IEEE
802.1X clients on each endpoint.

¢ Advanced defense mechanisms, including dynamic Address Resolution Protocol (ARP) inspection, IP
Source Guard, and Dynamic Host Configuration Protocol (DHCP) snooping, detect and block deliberate
network attacks. Combinations of these protocols are also referred to as IP-MAC port binding ({PMB).

* |Pv6 First Hop Security extends the advanced threat protection to IPv6. This comprehensive security suite
includes ND inspection, RA guard, DHCPv6 guard, and neighbor binding integrity check, providing
unparalleled protection against a vast range of address spoofing and man-in-the-middle attacks on
IPv6 networks.

« Time-based ACLs and port operation restrict access to the network during predesignated times such as
business hours.

* Uniform MAC address-based security can be applied automatically to mobile users as they roam between
wireless access points.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 3 of 21
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¢ Secure Core Technology (SCT) helps ensure that the switch is able to process management traffic in the
face of a Denial-of-Service (DoS) attack.

» Private VLAN Edge (PVE) provides Layer 2 isolation between devices on the same VLAN.
 Storm control can be applied to broadcast, multicast, and unknown unicast traffic.

* Protection of management sessions occurs using RADIUS, TACACS+, and local database authentication
as well as secure management sessions over SSL, SSH, and SNMPv3.

» DoS attack prevention maximizes network uptime in the presence of an attack.

Power over Ethernet

Cisco 350 Series Switches are available with up to 48 PoE ports. This capability simplifies advanced technology
deployments such as IP telephony, wireless, and IP surveillance by allowing you to connect and power network
endpoints over a single Ethernet cable. With no need to install separate power supplies for IP phones or wireless
access points, you can take advantage of advanced communications technologies more quickly and at a lower
cost. Models support 802.3af PoE, 802.3at PoE+, and 60 Watt PoE.

Multigigabit Performance

Network needs are changing quickly. Thanks to evolving wireless standards and the rising number of wireless

devices, keeping up with data rates and growing traffic can be a challenge. Your traditional Ethernet infrastructure

can support speeds up to 1 Gigabit per second (Gbps), but competing today requires much more capacity. One

option is completely replacing your older cabling infrastructure and upgrading your hardware. But wouldn't it be /
better to increase network speed and traffic capacity in a way that's quick, inexpensive, and efficien ‘-U'] 2 33 fl .D. =

Cisco's new Multigigabit Ethernet switches offer just that: an easy-to-deploy, budget-friendly solutio

you to increase network speed and bandwidth using your existing cables. By partnering with other industry leaders
to form the NBASE-T Alliance, Cisco uses NBASE-T technology to help you get more out of your existing
infrastructure. Save time and money by avoiding upgrades and extending the life of your installed cable plants. And
discover the benefits of meeting consumer demand for increased bandwidth and speeds without a large initial

investment.

Multigigabit Ethernet technology uses capabilities in your existing cabling infrastructure to meet bandwidth
requirements and provide up to five times the performance. The technology enables intermediate data rates of 2.5
and 5 Gbps to ease the jump between traditional rates of 1 Gbps and 10 Gbps. These intermediate rates run on
most installed cables and preserve older UTP wiring, which is good for 802.11ac wireless LAN applications.

The technology also supports Power over Ethernet (PoE) forms, including PoE+ and 60W PoE. Cisco Multigigabit
Ethernet switches help you avoid having to run multiple cables between switches and access points and let your
networks welcome next-generation traffic speeds and data rates.

Networkwide Automatic Voice Deployment

Using a combination of Cisco Discovery Protocol, LLDP-MED, Auto Smartports, and Voice Services Discovery
Protocol (or VSDP, a unique Cisco protocol), customers can deploy an end-to-end voice network dynamically. The
switches in the network automatically converge around a single voice VLAN and QoS parameters and then
propagate them out to the phones on the ports, where they are discovered. For example, automated voice VLAN
capabilities let you plug any IP phone (including third-party phones) into your IP telephony network and receive an
immediate dial tone. The switch automatically configures the device with the right VLAN and QoS parameters to
prioritize voice traffic.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 4 of 21
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IPv6 Support

As the IP address scheme evolves to accommodate a growing number of network devices, the Cisco 350 Series
can support the transition to the next generation of networking and operating systems such as Windows 8, Vista,
and Linux. These switches continue to support previous-generation IPv4, aliowing you to evolve to the new IPv6
standard at your own pace and helping ensure that your current network will continue to support your business
applications in the future. Cisco 350 Series switches have successfully completed rigorous IPv6 testing and have
received the USGv6 and IPv6 Gold certification.

Advanced Layer 3 Traffic Management

The Cisco 350 Series enables a more advanced set of traffic management capabilities to help growing businesses
organize their networks more effectively and efficiently. For example, the switches provide static LAN Layer 3
routing, allowing you to segment your network into workgroups and communicate across VLANS without degrading
application performance.

With these capabilities, you can boost the efficiency of your network by offloading internal traffic-handling tasks
from your router and allowing it to manage primarily external traffic and security.

Additionally, Cisco 350 models provide static Layer 3 routing features. With these capabilities, you can minimize
the need to manually configure routing devices and simplify the ongoing operation of the network.

Power Efficiency .
The Cisco 350 Series integrates a variety of power-saving features across all models, providing the industry’s most /
extensive energy-efficient switching portfolio. These switches are designed to conserve energy by ‘-Ifl 2 33 n ﬂl _
power use, which helps protects the environment and reduce your energy costs. They provide an ¢ .

network solution without compromising performance. Cisco 350 Series switches feature: 7

¥

* Support for the Energy Efficient Ethernet (IEEE 802.3az) standard, which reduces energy consumption by
monitoring the amount of traffic on an active link and putting the link into a sleep state during quiet periods

+ The latest Application-Specific Integrated Circuits (ASICs)
* Automatic power shutoff on ports when a link is down
» LEDs that can be turned off to save power

» Embedded intelligence to adjust signal strength based on the length of the connecting cable

Expansion Ports

The Cisco 350 Series provides more ports per Gigabit Ethernet switch than traditional switch models, giving you
more flexibility to connect and empower your business. Gigabit Ethernet models offer 28 to 52 ports to give you
more value, versus the 24-port or 48-port varieties with four shared ports that's common in the market. The Cisco
350 Series also offers mini gigabit interface converter (mini-GBIC) expansion slots that give you the option to add
fiber-optic or Gigabit Ethernet uplink connectivity to the switch. With the ability to increase the connectivity range of
the switches, you have more flexibility to design your network around your unique business environment and to
easily connect switches on different floors or across the business.

© 2018 Cisco and/or its affiliates. Alf rights reserved. This document is Cisco Public Information.
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Peace of Mind and Investment Protection
Cisco 350 Series switches offer the reliable performance and peace of mind you expect from a Cisco switch. When
you invest in the Cisco 350 Series, you gain the benefits of:

+ Limited lifetime warranty with Next-Business-Day (NBD) advance replacement (where available; otherwise
same day ship).

¢ A solution that has been rigorously tested to help ensure optimal network uptime to keep employees
connected to primary resources and productive.

» A solution designed and tested to easily and fully integrate with other Cisco voice, unified communications,
security, and networking products as part of a comprehensive technology platform for your business.

« Complimentary software updates for bug fixes for the warranty term. To download software updates, go to
httos://www.cisco.com/cisco/web/downioad/index.html.

+ Telephone technical support at no charge for the first 12 months following the date of purchase.

» Product warranty terms and other information applicable to Cisco products are available at
hitps://www.cisco.com/go/warranty.

+ Cisco Small Business products are supported by professionals in Cisco Small Business Support Center
locations worldwide who are specifically trained to understand your needs. The Cisco Small Business
Support Community, an online forum, enables you to collaborate with your peers and reach Cisco technical

experts for support information. / i

Cisco Limited Lifetime Hardware Warranty yn 2 33”.['. >,
Cisco 350 Series switches offer a limited lifetime hardware warranty with NBD advance replace : Z"

available; otherwise same day ship) and a limited lifetime warranty for fans and power supplies. /W

In addition, Cisco offers software application updates for bug fixes for the warranty term and telephone technical
support at no charge for the first 12 months following the date of purchase. To download software updates, go to
httos://software.cisco.com/download/navigator.html.

Product warranty terms and other information applicable to Cisco products are available at
hitps://www.cisco.com/go/warranty.

World-Class Service and Support

Your time is valuable, especially when you have a problem affecting your business. Cisco 350 Series switches are
backed by Cisco SMARTnet® Total Care™ which provides affordable peace-of-mind coverage. Delivered by Cisco
and backed by your trusted partner, this comprehensive service includes software updates and access to the Cisco
Support Center, and it extends technical service to three years.

Cisco SMB products are supported by professionals in the Cisco Support Center, a dedicated resource for small
business customers and networks, with locations worldwide that are specifically trained to understand your needs.
You also have access to extensive technical and product information through the Cisco Support Community, an
online forum that enables you to collaborate with your peers and reach Cisco technical experts for support

information.
= \
/)
/ /
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Product Specifications

Table 1 gives the product specifications for the Cisco 350 Series Switches.

Table 1. Product Specifications
Performance
Switching capacity and Model Name Capacity in Millions of Packets per Switching Capacity in Gigabits per
forwarding rate ; : Second (mpps) {64-byte packets) Second (Gbps)
All switches are wire speed i SF350-08 119 16
and nonblocking . ! . S
i SF352-08 1417 5.6
| SF352-08P o am 56
 SF352-08MP a7 56
| SF350-24  em 128
| SF350-24P 952 - 128
- SF350-24MP ' 12.8
i SF350—48 17.6
: SF350-48P 176
CsFasodsmP 13ee 17.6
86350.6°D 620 S S
SG350-10 20.0
se3s010P . mo yn.2 33714, -
: SG350-10MP 20.0
: TSNS bt Lo 410 b e e ses st eees ooe oo . _/
| SG355-10MP 20.0
SG350-10SFP 14.88 20 O
5G350-20 2976 - 400
| 5G350-28 4166 h 56.0
' SG350-28P 41,66 56.0
' 5G350-28MP 4166 ‘ 56.0
SGSSO-ZBSFP “ 41166 ) ' 561.0
| 5G350-52 7738 1040
 SG350-52P  nm ’ 1040
 SG350-52MP 7 104.0
. USB slot For file-management purposes
Layer 2 Switching
Spanning Tree. Protocol Standard 802.1d Spanning Tree support

. Fast convergence using 802.1w (Rapid Spanning Tree {[RSTP]), enabled by default
- 8 instances are supported
Multiple Spanning Tree instances using 802.1s (MSTP)

Port grouping Support for IEEE 802.3ad Link Aggregation Control Protocol (LACP)
¢ Up to 8 groups
® Up to 8 ports per group with 16 candidate ports for each (dynamic) 802.3ad link aggregation
VLAN Support for up to 4096 VLANs simultaneously
Port-based and 802.1Q tag-based VLANs
MAC-based VLAN
Management VLAN a
Private VLAN Edge (PVE), also known as protected ports, with muitiple uplinks 4 ["H
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Guest VLAN

Unauthenticated VLAN
i Dynamic VLAN assignment via RADIUS server along with 802.1x client authentication

Voice VLAN

Multicast TV VLAN

Q-in-Q VLAN

Generic VLAN Registration
Protocol (GVRP)/Generic
Attribute Registration
Protocol (GARP}

Unidirectional Link Detection
:(UDLD)

: Dynamic Host Configuration
; Protocol (DHCP) Relay at
i Layer2

! Internet Group Management
Protocol (IGMP) versions 1, 2,
: and 3 snooping

IGMP Querier

Head-Of-Line {HOL) blocking

Loopback Detection

CPE VLAN

Voice traffic is automatically assigned to a voice-specific VLAN and treated with appropriate levels of QoS
Auto voice capabilities defiver networkwide zero-touch deployment of voice endpoints and calf control devices

Multicast TV VLAN allows the single multicast VLAN to be shared in the network while subscribers remain in
separate VLANSs (also known as MVR)

VLANSs transparently cross a service provider network while isolating traffic among customers

Protocols for automatically propagating and configuring VLANS in a bridged domain

UDLD monitors physical connection to detect unidirectional links caused by incorrect wiring or cable/port faults
to prevent forwarding loops and blackholing of traffic in switched networks

Relay of DHCP traffic to DHCP server in different VLAN; works with DHCP Option 82

1GMP limits bandwidth-intensive muiticast traffic to only the requesters; supports 1K mutticast groups {source-
specific multicasting is also supported)

IGMP querier is used to support a Layer 2 multicast domain of snooping switches in the absence of a multicast
router

HOL biocking prevention

- Loopback detection provides protection against loops by transmitting loop protoco! packets out of ports on

which loop protection has been enabled. It operates independently of STP

. Jumbo frames
Layer 3
1 IPv4 routing

i IPv6 routing

| Classless Interdomain
. Routing {CIDR)

Layer 3 Interface
: DHCP relay at Layer 3

: User Datagram Protocol (UDP)
relay

DHCP Server

Up to 9K (9216) bytes

o

L‘—-.
Wirespeed routing of IPv4 packets v -
Up to 1K static routes and up to 128 IP interfaces Lln - 2 33_}—]'[]'

Wirespeed routing of IPv6 packets
Support for CIDR

Configuration of Layer 3 interface on physical port, LAG, VLAN interface, or loopback interface
Relay of DHCP traffic across IP domains

Relay of broadcast information across Layer 3 domains for application discovery or relaying of bootP/DHCP
packets

* Switch functions as an 1Pv4 DHCP server serving IP addresses for multiple DHCP pools/scopes

- Support for DHCP options

Becurity
. Secure Shell (SSH) Protocol
: Secure Sockets Layer (SSL)

|EEE 802.1X
(Authenticator role)

SSH is a secure replacement for Telnet traffic. SCP also uses SSH. SSH v1 and v2 are supported

SSL support: Encrypts alt HTTPS traffic, allowing highly secure access to the browser-based management GUI|
in the switch

802.1X: RADIUS authentication and accounting, MD5 hash; guest VLAN; unauthenticated VLAN,
; single/multiple host mode and single/multiple sessions

| Supports time-based 802.1X
. Dynamic VLAN assignment

Web-based authentication

STP Bridge Protocol Data Unit v
. (BPDU) Guard

" STP Root Guard
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Web based authentication provides network admission control through web browser to any host devices and
operating systems

A security mechanism to protect the network from invalid configurations. A port enabled for BPDU Guard is
shut down if a BPDU message is received on that port

This prevents edge devices not in the network administrator’s control from becoming Spanning Tree Protocol =
root nodes 3
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DHCP snooping Filters out DHCP messages with unregistered IP addresses and/or from unexpected or untrusted interfaces.
This prevents rogue devices from behaving as DHCP Servers

P Source Guard (IPSG) When iP Source Guard is enabled at a port, the switch filters out IP packets received from the port if the source
IP addresses of the packets have not been statically configured or dynamically learned from DHCP snooping
This prevents IP Address Spoofing

Dynamic ARP Inspection (DAI) The switch discards ARP packets from a port if there are no static or dynamic IP/MAC bindings or if there is a
discrepancy between the source or destination addresses in the ARP packet. This prevents man-in-the-middle
. altacks

 {PIMAC/Port Binding (IPMB) The preceding features {DHCP Snooping, IP Source Guard, and Dynamic ARP Inspection) work together to
. prevent DOS attacks in the network, thereby increasing network availability

| Secure Core Technology Makes sure that the switch will receive and pracess management and protocol traffic no matter how much
1 (SCT) : traffic is received

: Secure Sensitive Data (SSD} A mechanism to manage sensitive data (such as passwords, keys, and so on) securely on the switch,
populating this data to other devices, and secure autoconfig. Access to view the sensitive data as plaintext or
encrypted is provided according to the user-configured access level and the access method of the user

Layer 2 isolation Private VLAN | PVE (also known as protected ports) provides Layer 2 isolation between devices in the same VLAN, supports
Edge (PVE) with community - multiple uplinks

VLAN
Port security The ability to lock source MAC addresses to ports and limits the number of learned MAC addresses
RADIUS/TACACS+ Supports RADIUS and TACACS authentication. Switch functions as a client
Storm control Broadcast, multicast, and unknown unicast
RADIUS accounting The RADIUS accounting functions allow data to be sent at the start and end of services, indicating the amount
. of resources (such as time, packets, bytes, and so on) used during the session
DoS prevention Denial-Of-Service (DOS) attack prevention
ACLs : Support for up to 512 rules
Drop or rate limit based on source and destination MAC, VLAN ID or 1P address, protocol, port, Differentiated /"
Services Code Point (DSCP)/IP precedence, TCP/UDP source and destination ports, 802.1p prinrity Fthamat
- type, internet Control Message Protocot (ICMP) packets, IGMP packets, TCP flag, time-based /
yn.2 3371,
Quality of Service
Priority levels - 8 hardware queues
Scheduling Strict priority and Weighted Round-Robin (WRR)
Queue assignment based on DSCP and class of service (802.1p/CoS)
Class of service Port based; 802.1p VLAN priority based:; IPva/v6 IP precedence/Type of Service (ToS)/DSCP based:
 Differentiated Services (DiffServ); classification and remarking ACLs, trusted QoS
Rate limiting ingress policer; egress shaping and rate controf; per VLAN, per port, and flow based
Congestion avoidance A TCP congestion avoidance algorithm is required to minimize and prevent global TCP loss synchronization
Standards
Standards IEEE 802.3 10BASE-T Ethemet, IEEE 802.3u 100BASE-TX Fast Ethernet, IEEE 802.3ab 1000BASE-T Gigabit ;
Ethernet, IEEE 802.3ad LACP, IEEE 802.3z Gigabit Ethernet, IEEE 802.3x Flow Control, IEEE 802.1D
{STP, GARP, and GVRP), IEEE 802.1Q/p VLAN, [EEE 802.1w RSTP, IEEE 802.1s Multiple STP, IEEE 802.1X
Port Access Authentication, IEEE 802.3af, IEEE 802.3at, RFC 768, RFC 783, RFC 791, RFC 792, RFC 793,
RFC 813, RFC 879, RFC 896, RFC 826, RFC 854, RFC 855, RFC 856, RFC 858, RFC 894, RFC 919,
RFC 922, RFC 920, RFC 950, RFC 1042, RFC 1071, RFC 1123, RFC 1141, RFC 1155, RFC 1157, RFC
1350, RFC 1533, RFC 1541, RFC 1624, RFC 1700, RFC 1867, RFC 2030, RFC 2616, RFC 2131, RFC 2132,
RFC 3164, RFC 3411, RFC 3412, RFC 3413, RFC 3414, RFC 3415, RFC 2576, RFC 4330, RFC 1213,
RFC 1215, RFC 1286, RFC 1442, RFC 1451, RFC 1493, RFC 1573, RFC 1643, RFC 1757, RFC 1907,
RFC 2011, RFC 2012, RFC 2013, RFC 2233, RFC 2618, RFC 2665, RFC 2666, RFC 2674, RFC 2737,
RFC 2819, RFC 2863, RFC 1157, RFC 1493, RFC 1215, RFC 3416
IPvé
IPv6 IPv6 host mode

IPv6 over Ethernet

Dual IPv6/IPv4 stack

IPv6 neighbor and router discovery (ND)

IPv6 stateless address autoconfiguration

Path Maximum Transmission Unit (MTU) discovery
Duplicate Address Detection (DAD)
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Feature

IPv6 QoS
- IPV6 ACL
| IPv6 First Hop Security

Multicast Listener Discovery
{MLD v1/2) snooping

IPv6 applications

IPvé RFCs supported

Management

Web user interface

Smart Network Application

SNMP
: Standard MIBs

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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: RFC 4293: MIB IPv6: textual conventions and general group
. RFC 3595: textual canventions for IPv6 flow label

ICMP version 6
IPv6 over IPv4 network with Intrasite Automatic Tunnel Addressing Protocol (ISATAP) support

[ USGV6 and IPv6 Gold Logo certified

Prioritize IPv6 packets in hardware

Drop or rate limit IPv6 packets in hardware

RA guard

ND inspection

DHCPV6 guard

Neighbor binding table (snooping and static entries)
Neighbor binding integrity check

Deliver IPv6 mutticast packets only to the required receivers

Web/SSL., Telnet server/SSH, ping, traceroute, Simple Network Time Protocol (SNTP), Trivial File Transfer
Protocol (TFTP), SNMP, RADIUS, syslog, DNS client, Telnet Client, DHCP Client, DHCP Autoconfig, IPv6
DHCP Relay, TACACS

RFC 4443 (which obsoletes RFC2463): ICMP version 6

RFC 4291 {which obsoletes RFC 3513): IPv6 address architecture

RFC 4291: IPv6 addressing architecture

RFC 2460: IPv6 specification

RFC 4861 (which obscletes RFC 2461): neighbor discovery for IPv6

RFC 4862 (which obsoletes RFC 2462): IPv6 stateless address autoconfiguration

RFC 1981: path MTU discovery

RFC 4007: IPv6 scoped address architecture

RFC 3484: default address selection mechanism

RFC 5214 (which obsoletes RFC 4214): ISATAP tunneling

Smart Network Application (SNA) is an innovative network-level menitoring and management tool embedded in
Cisco 100 to 500 Series switches. 1t can discover network topology, display link status, monitor events, apply
configurations, and upgrade software images across multiple switches in the network

(Note: Management of your network using Smart Network Application requires the use of either a 350, 350X, or
550X Series switch model as a part of your network)

SNMP versions 1, 2¢, and 3 with support for traps, and SNMP version 3 User-based Security Model (USM)

draft-ietf-bridge-8021x-MiB fe2011-MIB

draft-ietf-bridge-rstpmib-04-MiB draft-ietf-entmib-sensor-MIB
draft-ietf-hubmib-etherif-MIB-v3-00-MIB lidp-MIB

draft-ietf-syslog-device-MiB lidpextdot1-MIB

ianaaddrfamnumbers-MIB lidpextdot3-MIB

tanaifty-MIB lidpextmed-MIB

ianaprot-MiB p-bridge-MIB

inet-address-MIB g-bridge-MIB

ip-forward-MIB rfc1389-MIB

ip-MiB rfc1493-MiB

RFC1155-SMI rfic1611-MIB

RFC1213-MiB rfc1612-MiB

SNMPv2-miB rfc1850-MIB

SNMPv2-SMI rfc1907-MiB

SNMPv2-TM fc2571-MiB

RMON-MIB.my rfc2572-MIB

dcb-raj-DCBX-MIB-1108-MIB rfc2574-MIB

rfc1724-MIB fc2576-MiB Ve
RFC-1212.my_for MG-Soft fc2613-MIB Vi l,r” \
c1213-MIB rfc2665-MIB VN k J
rfc1757-MIB RFC- rfc2668-MIB r.r' Z i/;'
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Built-in switch configuration utility for easy browser-based device configuration (HTTP/HTTPS). Supports
- configuration, system dashboard, system maintenance, and monitoring
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Private MiBs

Description

1215.my SNMPv2-

CONF.my

SNMPV2-TC.my

rfc2674-MIB

fc2575-MiB

fc2573-MIB

fc2233-MIB

fc2013-MIB

rfc2012-MiB
CISCOSB-lidp-MIB CISCOSB-
brgmulticast-MiB CISCOSB-
bridgemibobjects-MIB
CISCOSB-bonjour-MiB
CISCOSB-dhepcl-MIB
CISCOSB-MIB
CISCOSB-wrandomtaildrop-MIB
CISCOSB-traceroute-MIB

| CISCOSB-telnet-MIB
: CISCOSB-stormctrl-MIB

CISCOSB-ssh-MIB

¢ CISCOSB-socket-MIB

CISCOSB-sntp-MIB
CISCOSB-smon-MIB

| CISCOSB-phy-MIB

CISCOSB-multisessionterminal-MiB
CISCOSB-mri-MIB

; CISCOSB-jumboframes-MIB

ISCOSB-gvrp-MIB
ISCOSB-endofmib-MIB

| CISCOSB-dot1x-MIB

CISCOSB-deviceparams-MIB
CISCOSB-cli-MIB
CISCOSB-cdb-MiB
CISCOSB-brgmacswitch-MIB
CISCOSB-3sw2swtables-MIB
CISCOSB-smartPorts-MIB
CISCOSB-thi-MIB
CISCOSB-macbaseprio-MIB
CISCOSB-policy-MIB
CISCOSB-env_mib
CISCOSB-sensor-MIB
CISCOSB-aaa-MIB
CISCOSB-application-MIB
CiSCOSB-bridgesecurity-MIB
CISCOSB-copy-MiB
CISCOSB-CpuCounters-MiB
CISCOSB-Custom1BonjourService-MIB
CISCOSB-dhcp-MIB
CISCOSB-dIf-MIB
CISCOSB-dnscl-MIB
CISCOSB-embweb-MIB

: CISCOSB-fft-MIB

CiSCOSB-file-MIB
CISCOSB-greeneth-MIB
CiSCOSB-interfaces-MIB

CISCOSB-interfaces_recovery-MIB

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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fc2737-MIB
fc2925-MiB
rfc3621-MIB
rfc4668-MiB
fc4670-MIB
trunk-MiB
tunnel-MIB
udp-MIB

- CISCOSB-ip-MIB

| CISCOSB-iprouter-MIB

. CISCOSB-ipv6-MIB
 CISCOSB-mnginf-MIB

| CISCOSB-Icli-MIB

' CISCOSB-localization-MIB

CISCOSB-memngr-MIB
CISCOSB-mng-MIB
CISCOSB-physdescription-MIB
CISCOSB-Poe-MIB
CISCOSB-protectedport-MIB
CISCOSB-rmon-MIB
CISCOSB-rs232-MIB
CISCOSB-SecuritySuite-MIB
CISCOSB-snmp-MiB
CISCOSB-specialbpdu-MIB
CISCOSB-banner-MIB
CISCOSB-sysiog-MIB
CISCOSB-TcpSession-MIB
CISCOSB-traps-MIB
CISCOSB-trunk-MIB
CISCOSB-tuning-MIB
CISCOSB-unnel-MiB
CISCOSB-udp-MIB
CISCOSB-vian-MIB
CISCOSB-ipstdacl-MIB
CISCO-SMI-MIB
CISCOSB-DebugCapabilities-MIB
CISCOSB-CDP-MIB

4n.2 3310 -

' CISCOSB-vlanVoice-MIB

CISCOSB-EVENTS-MIB
CISCOSB-sysmng-MIB
CISCOSB-sct-MIB

CISCO-TC-MIB

CISCO-VTP-MiB

CISCO-CDP-MIB

CISCOSB-eece-MIB
CISCOSB-ssl-MIB
CISCOSB-gosclimib-MIB
CISCOSB-digitaikeymanage-MIB
CISCOSB-tbp-MiB

CISCOSMB-MIB
CISCOSB-secsd-MIB
CISCOSB-draft-ietf-entmib-sensor-MiB
CISCOSB-draft-ietf-syslog-device-MIB
CISCOSB-rfc2925-MIB
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Feature Description

Remote Monitoring {RMON) Embedded RMON software agent supports 4 RMON groups (history, statistics, alarms, and events) for
enhanced traffic management, monitoring, and analysis

_IPv4 and IPv6 dual stack Coexistence of both protocol stacks to ease migration

. Firmware upgrade * Web browser upgrade (HTTP/HTTPS) and TFTP and upgrade over SCP running over SSH
¢ Upgrade can be initiated through console port as well
* Dual images for resilient firmware upgrades

Port mirroring : Traffic on a port can be mirrored to another port for analysis with a network analyzer or RMON probe. Up to 8
i source ports can be mirrored to one destination port. A single session is supported

VLAN mirroring Traffic from a VLAN can be mirrored to a port for analysis with a network anatyzer or RMON probe. Up to 8
source VLANSs can be mirrored to one destination port. A single session is supported

DHCP (options 12, 66, 67, 82, | DHCP options facilitate tighter control from a central point (DHCP server) to obtain IP address,

129, and 150) | autoconfiguration (with configuration file download), DHCP relay, and hostname
Secure Copy (SCP) Securely transfer files fo and from the switch
Autoconfiguration with " Enables secure mass deployment with protection of sensitive data
Secure Copy (SCP) file
download
Text-editable config files Config fites can be edited with a text editor and downloaded to another switch, facilitating easier mass
deployment
* Smartports Simplified configuration of QoS and security capabilities
i Auto Smartports Applies the intelligence delivered through the Smartport roles and applies it automatically to the port based on
the devices discovered over Cisco Discovery Protocol or LLDP-MED. This facilitates zero-touch deployments
Textview CLI Scriptable command-line interface. A full CL1 as well as a menu-based CLI is supported. User privilege levels
1,7, and 15 are supported for the CLI
Cloud services Support for Cisco Smail Business FindiT Network /
Localization Localization of GUI and documentation into multiple languages
: Other management Traceroute; single IP management;, HTTP/HTTPS, SSH; RADIUS; port mirroring, TFTP q }'I 2 3 3 j-l
BOOTP; SNTP; Xmodem upgrade; cable diagnostics; ping, syslog, Telnet client (SSH s
Time-based port operation Link up or down based on user-defined schedule (when the port is administratively up)
Time-based Pok Capability for pawer to be on or off based on a user-defined schedule to save energy
: Login banner Configurable muitiple banners for web as well as CLI
Power Efficiency
EEE Compliant (802.3az) Supports 802.3az on all copper ports (SG350 models)
Energy Detect Automatically tums power off on Gigabit Ethemet and 10/100-RJ-45 port when detecting fink down
Active mode is resumed without loss of any packets when the switch detects the link up
Cable length detection » Adjusts the signal strength based on the cable length for Gigabit Ethernet models. Reduces the power
¢ consumption for cables shorter than 10m
Disabie port LEDs LEDs can be manually turned off to save on energy
General
Jumbo frames Frame sizes up to 9K (9216) bytes supported on 10/100 and Gigabit interfaces
MAC table Up to 16K (16384) MAC addresses
Discovery
Bonjour The switch advertises itself using the Bonjour protocol
Link Layer Discovery Protocol  LLDP allows the switch to advertise its identification, configuration, and capabilities to neighboring devices that
(LLDP) {(802.1ab) with store the data in a MIB. LLDP-MED is an enhancement to LLDP that adds the extensions needed for IP
i LLDP-MED extensions phones
| Cisco Discovery Protocol The switch advertises itself using the Cisco Discovery Protocol. It also learns the connected device and its

- characteristics via Cisco Discovery Protocol

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 12 of 21
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Feature Description
Power over Ethetnet {PoE)}
802.3af PoE, 802.3at PoE+, Switches support 802.3at PoE+, 802.3af, 60W PoE, and Cisco prestandard (older) PoE. Maximum power of

and 60W PoE power are
delivered over any of the RJ-

0W to any 10/100 or Gigabit Ethemet port for PoE+ supported devices and 15.4W for PoE supported
evices, until the PoE budget for the switch is reached. The total power available for PoE per switch is as

45 ports within the listed follows: -
power budgets ‘ Model Name * Power Dedicated to PoE Number of Ports That Support PoE
 SF352-08P 62w 8 ’ i
SF350-24P 185w 24
- SF350-24MP 375w P,
S!;35£)-48|; o l F382W T i 48 .
. SF350-48MP 7a0w ' a8
. SG350-8PD 124w - 8
. SG350-10P 62w 8
SGasEiop | o Y
SG350-10MP ' 124w s
. SG350-28P 195w P!
 SGas0-28MP Cosew 24 ) )
. SG350-52P amw T g
 5G350-52MP 740w 48
PoE powered device and PoE  In addition to AC power, compact switch models can work as PoE powered devices and be powered by PoE
passthrough switches connected to the uplink ports. The switch can aiso pass through the power to downstream PoE end
devices if required

Maximum of 60W can be drawn per uplink port if the peer PoE switch sy

Model Power QOption Available PoE
Power (W)
8G350-10P 1 PoE uplink ow
2 PoE uplink ow
1 PoE+ uplink ow
2 PoE+ uplink 22w

1 60W PoE uplink 22W
2 BOW PoE uplink 50w

AC power 62w
SG350-10MP 1 PoE uplink ow
2 PoE uplink ow
1 PoE+ uplink ow
2 PoE+ uplink 22w

1 60W PoE uplink 22w
2 60W PoE uplink 50W

AC power 128W
SG355-10P 1 PoE uplink ow

2 PoE uplink ow

1 PoE+ uplink ow

2 PoE+ uplink 22w

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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pports 60W PoE. When multiple /
uplink ports are connected to PoE switches, the power drawn from these ports is combir -

When AC power is connected and functioning property, it will have priority over the PoE 2 3 3 j'l —_
function. The PoE powered device function will then act as a backup power source o the ‘-U-l . =
powered device function wilt be the primary power source for the switch if AC poweris ni

Can Switch Be Powered
with Uplinks?

Yes
"Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
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1 60W PoE uplink 22w Yes
2 60W PoE uplink 50W Yes
AC power 62w Yes
! Modet Green Power System Power Power Heat Dissipation
(mode) : Consumption : Consumption (BTU/hr)
, ‘  (with PoE)
| SF350-08 Energy Detect S 110V=5.6W | N/A 1300
220V=5.8W ’
. SF352-08 Energy Detect 110V=6.9W NA 235
| 220V=6.9W f
SF352-08P Energy Detect 110V=10.4W 110V=78.7W 12074
: 220V=11.2W | 220V=79.3W
| SF352-08MP  Energy Detect C110V=10.4W L 110v=157 2w 536.1
j : | 220v=11.2W | 220V=156.2W
| SF350-24 . Energy Detect 110v=10.6W - 110V=240W 433
: 220V=10.9W 220V=230W
- SF350-24P Energy Detect 110V=10.6W - 110V=240W 684.1
! ' 220v=10.9W 220V=230W
 SF350-24MP | Energy Detect 110V=29.2W 110V=238W 1333.0
220V=28.3W 220V=233W
. SF350-48 Energy Detect 110V=23.4W N/A 826
220V=24.2W ; :
: SF350-48P . Energy Detect 110V=50.8W 110V=464.3W 1
f 220V=52.1W 220V=453.1W : 2 3 3 ]'I
| T £.... _ : ~9yn.
| SF350-48MP Energy Detect 110V=58.4W 110vV=866.7W 2
. 220V=58.5W 220V=843.5W
5G350-8PD EEE, Energy 110v=29.8W L 110V=167W 569.5
Detect, Short Reach . 555y=31 3w  220v=1652W
SG350-10 | EEE, Energy 110V=9.0W N/A 334
. Detect, Short Reach 220V=9.8W :
SG350-10P | EEE, Energy 110v=13.0W 110V=84.7W 1 289.0
- Detect, Short Reach - 550y-13 5y 220V=83.5W 3
$G355-10P EEE, Energy 110V=12.4W 110V=83.5W 284.8
, Detect, Short Reach - 550y~12 gy 220V=83 4w :
SG350-10MP EEE, Energy 110v=13.2W 110vV=152.8W 5215
Detect, Short Reach - 550v=13 5w 20V=1516W
SG350-10SFP EEE, Energy 10v=11.1W N/A 140.6
Detect, Short Reach 220V=11.9W
$G350-20 EEE, Energy 110V=14.5W N/A 51.8
Detect, Short Reach 220V=15.2W |
5G350-28 EEE, Energy 110V=19.7W N/A 679
Detect, Short Reach 220V=19.9W |
$G350-28P EEE, Energy 110V=35.7W 110V=263W 897.4
 Detect, Short Reach  50v-36. 9w 220V=255.1W
$G350-28MP | EEE, Energy 110v=41.3W 110V=261.1W 15733
 Detect, Short Reach | p50y=42 1w 220V=4512W
SG350-28SFP | EEE, Energy 110V=32.0W N/A 117.0
Detect, Short Reach
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- 5G350-52 : EEE, Energy 110V=40.4W I N/A 136.4
: i Detect, Short Reach : 220V=40.6.8W
| $G350-52P { EEE, Energy  110V=62.4W 1 110V=440.0W 11429.4
j  Detect, Short Reach | 550y-61 gy - 220V=431.0W
. SG350-52MP . EEE, Energy 110V=72.5W - 110V=858.0W 2674.8
‘ Detect, Short Reach - 550v=73 6w | 220v=833.0W
Model Name Total System Ports RJ-45 Ports Combo Ports
(RJ-45 + SFP)
SF350-08 8 Fast Ethernet 8 Fast Ethernet
SF352-08 8 Fast Ethernet + 2 8 Fast Ethernet 2 Gigabit Ethernet combo
Gigabit Ethernet
SF352-08P 8 Fast Ethernet + 2 8 Fast Ethernet 2 Gigabit Ethernet combo
Gigabit Ethernet
SF352-08MP 8 Fast Ethernet + 2 8 Fast Ethemet 2 Gigabit Ethernet combo |
Gigabit Ethemnet i
SF350-24 24 Fast Ethernet + 4 24 Fast Ethemnet 2 Gigabit Ethernet combo
Gigabit Ethernet +2 SFP
8F350-24P 24 Fast Ethernet + 4 24 Fast Ethernet 2 Gigabit Ethernet combo :
Gigabit Ethemnet +2 SFP :
SF350-24MP 24 Fast Ethemnet + 4 24 Fast Ethernet 2 Gigabit Ethernet combo
Gigabit Ethernet +2 SFP
SF350-48 48 Fast Ethemet + 4 48 Fast Ethernet 2 SFP slots, 2 Gigabit
Gigabit Ethemet 2 Gigabit Ethemet Ethernet
SF350-48P 48 Fast Ethemet + 4 48 Fast Ethernet 2 SFP slots, 2 Gigabit
Gigabit Ethernet 2 Gigabit Ethernet Ethemnet : D
SF350-48MP 48 Fast Ethemet + 4 48 Fast Ethernet 2 SFP slots,
Gigabit Ethernet 2 Gigabit Ethemet Etemet Y J], 2 3 3” .ﬂ.
SG350-8PD 6 Gigabit Ethemet + 2 8 Gigabit Ethernet 2 Gigabit Ether e vonmws
2.5G H
S$G350-10 10 Gigabit Ethernet 8 Gigabit Ethernet 2 Gigabit Ethernet combo
SG350-10P 10 Gigabit Ethemet 8 Gigabit Ethemnet 2 Gigabit Ethernet combo
SG355-10P 10 Gigabit Ethemet 8 Gigabit Ethernet 2 Gigabit Ethernet combo
SG350-10MP 10 Gigabit Ethemet 8 Gigabit Ethemnet 2 Gigabit Ethernet combo
SG350-10SFP 10 Gigabit Ethemet 8 Gigabit SFP Siots 2 Gigabit Ethernet combo
S$G350-20 20 Gigabit Ethernet 16 Gigabit Ethernet 2 SFP slots, 2 Gigabit
Ethemet combo
5G350-28 28 Gigabit Ethemet 24 Gigabit Ethemet 2 SFP slots, 2 Gigabit
Ethernet combo
SG350-28P 28 Gigabit Ethemet 24 Gigabit Ethemet 2 SFP slots, 2 Gigabit
Ethernet combo
SG350-28MP 28 Gigabit Ethemet 24 Gigabit Ethemet 2 SFP slots, 2 Gigabit
Ethernet combo
S$G350-28SFP 28 Gigabit Ethemet 24 Gigabit SFP slots 2 Gigabit Ethernet combo
5G350-52 52-Gigabit Ethernet 48 Gigabit Ethernet 2 SFP slots, 2 Gigabit
Ethemnet combo
SG350-52P 52 Gigabit Ethemet 48 Gigabit Ethernet 2 SFP slots, 2 Gigabit
Ethernet combo
SG350-52MpP 52 Gigabit Ethernet 48 Gigabit Ethernet 2 SFP slots, 2 Gigabit
Ethernet combo
 Reset button
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Feature
: Cabliné type 2 Unshielded Twisted Pair (UTP) Category 5 or better for 10BASE-T/100BASE-TX, UTP Category 5
] Ethernet or better for 1000BASE-T
LEDs System, Link/Act, PoE, Speed, LED power saving option
i Flash 256 MB
CPU memory 512 MB
Packet buffer All numbers are aggregate across all ports as the buffers are dynamically shared:
Model Name Packet Buffer
SF350-08 12 Mb
SF352-08 1.5Mb
SF352-08P 15Mb
SF352-08MP 1.5 Mb
SF350-24 12 Mb
SF350-24P 12 Mb
SF350-24MP 12 Mb
SF350-48 24 Mb
SF350-48P 24 Nib
SF350-48MP 24 Mb
SG350-8PD 12 Mb
3G350-10 12 Mb
S5G350-10P 12 Mb /
SG355-10P 12 Mb L‘I” 2 3 3“ 'D'
SG350-10SFP 1.5 Mb -
$G350-20 15Mb i
SG350-10MP 12 Mb
S$G350-28 12 Mb
SG350-28P 12 Mb
SG350-28MP 12 Mb
5G350-28SFP 12 Mb
S5G350-52 24 Mb
SG350-52P 24mM
: SG350-52MP 24 Mb
: Supported SFP modules SKU ‘ Media Speed Maximum Distance
MGBSX1 “ Multimode fiber : "1‘000 Mbps 350 m .
MGBLH1 Single-mode fiber {OOO Mbps 40 km
: . MGBT1 uTP cats ' 1000 Mbps " , 100 m
Environmental ‘

Unit dimensions (W x H x D) Model Name Unit Dimensions

SF350-08 279.4 x 44 x 170 mm (11.0 x 1.45 x 6.69 in)
SF352-08 279.4 x 44 x 170 mm (11.0 x 1.45 x 6.69 in)
SF352-08P ©279.4x 4% 170 mm (11.0x 1.45 x 6.69 in)
SF352-08MP :279.4x44x 170 mm (11.0 x 1.45 x 6.69 in)
SF350-24 440 x 44 x 202 mm (17.3 x 1.45 x 7.95 in)
SF350-24P 440 x 44 x 257 mm (17.3 x 1.45x 10.12 in)
© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 16 of 21
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Feature Description

SF350-24MP 440 x 44 x 257 mm (17.3 x 1.45x 10.12 in}
SF350-48 - 440 44x 257 mm (173 x 1.45x 1012 in)
SF350-48P " 440 x 44 x 350 mm (17.3x1.45x13.78 in)
SF350-48MP N 440 x 44 x 350 mm (17.3 x 1.45 x 13.78 in)
$G350-8PD ‘  3444x44x2525 V{isle X 145994 in‘) ‘
SG350-10 o 280 x 44 x 170 mm (1140x1.45x6.696.n.)‘ .
sGas0-10p h 280 x 44 x 170 mm (11.0 x 1.45 x 6.69 in)
SG355-10P M . 440 x 44 x 203 mm (;73 X 145x7.99 in) /
SG350-10MP . 160 x éOx128 mm (6.3 x 1.18 x 5.04 in)
SG350—1 0SFP - 279.4x 44 x 170 mm (11.0 x 1.45 x 6.69 in)
$G350-20 ‘ 440 x 44 x 203 mm (1 7.5 x 1.45 x 7.99 in)
5G350-28 » : 440 x 44 x 202 mm (17.3 x 1.45 x 7.95 in)
SG350-28P 440 x 44 x 257 mm (17.3x 1.45x 10.12 in)
SG350-28MP” ‘ 440 x 44 x 257 ﬁ\m {(17.3x1.45x 1‘0.1‘2‘ in)
Sé350~ZBSFP » “ 440 x 44 x 25>7>mm (i 73 x 145 x 1>0.12>in)
5G350-52 440 x 44 x 257 mm (17.3 x 1.45x 10.12 in)
SG350-52P - - 4;10 x 44 x 350 mm (17.3x 1445>x‘ 137800
SG350-52MP . 440 x 44 %350 mm (1743”x 1.45x 13.78 in)

Unit weight Model Name Unit Weight
SF350-08 1.18 kg (2.60 Ib) =4
SF352-08 1.06 kg (2.34 Ib) 2 3 3 n 'u'
SF352-08P 1.16 kg (2.56 Ib) qI1.
SF352-08MP 1.16 kg (2.56 Ib) ’
SF350-24 272kg (6.0 b}

SF350-24P 4.08 kg (899 Ib)
SF350-24MP 4.12 kg (9.08 1b)
SF350-48 3.58 kg (7.89 Ib)
SF350-48P 5.59 kg (12.32 Ib)
SF350-48MP 5.61 kg (12.37 Ib}
SG350-8PD 2 5kg (5.511b)
SG350-10 1.09 kg (2.40 1h)
SG350-10P 1.19 kg (2.62 Ib)
SG355-10P 2.36 kg (5.20 ib)
SG350-10MP 1.19 kg (2.62 Ib)
SG350-10SFP 2.08 kg (4.59 Ib)
$G350-20 212Kg (4.67 Ib)
$G350-28 2.75 kg (6.06 Ib)
$G350-28P i 3.83Kkg (8.4 1)
SG350-28MP 3.37 kg (7.43 1b)
SG350-28SFP 2.7 kg (5.95 Ib)
5G350-52 275 kg (6 .06 Ib)
$G350-52P 3.81 kg (8.40 b)
SG350-52MP 3.83 kg (6.44 b

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 17 of 21
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Power 100-240V 50-60 Hz, internal, universal: SF350-24, SF350-24P, SF350-24MP, SF350-48, SF350-48P, SF350-
48MP, SG350-20, SG350-28, SG350-28P, SG350-28MP, SG350-28SFP, SG350-52, SG350-52P, SG350-
| 52MP

- 100-240V 50-60 Hz, 0.5A, external: SF350-08
i 100-240V 50-60 Hz, 0.7A, extemal: SF352-08, SG350-8PD
100-240V 50-60 Hz, 0.7A, extemal: SG350-10
100-240V 50-60 Hz, 1.5A, extemal: SG350-10P
100-240V 50-60 Hz, internal, universal: SG355-10P
100-240V 50-60 Hz, 2. 0A, extemal: SF352-08P, SF352-08MP, SG350-10MP

Certification UL (UL 60950), CSA (CSA 22 2), CE mark, FCC Part 15 (CFR 47) Class A
Operating temperature 32° to 113°F (0° to 45°C):
SG350-08PD

32° to 122°F (0° to 50°C):

SF350-08, SF352-08, SF352-08P, SF352-08MP, SF350-24, SF350-24P, SF350-24MP, SF350-48, SF350-
48P, SF350-48MP, SG350-10, SG350-10P, SG355-10P, SG350-10MP, SG350-10SFP, $G350-20, SG350-28,
SG350-28P, SG350-28MP, SG350-28SFP, SG350-52, SG350-52P, SG350-52MP

Storage temperature -4° to 158°F (~20° to 70°C)
Operating humidity 10% to 90%, relative, noncondensing
Storage humidity 10% to 90%, relative, noncondensing
Acoustic noise and MTBF Model Name : FAN (Number) : Acoustic Noise MTBF @40C (hr)
SF3s0-08 Fanless ibN/A 644,573
SF352-08 “Fanless o N/A - §v5>32,>704
..éFssz-o..éE, ................ - - o . 0778 |
SF352-08MP . Fanless i N/A 478,335 / 3
5#350-24 o N : Fanless N/A - 565,313 g
SF356-21;P o 2v o 52.2dB at 40C 293,029
$F350-24MP o 2 52.2 dB at 40C 272,127 Lln . 2 33n|£l
SF350-48 h Fanless i N/A : 277,6753"' v i
SF350-48P : 3M ‘ 53.7&5 at 40C 182,270
: S‘F‘3‘50—48MP 4 ‘ o 49.8 dB at 40C ! 191,95‘1
: SG3g6-10 Fanless » N/A 308,196
© SG350-10P : Fanless NA 205,v647
| SG355-10P : Fanless N/A $ 296,426
'FSGSSO-10MP Fanless N N/A 80,093
SGéSO—mSFP ) F.a.ﬁle;s N/A B 851,527 ‘
SG350-20 Fanless N/A : 1,400,067w
5G350-28 . Fanless B N/A . 367,209
: SG356;28P ) 2” ‘ 47.9dB at 40C o 396,623.7 ‘
SG350—28MP - 2 - ‘ ‘4946 dt; ét :10\0 - 2'13.373~ o
5G350-28SFP 1 43.6&8 at 50C 101,523
. SG350-52 1 i 48.0 dB at 40C 301,297
'sessos2p 3 sazdBatdoc 195746
‘éGBSO-SZMP ‘4 51.7 dB at 40C : ;63,704
: Warranty Limited lifetime with next business day advance replacement (where available)
© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 18 of 21
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Package Contents

® Cisco 350 Series Switch

® Power Cord (Power Adapter for Desktop SKUs)

¢ Mounting Kit included in all SKUs, including desktop models
* Console Cable

® Quick Start Guide

s

Minimum Requirements

® Web browser: Mozilla Firefox version 8 or later; Microsoft Intemet Explorer version 7 or later, Safari, Chrome
® Category 5 Ethernet network cable

® TCP/IP, network adapter, and network operating system (such as Microsoft Windows, Linux, or Mac OS X) installed on each computer in the
network

Ordering Information

Table 2 provides ordering information for the Cisco 350 Series Switches. Table 3 gives region- and country-
specifice information, and Table 4 provides MFE and MGE transceiver ordering information.

Table 2. Cisco 350 Series Switches Ordering Information
Fast Ethernet
SF350-08 SF350-08-K9-xx ¢ 8 10/100 ports
‘BF352-08 SF352-08-K9-xx ¢ 8 10/100 ports
® 2 Gigabit copper/SFP combo
7 SF352-08P SF352-08P-K9-xx C e 8 10/100 ports with 62W power budget /

® 2 Gigabit copper/SFP combo

SF352-08MP SF352-08MP-K9-xx ¢ 8 10/100 ports with 128W power budget ‘-I ﬂ - 2 33 n ﬂ.
-

® 2 Gigabit copper/SFP combo

SF350-24 SF350-24-K9-xx ® 24 10/100 ports
® 2 Gigabit copper/SFP combo + 2 SFP ports
SF350-24P SF350-24P-K9-xx ¢ 24 101100 PoE+ ports with 185W power budget
: ® 2 Gigabit copper/SFP combo + 2 SFP ports
| SF350-24MP SF350-24MP-K8-xx ® 24 10/100 PoE+ ports with 375W power budget
* 2 Gigabit copper/SFP combo + 2 SFP ports
| SF350-48 SF350-48-K9 * 48 10/100 ports
¢ 2 Gigabit copper/SFP combo + 2 SFP ports
| SF350-48P SF350-48P-K9 ® 48 10/100 PoE+ ports with 382W power budget
: ® 2 Gigabit copper/SFP combo + 2 SFP ports
SF350-48MP SF350-48MP-K9 ® 48 10/100 PoE+ ports with 740W power budget
® 2 Gigabit copper/SFP combo + 2 SFP ports
Gigabit Ethernet
SG350-8PD SG350-8PD-K9 ® 8 10/100/1000 ports
® 225G ports
® 2 combo mini-GBIC ports
. SG350-10 5G350-10-K8 * 8 10/100/1000 ports
g ¢ 2 combo mini-GBIC ports
SG350-10P SG350-10P-K9 ® 8 10/100/1000 PoE ports with 62W power budget
: ® 2 Combo mini-GBIC ports
: SG350-10MP 5G350-10MP-K9 ® 8 10/100/1000 PoE ports with-128W power budget
* 2 Combo mini-GBIC ports
© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 19 of 21
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SG355-10P SG355-10P-K9 ¢ 8 10/100/1000 PoE+ ports with 62W power budget
! * 2 Combo mini-GBIC ports
. SG350-10SFP 8G350-10SFP-K9 * 8 SFP Gigabit slots
* 2 Gigabit copper/SFP combo
1 8G350-20  SG350-20-K9 ® 16 10/100/1000 ports
: : * 2 Gigabit copper/SFP combo + 2 SFP ports
SG350-28 5G350-28-K9 ® 24 10/160/1000 ports
® 2 Gigabit copper/SFP combo + 2 SFP ports
SG350-28P SG350-28P-K9 . ® 2410/100/1000 ports (24 PoE ports with 195W power budget)
_ ® 2 Gigabit copper/SFP combo + 2 SFP ports
. $G350-28MP $G350-28MP-K9 ® 24 10/100/1000 ports (24 PoE+ ports with 382W power budget)
® 2 Gigabit copper/SFP combo + 2 SFP ports
SG350-28SFP . SG350-28SFP-K9 ® 24 SFP Gigabit slots
: ® 2 Gigabit copper/SFP combo
: SG350-52 SG350-52-K9-xx ® 48 10/100/1000 ports
*® 2 Gigabit copper/SFP combo + 2 SFP ports
SG350-52P SG350-52P-K9-xx ® 48 10/100/1000 ports
® 2 Gigabit copper/SFP combo + 2 SFP ports

: 8G350-52MP 5G350-52MP-K9-xx ® 48 10/100/1000 ports
: ® 2 Gigabit copper/SFP combo + 2 SFP ports

" Each combo mini-GBIC port has one 10/100/1000 Ethernet port and one mini-GBIC/SFP Gigabit Ethernet slot, with one port
active at a time.

The -xx in the Product Order ID Number is a country-/region-specific suffix. For example, the complete PID of SRRRN-22P far tha /
United States is SG350-28P-K9-NA. Please refer to Table 2 for the correct suffix to use for your country/region. 2 33nlﬂl

Table 3. Country/Region Suffix for Product Order 1D Number
Country/Region e
-NA ® USA, Canada, Mexico, Colombia, Chile and rest of LATAM
-BR ® Brazil
-AR ® Argentina
-EU ® EU, Russia, Ukraine, Israel, UAE, Turkey, Egypt, South Africa, Indonesia, Philippines, Vietnam, Thailand,
! India, Korea
UK v ® United Kingdom, Saudi Arabia, Qatar, Kuwait, Singapore, Hong Kong, Malaysia
AU * Australia, New Zealand
N | China
; ® India
® Japan
® Korea

The products may also be available in a country/region not listed in Table 3. Not all product models are offered in
all countries/regions. For India, either -EU or -IN suffix will be used depending on product models. For Korea, either
-EU or -KR suffix will be used depending on product models. Please consult with your local Cisco sales
representative or Cisco partners for more details.

© 2018 Cisco andjor its affiliates. All rights reserved. This document is Cisco Public information. ! LI ﬂ 2 3 3 n ﬂ.
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Table 4. MFE and MGE Transceiver Ordering Information

MGE Transceivers

{ MGBLH1 1000BASE-LH SFP transceiver, for single-mode fiber, 1310 nm wavelength, support up to 40 km
MGBSXt 1000BASE-SX SFP transceiver, for multimode fiber, 850 nm wavelength, support up to 550 m

A Powerful, Affordable Foundation for Your Small Business Network

As you strive to make your employees as productive and effective as possible, your business applications and
information and the network that delivers them become ever more vital parts of your business. You need a
technology foundation that can meet your business’s needs today and in the future and that delivers the right
feature set at the right price. The Cisco 350 Series portfolio of managed switches provides the reliability,
performance, security, and capabilities you need to power your business.

Cisco Capital
Financing to Help You Achieve Your Objectives

Cisco Capital can help you acquire the technology you need to achieve your objectives and stay competitive. We
can help you reduce CapEx. Accelerate your growth. Optimize your investment dollars and ROI. Cisco Capital
financing gives you flexibility in acquiring hardware, software, services, and complementary third-party equipment.
And there’s just one predictable payment. Cisco Capital is available in more than 100 countries. Learn more.

For More information

To find out more about the Cisco 350 Series, visit hitps://www.cisco.com/ao/350switches.

yn.2 33711
;.

tll!ttllu
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Cisco Systems, inc. Cisco Systems (USA) Pre, Lid. Cisco Systems international BY Amsterdam,
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Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https:/fwww.cisco.comigofoffices
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Cisco 350 Series CailTbT npeBKIioyBaTenm

Necno 33 1 31 JOCTLARGOT

3a pa ocTaHe Nped 8 YCMOBUATA HA KOHKYPEHTEH nasap, dupmuTe Tpsibea ga Hampasu Bceku Bpoit gonap. Tosa 03HAYaBa, Ye Nony4asarte Han-ronsMa
CTOWHOCT OT MHBECTULMUTE Cn B UT, HO T CHLIO TaKa 03HAYARA, KATO CE YBEPUTE, Y& CRYKUTENUTE MaT 6BP3 U HaAEXAEH AoCTLN Ao paboTHUTE
MHCTPYMEHTU U HYXHATa UM UHDOPMAaLUA. Besika MUHYTa CriyxuTen Yaka GoKMpaHe Ha NPUAOXKEHUE 1 BCSKA MUHYTA MMA BPBL3KA C Mpexara nva edekT
BBPXY Nevandara cu. BaxHOCTTa Ha NOAABLPKAHETO HA CUAHA U HagexaeH BU3HEC Mpexa pacTe Camo KaTo Balus Bu3Hec A0Bass NoBEYE CIYKUTENN,

NPUNOXEHNA 1 CNOXHOCTTA Ha MpexaTa.

KoraTo palIMAT BusHec ce HyXfae 0T NoBUWEHa CUTYPHOCT 1 qDyHKLlMVI. HO Ha CTOWHOCT BCe owee Haﬁ-noﬁpe BHMMaHWe, Ble CTE MOTOBMW 32 HOBOTO NMOKOAEHUE

Ha Cisco® Small Business ynpaensBa knwodose: #a Cisco 350 Series (durypa 1).

durypa 1. Cisco 350 Series CailTbT npesrayBaTENN

(&

yn.2 3310 =

Cisco 350 Series npesknousareny

B Cisco 350 Series, qacT ot Cisco Small Business nuHWs Ha MPEXOBM PeLLISHUS:, € NOPTGEAn 0T AOCTLNHU yNpasnsaeaH NPeKLCBaYm, KOATO OCUrYpABa HanexaHa
0CHOBA 3a BALWA GU3HeC MpexXa. Tean KOMYTaTopK NPeAoCTaBAT MYHKLUUM, KOUTO C& HYXAaAT OT NOAOBPSBAHE HA HANMYHOCTTA HA BALLINTE KPUTUMHN BU3HEs
NPUNOXEHUS, 3AUTA HE BALLUA YYBCTBUTENHA UHAOPMALMA, KAKTO 1 ONTUMU3NPAHE HA KAnauMTeTa Ha MpexaTa Aa BOCTaBk UHOPMAUWS U NPUNOXKEHNS,
no-eekTnBHO. fleceH 3a HacTpoiika 1 ynoTpeba, cepusita Cisco 350 ocurypaea naeannata KOMBUHALUS OT AOCTBLIHOCT N Bb3MOXHOCTY 33 MaNKus BUIHEC 1 BU

nomMara Aa ce cbnaae no-eekTmeHa, no-Aobpe cebpsan paboTHata cuna.

B Cisco 350 Series e wnpoko nopTdonuo oT dukcupada koudurypauus ynpasnapadu Ethemet komyTaTtopu. Moagenu ce npeanarar ¢ 8 fo 48 npucranmwara Ha Fast Ethernet n
ot 10 po 52 npuctanuuiara Ha Gigabit Ethemet cBbp3aHOCT, KOSITO OCUFYPABA ONTUMANHA MLBKABOCT, 3a A C8 Cb3AA/e BLIMOXHO HAW-NOAXOANLMA OCHOBATA Ha MpeXaTa 3a
Bawwms Buarec. Bunpekn ToBa, 3a Pasnuka oT ApYru Mankn BU3HEC KOMYTALUMOHHI PeLLEHUS, KOUTO NPeROCTaBAT, YNPaBNsiBaHy 0T Bb3MOXHOCTUTE Ha MPEXATa Camo B CKbNUTE
roaenu, scuuku Cisco 350 Knoqose Cepua NogkpenaT pasiuMpeHnTe Bb3MOXHOCTM 3a YNpaBneHne Ha CUrypHOCTTa W MpexoBur dyHKUUK, KoeTo Tpsabea fa NeaKPensT AaHHW
BU3HEC KNAC, FAAC, CUTYPHOCT W BeaxuuHn TexHonoru. B ChbiloTo Bpeme, Te3n Kio4oBe Ca MECHN 3a UHCTANMpaHe n KOHPUIypupaHe, KOeTo B No3sonsea Aa ce Bb3NoN3sate

OT YNpaBNsBaHY MPEKOBM YCNYTN Ce HYXAae BawmaT Guskec.
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BusHec npunoxeHns

HeaaBUoUMO Aasiu UMaTe HyKAa OT OCHOBEH MPEXA C BUCOKA NPOMIBOANTENHOCT 33 CEB: Ha U Ha cny Te UK Ha p 32 NPefOCTaBSHe Ha JaHHU, MMac U ngeo

yenyrw, cepusta Cisco 350 npegnara pewewve aa OTTOBAPAT HZ BawNTe HYXAN, BbamoxHu 2a aHe

* Secure peckTon cebpzaHocT: Cisco Knouose 350 Series Moxe NPOCTO 1 CUTYPHO CBBPIBAHE HA CYRUTENN, paBOTeLM B ManKu OnCH eanH ¢ ApYyr 1 c
BOUHKU CHPBLPU, NPUHTEPK W APYTY YCTPOWCTBA, KOUTO U3NON3BAT. BUCOKA NPOMIBORUTENHOCT U HAgeXaHa CBBPIAHOCT MOMOLL CKOPOCT TpaHcdep Ha

aiinose n gaknu, o6paboTka, nogobpsasare Ha MpexaTa BnTadim, M Aa 3anasu BawmTe CAYXNTENU, CBBPIAHU WU IPOLYKTUBHK,

*  CurypHa 6eaxuyHa Bpb3ka: Cue cBonte PasWMUpeRu yHKUNN 33 CUTYPHOCT, 3axpaHBade no Ethemet, Auto Smartports, QoS, VLAN, kakTo n 3a KOHTpON

Ha gocTena hyHKUMK, peBkyBa ot cepusita Cisco 350 ca nepgekTHaTa 0CHOBA 3@ 06aBAHE Ha BUIHEC-KNAC BE3KMYEH KM BUIHEC Mpexa.

*  YHudumumupanu komyHukauuu: Kato ycnsi petiere Mpexa, cepusita Cisco 350 ocurypssa uanbnHeHueTo u HanpeaHanu Tpacduk 3a bopaseHe ¢
VHTENUFEHTHOCTTA, KOETO TPsibBaa A3 AOCTABY BCUUKN KOMYHWKALMM U JaHHN HAA eaHa mpexa. Cisco npegnara mbnew noprdeiin Ha [P
TenedoHus 1 APYrn 0BeaMHEHN KOMYHVKaLY NPOaYKTY, npeaHasHaveny 3a Busneca. Cisco 350 Series kniyoBe ca CTPOro Tectaauy, 3a Aa

TIOMOrHE A3 Cé rapaHTipa NecHa UHTErpalVs 1 MbHa CbBMECTUMOGT C Te3u 1 APYrA NpoayKTH, ocurypsisaLl NbHa Busdec pelenme.

®  CunHo 3awuTeH CBBP3aHOCT rocT, Cisco 350 Series KMIOMOBE NOIBONARAT Aa ce PA3LIMPK USKTIOUUTENHO CUFYPEH MPEXOBA CBBP3AHOCT 3a FOCTH B PA3NUUHI
HACTPOVKM, KAaTO HANPUMEP XOTeN, YaKafHa 0(uC, UNU BCAKA APYra 0BNACT, OTBOPEHN 33 nonemployee noTpeGuTeny. M3nonaBaHeTo Ha MOLIHM, HO RECHY 3a
KOHPUTYDUPAHE 3ALUUTE U BLIMOXKHOCTU 38 TPADUK CErMEHTHDAHE, MOXeTe 4 C& U301MPa OT XUIHEHOBAKHO 3HAYEHUE GHIHEC TPahnK OT yCnyry 3a rocTi 1 Aa

3anasy Mpexara Cecuy T0CTUTE NUUHO €/1MH OT Apyr.

SyHKUMM ¥ NpeaMMcTBa L'n . 2 33nﬂ

Cisco 350 Series koMyTaTopu NpefocTaeaT Ha HOBaTa PYHKUMOHATIHOCT, KOUTO pacTaT G13HECA NINCKBAT U ue highbandwidth npunoxexus v
TbpCeHeTo. Tesu K1louoBe MOraT Aa NOAOEPSAT AOCTLNHOCTTA HA BALLITE KPUTUYHU MPUNOXKEHMS, 33UINTE HA UHPOPMAUMATA 33 DUPMATA CH 1 A3 ONTUMUIMPAT

BalaTA MPeXa TPAUK 32 NO-eDEKTUBHO NPEADCTABAHE Ha MHIOPMALS U NOAKPENA HA NPUIOKEHNS, KomyTatopute npeanarar cnegumTe npeaumcTaa.

INecen 3a ynpasnenune u BHeapsisaHe
Cisco 350 komyTaTopu OT cepusiTa ca NpoeKTUPaHM Aa EbAAT NECHU 33 N3NONIBAHE U YNPABAEHME OT THPTOBCKM KAMEHTU MNN NAPTHBOPK, KOUTO 1 0BCnyXBaT. Te

pasnonarart c:

¢ Cisco Application Smart Network (CHC) e unosatusen MHCTPYMEHT 38 MOHUTOPUHI 1 YNPABIEHWE HA MpeXaTa Ha HUBO, BrpagieH B Cisco 100 1o 500 Series
Knto4ose. Ta MOXE 1@ OTKPUE MPEXKOBA TONONOMMS, CTATYC AUCNNIEN BPB3Ka, MOHUTOPU CHBMTHS, KaHaWAATCTBAT KOHTbUrypaLuu, kakTo u oBHoBsIBAHE Ha

codryepa Ha M30BPAKEHVA B PA3NNUHU KNIOMOBE B Mpexara.

*  Mpexa MeungxopsT Ha FindIT n covga ca npeaashadens 3a ynpaenexue Ha Cisco 100 go 500 ot cepusaTa kKomyTaTopy, MAPWPYTUIATOPU U GEIKUYHUA TONKM 38
AOCTBA. MEHWKLPLT BM NOIBONABA /1@ YNPABNABATE AKTUBHO B MPEXATA, BMECTO NPOCTo Aa pearvpa Ha cubuTuaTa. FindIT 3a ynpasnenme Ha Mpexata e

VAGANHOTO AONBIHERNE KbM BallsA GU3HeC Mpexa. 3a noseye MHGOPMaUUs, noceTeTe hit siiwww.cisco,com/itoffindit ,

® B Cisco Network FindIT Discovery nomouinara nporpama paboTu 4pes NPOCTa NEHTATA C UHCTPYMEHTM HA BaLUS yeb 6paysnp, 3a aa ovkpuaT Cisco ycTpoicTsa 8
MPEXaTa h e NoKaXe 0CHOBHA UHAPOPMAUUS YCTPOMCTBO, UHBEHTAPUIALINR, KAKTO 1 HOBM aKTyanuaaumn Ha GbpMyepa 3a nognomaraHe s KOH(PUrypaunaTa u ga yckopn

pasnonaraHeto Ha Cisco Small Business npoayktu. 3a noseve vHdropMaums, noceterte hitns:/ivvww . cisco.comiaasfindit

©2018 Cisca u / unn HefinnTe Knowose. Benukut npasa aanasenn. Toaw AokyMerT e Cisco obujecTaena mHbopMaLys. ' Crpaniua 2 or 21
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* Hai-USB noprta Ha npefHus NaHen Ha Knioua 4asa Bb3MOKHOCT 3a NecHO 06pa3 1 KoHUrypaums Tpanchep 3a no-6bp3o pasrpbiyaie Uiy snrpeia,.

®  JleceH 3auar rpaguqnmn 7K HAMATAT BPEMETO, HeOBXOAUMO 3a Pa3ronaraHe, 1a OTCTPAHNBATE U YNIPABAEHNE HA MPEXETA W LLE BY N103BONK AA

MOJAKPENH YyCbELP TBAHN Bb: cTH, 6e3 Aa y IT rnasara GpoeHe epeme.

® Komytatopute noggbpxat v TextView, mbneH untepdieiic Ha komaHaHus pea (CLI), onuust 3a NapTHLOPU, KONTO TO NPEANONUTAT,

*  ManonssaHeTo ABTO Smartports UHTENMIEHTHOCT, KAIOWBT MOXKE A3 OTKPUE MPEXA YCTPORCTRO, CBHP3AHO KbM BCEKU NOPT U aBTOMATUNHO KOH(UTypUpaHe

Ha ONTUMANHA CUTYPHOCT, KAYECTBO Ha yenyrarta (QoS), KakTo U HaNU4METO Ha TO3K AOpPT.

® Cisco Discovery Protocol otkpusa Cisco ycTpolcTBa M NO3BONABA HA YCTPOMCTBATE Aa CNOAESNAT BAXHA MH(POPMALMA KOHDUIYPaUWA, ONpOCTABaHe 3a

HacTPOMKa Ha MpeXata W VHTerpaums.

* MMogkpena 3a npotokon Simple Network Management (SNMP) 81 noseonsiBa 4a HacTpouTe 1 yNpasnssare BALLMTE KITIOMOBE 1 APYru ycTpolicTsa Cisco

OTAANEYEHO OT YNpaBreHne Ha Mpexara cTaHuma, nogobpasare Ha IT paboTHUA NOTOK 1 MacoBK KOHMUTYpauun.

Bucoka HagexaHocT 1 TbBKaBOCTTa

B paapacTeauy ce Gu3Hec, KbaeTo 24 yaca 8 wreTo, 7 aHU 8 Ta, e o7 . TpAGBa f1a Ce rapaHTUpa, Ye CAYXMTENUTE BUHark Morat ga

nonyyar 4oCcTbN 10 JaHHATE U PeCYPCUTE, OT KOUTO ce HykaanT. Cepuara Cisco 350 noaabpxa 4BOAHU «oeTo au Aace pLUK bRTPeii Ha cobTyep, Ges aa

ce Hanara Aa oTAenuTe Mpexa oNaiH UMK Aa ce NPUTECHRATE 3a MPEXATa tie HAaJony No BpeMe Ha birpeiis.

CunHa curypHocT

Cisco 350 Series komyTaToput IPEAOCTABAT PA3LLMPEHU QYHKLINM 3@ CUTYPHOCT, KOUTO TPsIBBA Aa 3AWMTABAT BAWUTE BU3HEC AAHHN 1 NOAABPXKA /
n0TPe6UTENM OT MpexaTa: q }.I 2 3 3” ﬂ —
- -
* Embedded Secure Sockets Layer (SSL) kpunTupaHe 3aluTaRa YnpaBneHNETO Ha AaHHUTE, KONTO MLTYBAT A0 U OT KIoua. rd

®  O6WmpHN 33 KOHTPOA Ha AOCTBINA CUCHUM (ACL) orpaHuuasaT YyBCTBNTENHN YACTH OT MPEXKATa, 3a Aa ce NPEeANAEsN OT HeYMHAHOMOLUEHW NOTPeBUTeMM 1 NpeanasBaHe

OT MPEXOBU aTtaku,

®  VLANS rocTv No3ponssaT fa Ce OCMrypy Bpbaka ¢ UHTEPHeET, 3a Aa nonemployee nc \_I }-l 2 3 3“ ﬂ PUTHYHATE GU3HEC YCNYTv OT TpadkK rocT.
-

*  Nopkp 3a peaHany np 3a CUIYPHOCT Ha MpEeXaTa, kaTo Hanpumep IEEE 802.1X nopT curypHoCT NAbTHO OrpaHusaBa AOCTHLA 40 ONPEASNeHn CermeHTH

oT Mpexara ou. Yeb-6asuparo uaeHTuduumpaHe ocurypspa NocneqosaTeneH uHTepdeinc 3a yiocTOREPABAHE HA BEWUYKM BUAOBE NPUEMHY YCTPONCTBA U ONEPaUMOHHM
cucTeMu, B3 CNOXHOCTTa Ha BHeApABaHeTo Ha IEEE

802.1X kmMeHTYH 3a BeAKa KpaHa TOuKA,

* PaswmnpeHo 3alUTHU MeXaHNaMK1, BKIOMMTENHO auHamuuHo Agpec Pesoniouyyn npotokon (ARP) uHcnekums, IP Uatounnk oxpana u Dynamic
Host Configuration Protocol (DHCP) noacnyweare, otkpysare 1 BRokMpaHe Ha yMUWNEHN atakv no mpexara. KoMBuHaLum oT Tean NpoTokonn

CuLWo ca nocouern kato IP-MAC nopr cebp3paqe (IPMB).

* IPv6 Mpeo Hop ocurypsisade paslumpsisa BUCOKa 3alliTa Ha 3annaxa 3a IPv6. Toau uanocTeH naker 3a curypHocT Brrousa ND vHenekums, RA
oxpaxa, DHCPv6 oxpaHa, KakTo 1 ChCeA 3aAbIKUTENEH 3a NPOBEPKa Ha LENOCTTa, OCUrYPSIBANKA HECPABHUMO 3aLUMTa CPeLLy LWMPOK Kpbl OT

anpec uanrpasam u HoBex no-cpegara araku cpeuy 1Pv6 mpexu.
® Bwba ocHoea Ha apeMe ACL-1 €KCNOATaUNSA NPUCTAHNLLE OfPaHNYABAT AOCTLNA /10 MPeXaTa Mo BpeMe Ha NPEABapUTENHO YKA3aHo MbTH, KaTo paboTHO Bpeme.

*  Uniform MAC agpec Ha 6a3arta Ha CUTYPHOCT MOXE /1A CE NPUNara agToMaTM4HO KbM MOBUNHUTE NOTPEBUTENM, Thid KATO Te BPOAAT MeXAy Be3XUYHN TOHKM 3@ AOCTLI.

©2018 Cisco v/ wi weihuTe KiToage, Beudku Npasa sanasenn, ToIm AOKYMEHT e Cisco oBIUECTBEHa MHGOPMALMA. Crpania 3 o1 21
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¢ Secure TexHonorus sapo (SCT) nomara Aa ce rapanTupa, ¥e KMYbT & B ChCTosHYe Aa obpaboTea 3a ynpasnenme Ha Tpauka 8 nuueTo Ha eaud (DoS) aTaka 3a

0TKa3 Ha ycnyra.

* Private VLAN Edge (PVE) ocurypssa Layer 2 usonauus mexay ycTpoicTea g cuujata VLAN.

®  KOHTPON Gypa Moxe A4a Ce NpUNara 3a U3NbYBaHe, MyNTvKacT, a H oTgenHo Ha g

¢ 3awumra Ha cecuu 3a ynpaeneHue ce cnyysa ¢ nomowuta Ha RADIUS, TACACS +, u MecTHO yaocTosepsiBaHe Ha BaaaTa AaHHu, KakTo U

curypHu cecun ynipasnenue Hag SSL, SSH u SNMPv3.

® DoS npepoTepaTaBaHe aTaka MakCUMUaUpa Mpexa HenpekbeHata paboTa B IPUCHCTBHETO Ha aTaka.

3axpaHBaHe no Ethernet

Cisco 350 Series kniouose ce npeanarat ¢ Ao 48 nopra PoE. Ta3n 8b3MoXHOCT ONPOCTSBE HANPEAHANN TEXHONOTMW BHeAPsBaHNA kaTo IP Tenedorus,
6eaxmnuna, u IP Habniogenve, kaTo BM NO3RONARA 1 C& CBBPXKETE W MOLLHOCT MPEXOBW KpaiHK ToukM no eaun Ethernet kaben. Che HaMa Hyxga aa
vHCTanupare oTAesNHW 3axpanBanus 3a [P TenedioHmn unm GeaxuuHn Toukn 3a 4OCTBN, MOXeTe Aa Ce BbH3NOM3BATE OT PAILLMPEHN KOMYHUKALMOHHM

TexHonorun no-5vP3o 1 No-Hucka uexa. Mogenu noakpenst 802.3af PoE, 802.3at PoE +, u 60 Watt PoE.

Multigigabit U3nbnHeHne

HYXAUTE Ha Mpexata ce npomeHsT 6bpso. BnarogapeHue Ha passusallata 6e3kuiHn CTaHAAPTU WU YBENUYaBAUMA ce BPOi Be3xuyHM YCTPORCTRa, NOAALPXAE BPb3KA ¢
CKOPOCTU Ha TpaHcdiep U HapacTeaw, Tpaduk Moxe a Bbae npeanssukaTencTso. Baweto Tpaguumoner Ethemet nHppacTpykTypa moxe aa noaabpxa ckopocT Ao 1 rurabut
& cexkyHAa (Ghbps), HO Ce KOHKYPUPAT AHEC U3NCKBA MHOMO NO-FONAM KanauuTet. EQUHUAT BAPUAHT € HAMBITHO 3aMEHU CTapuTE cu kabenna MHPPACTPYITypa 1 o6HoBABaHE Ha

xapayepa. Ho we 6u nu 6uno no-gobpe aa ce yBenuun ckOpPOCTTa Ha MPEXaTa 1 KANALUTET Ha TPAhHKa O HAYMH, KOIATO € 6bP3, EBTUH U edeKTUBEH? /

HoBM Multigigabit Ethemet komyTaTopu Ha Cisco npeanaraT TOUHO TOBA: flECeH 3a UHCTANUPAHE U HACTPONKA, BIOKET-NPUATENCKY PEWEHNe, KOBTD BY NOIBOS In - 2 3 3“ I
CKOPOCTTA HA MPEXaTa 1 TPAhUK C NOMOLLTA Ha ChulecTRYBAlUMTE CU kabenu. pes NapTHEOPCTBOTO ¢ APYTM NuAepH B Bpanlua, 3a aa ce obpasysa NBASE-T anuanc, Cisco uanonsea
NBASE-T Texronorus, 3a 4a Bu NOMOTHE A4 M3BNEYETE NOBEYE OT CLIECTBYBAILATA CU MH(PACTPYKTYpa. CnecTeTe 8peme u Napy Ypes IBArBaHE Ha BArPENAN U YABMKABAHe X1UBOTa

Ha MHCTAIUPHNTE KaBERnHN MHC UK. N oTkpueTe np TBATa Ha CPELLa NOTPEBMTENCKOTO TLPCEHE 3a NO-TONAMA YECTOTHA NEHTA W CKOPOCT, §83 ronsMa MLpBOHaYaNHa

RHBECTULMA.

Multigigabit Ethernet TexHOMOMMA M3M0N138a BHIMOXHOCTUTE HA BALLATA CLLECTBYBALLA KaGenHa MHDPACTPYKTYPA f1a OTFOBOPH TPadHK U3MCKBAHWA M OCHTYPSiBa [0
neT MbTY NO-NPOMIBOANTENHOCT. TEXHONOrUATa NO3BONSIBA MEXAWHHI CKOPOCTH Ha AaHHY OT 2,5 1 5 Gbps 3a obnekuaBaHe Ha CKOK MeXAy TPAAULMOHHUTE HUBA Ha
1 Gbps 11 10 Gbps. Teau MeXaNHHM LeHW ce ABMXAT N0 HaR-uHCTanMpaHu kabenu u 3anaseat no-sbapactex UTP kabenw, koeTo e nobpe 3a 802.11ac Geaxuunu LAN

NPUNOKEHUS.

Tex+HONoruATa Chlo Taka nogabpxka 3axpansade no Ethemet (PoE) dopmu, BxniouutenHo PoE + 1 60W PoE. Cisco Muitigigabit Ethernet komyTaTopu B4 ROMOTHAT 3 He ce

Hanara Aa nyckaTe paanuyHu kabenn MeXAY KNIGHOBE U TOUKKM 32 OCTBA W HEKA C MPEXWU NPUBETCTBAT CKOPOCTU OT CNeABaLL0 NOKoeHue Ha Tpaduka u CKOpOCTU Ha

TpaHchep.

Networkwide ABTomaTnuHa Voice Deployment

Usnonsaarikn kombBuHaums ot Cisco Discovery Protocol, LLDP-MED, Auto Smartports, v rnacosu yenyru, Discovery Protocol (unu VSDP, yHukanes Cisco npotokon),
KNMEHTUTE MoraT fa ce MODUIMaMPAT rnac Mpexa oT kpaid 10 kpai AMHaMUHHO. KoMyTaTopuTe B MpexaTa aBTomaTuuHo ce ApenauTaT okono eauH rnac VLAN v
QoS napameTpu u crep, ToBa Aa ' pa3npocTpaHsiBaT Ao TeNedoHUTE Ha NPUCTAHULLATA, KbAETO Ca OTKpUTH, Hanpumep ¢ T8X Bb3MOXHOGCTY 3a rnacosa VLAN en
NI03BONABAT A& BKMOUMTE BCAKO P TenedoH (BITIIOUNUTENHO 1 OT TPETU CTpaHu Tenedorm) BbB BallaTta mpexa IP TenedoHna n nonyyasaHe Ha ToH HesabasHo

Habupare, MpeskoYBaTeNsT ABTOMATUUHO KOHMUIypUpa yeTponcTBoTo ¢ asicHata VLAN 1 QoS napameTpu 3a npuopuTuanpane Ha Tpaduka Ha rnac.
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Mogapbxka Ha IPv6

KakTo cxemata 3a IP agpec ce pa3susa, 3a Aa ce HaCTaHAT No-ronsiM Gpoil Mpexoau yeTpoiicTea, cepusTa Cisco 350 moxe aa noakpenu npexoga
KbM CefBaloTo NOKOMEHNe MPEXU 1 onepaunoHHi cucTemu kato Windows 8, Vista, u Linux. Teau kniovoBe npogbmxasaT Aa NogkpensT
MPeAVIHOTO Nokonerue IPv4, koeTo Bu NO3BONABA Aa Ce Pa3BuBa KbM HOBUSA cTaHaapT IPv6 cbe cBoe COBCTBEHO TEMMO 1 Nomara, Ye HacToswara
Mpexa e npogbMkm Aa noakpens sawmte Guskec npunoxerus & Gbaewe. Cisco 350 Series KOMyTATOPM ca 3ABLPLWNMM YCEWHO CTPOMM TECTOBE

IPv6 1 ca nonyunnu ceptudpmkauyua USGv6 un IPv6 Gold.

Advanced Management Layer 3 Traffic
B Cisco 350 Series nozsonsea no-HanpepHan Habop OT BLIMOKHOCTY 33 YRpaBNeHue Ha Tpaduka, 3a Aa NOMOTHE Ha PasBnBaLLMTE Ce hUpMU Aa OpraHM3UpaT CBOUTE MpEXN
N0-eheKTUBHO 1 edhukacHo. Hanpumep, npeekmousateny ocurypsisar cratuuxo LAN Layer 3 MapLipyTM3aums, KOeTo BY NO3BONABA A3 C& CerMeHTUPa BalAaTa MPexa B

patoThu rpynu v Aa komyrukupaT VLANs 6e3 Hamanseaxe Ha NpousBoaNTERHOCTTA Ha NPUNOKEHUATE.

C Te3n Bb3IMOKHOCTH, MOXKETE 0a ysenuuunte emekTUBHOCTTa Ha Mpexata Ci, KaTo pPasTOBAPBAHE BBTPellHY 3a0a4m Tpadea paGOTZ OT Balus pyTep v No3sonssa

TS A e ypaBnaBa NPEAMMHO BbHLUIEH TPAMUK U CUIYPHOCT.

OcaeH ToBa, Cisco 350 Mogenm ocurypsieat cTaTMuHu Layer 3 Bb3MOXHOCTY 3a MapIpyTM3aLUmMA. C Tean Bb3MOXHOCTH, MOXeTe Aa ce cBefle 40 MUHUMYM HeoBX0AMMOCTTa OT PbyHO

KOHUIypHpaHe MaplIPYTU3UPaLLM YCTPORCTBA W ONPOCTABAHE Ha TeKywaTa paboTa Ha MpexaTa,

eHepruiHa e ekTUBHOCT

B Cisco 350 Series uHTerpMpa pasHoOGPasHN BLIMOKHOCTU Aa NECTU SHEPIUS BB BCUUKA MOQENH, KaTo MPEOCTABA HAl-LIMPOKATA SHEPIUIHO BHEKTUBHU NPEBKITIOYBAHE

HODTQ)OHMO B UHOYCTpUATA, Tean witouose ca npejHasHaveHn 4a necT eHePrua Ypes ONTUMU3MPaHe Ha U3NON3BAHETO HAa eHeprus, KosaTo No

1 1@ HaMansT pasxoguTe cu 3a eHeprus. Te OCUrypsiBaT ekonorMuHO YMCT Mpexa peweHue 6e3 KoMnpoMuc ¢ kadecToro. Cisco 350 Series 1 qﬂ . 2 3 3nﬂ| e

-

&

® Toaxpena 3a edexTeHO Manonasake Ha Ethemet eneprus (IEEE 802.3az) cTangapT, kOeTo Hamanssa KOHCYMaUUATa Ha eHeprus ¢ Habnwa Ha pa Ha Ha

AKTMBHA BPB3KA M 8bBEXAAHE HA BPBL3IKATa B CHCTOAHME HA CbH NO Bpeme Ha nepnoau Ha cnokoncTene
* [llocneaHuTe 3a KOHKPETHO NPUITOXEHWE UHTErpanHm cxemu (ASIC)
®  ABTOMATUYHO M3IKNIOUBAHE HA 3AXPAHBAHETO NPUCTAHUILA, KOTATO BPB3KATA € Hafony
¢ CeeToanoan, KoUTO MOTaT fla GbAT U3KINIONEHN, 33 A €& NECTH EHEPrus

¢ Embedded uHTenureHTHOCT, 3a Aa perynupare cunaTa Ha curiana Ha 6a3aTa Ka AbIKUHATa Ha kabena

Pa3WNpUTEnHN NopToRe

Cepusra Cisco 350 ocurypsisa noseye nNpucTaluwa Ha Gigabit Ethemet koMyTaTop, OTKONKOTo Tpaguy Moenu np TER, KOWTO B AABA NO-FONAMA MbBKABOCT, 33
Aa ce CBbPXETE 1 a Aafle BL3MOXHOCT Ha Buaneca cu. Gigabit Ethemet mogenu npeanarat ot 28 o 52 NpUCTaHULLA 3a A BM 1a/e NO-TOMSMA CTOMHOCT, B CPABHEHME C
24-nopToBN UNK 48-NOPTOBYK COPTOBE C YETUPH CTIOAGNEHU NPUCTAHULYA TOBA & YecTo cpelwana B nasapa. B Cisco 350 Series npeanara MuHu rurabutoea unTepdeic KoHBepTop
(MuHM-GBIC) paawumpuTenty cnoTa, KoMTo By AaBaT BLIMOXHOCT Aa AobaBUTe onTUiHa nu Gigabit Ethemet CBBLP3AHOCT 3a KayBaHe Ha KNoua. C Bb3IMOXHOCTTA 3a yBenuuasaHe
Ha panuyca Ha CBLP3BAHE Ha KII0UHOBE, BUE MMATE NO-TONAMA MBKABOCT, 3@ AA Ce U3PaBOTH BalLaTa MPeXa OKOMO CBOA yHMKaneH BU3HEC CPEAA U 33 NECHO CBLP3BAHE KNKHOBE

Ha Pa3NMYHM eTaxn unv uenua 6uanec.

© 2018 Cisco u / U HeRHUTe KowoBe. Beudkan npasa sanasekm. Tosn AOKYMEHT 6 Cisco oBuecTREHa WHAOPMALIA. Crparuua 5 or 21
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CnokoncTBue 1 3aujMTa Ha UHBeCTULMNUTE
Cisco 350 Series komyTaropu npepnarar HaaexaHa paboTa u CnokoWCTBNETO, KOBTO BU OMakea oT eauH komyTatop Cisco. Korato uHBecTupare B cepuata

Cisco 350, nonyyasaTe nonsure ot:

¢ OrpanndeHa poxuBoTHa rapaHuma ¢ Next-Buskec-Day (NBD) npegeaputenta samaHa (ko uma Takuea, B NPOTUBEH CRyHaii B Chiims ASH Kopab).

. PeU.IeHVIe, KOETO € CTpOro TecTBaHu, 3a f1a ce OCUrypu ontumManHa BATANM Mpexa 3anassaHe Ha paGOTHVIL\VITe, CBbp3aHn C OCHOBHK

PECYpPCU U NPOAYKTHBHN,

* Pasteop KOHCTpyuMpaH 1 TECTBaH 3a NECHO U HarTLIHO ¢e UHTerpupa ¢ apyru Cisco rnac, yHuduUmMpaHn KoMyHUKaLuMK, CUIYPHOCT U MPEXOBU

NpoAYKTK, KAaTo 4acT O {{ANOCTHA TEXHONOrnM4YHa nnaTd)opma 3a Bawws GuaHec.

®  DeannaTHu aKTyanuaayuu Ha codpTyepa 3a KOPeKUMY Ha rpeluky 3a rapaHiy) cpok. 3a fia usTernuTe codpTyepHn akTyanusaumm, oTeopeTe

https//www.cisco.comicisco/web/downloadiindex.himi |

* TexHudecka noaapbkka No TenedoHa, 6e3 Takca 3a MupBUTe 12 MECEUA OT AaTaTa Ha NoKynkaTa.

®  rapaHUMOHHUTE YCNOBUA Ha NPOAYKTA M APYFa MHAOPMALMS, NPUIOKNMI Kb CISCO MPOAYKTV Ca HA Pa3nonoxeHue Ha

nhttps://www.cisco.com/yofwarranty ,

¢ Cisco Small Business npogyKTh ca nogkpenexy ot cneuyuanicTy B LieHTposeTe 3a nogapuxka Ha Cisco Small Business mecta no cseTa, KouTo ca
crneuuanHo oBysenu fa pastupar sawmte Hyxau. B Cisco Small Business Support 0BLHOCT, 0HnaiH GopyMm, B A3Ba BL3MOXHOCT f1a C1 CLTPYAHMNAT

C konernTte o U Aa AccTUrHe CiSCo TEXHUHECKM SKCMEPTN 33 MHOPMALIS 3a NOAHPLXKA.

S

Cisco Limited Lifetime rapaHuua Ha xapayepa -7
2
Cisco 350 Series komyTaTopy npegnarat oOrpaHUyeH XUBOT rapaHLms 3a xapayep ¢ NBD npeaaapuTenda 3amsHa (ako UMa Takuea, 8 NPOTMREH C "I n . 2 3 3” ﬂ.

kopab) u orp NOXMBOTHA TapaHUus 3a GeHoBeTe U 3axpaHBalLy YCTPOMCTBA.

B pomenHenve, Cisco npeanara akTyanuaaumu Ha copTyepHUTE NPUNOKEHUS 3a KOPEKLUM Ha rPELLKU 33 rapaHUMOHHUA CPOK W Tenedor TexHu4ecka NoAApbIKa, bes Takca
3a nbpeuTe 12 Meceua OT AaTaTa Ha NOKynKaTa. 3a fja u3TernuTe CoTYepHn akTyanuaaumn, oTeopeTe

https://software.cisco.com/download/naviaator.htmi ,

rapaHUMOHHUTE YCNOBUS HA NPOAYKTA W APYra MHOPMALMS, NPUNOXUMU KbM CISCO NIPOAYKTH €a Ha PaanonoxeHue Ha

hitps:/fwww.cisco.comigoiwarranty ,

CeeToBHa Kilaca o6cnyxXBaHe U NoAApLXKKa
BawweTto Bpeme e LeHHo, ocobero koraTo nmare npobnem, KoTo 3acsra sawms Gusrec. Cisco 350 Series komyTaTopu ca noakpeneHu ot Cisco SMARTnete Total Care ™ kosiTo
0CUTypsiBa AOCTLNHA NOKPUTHE MUP PasymeH u3bop. MNpegocTasenuTe oT Cisco u NoAKpPeNneH OT BaLLMs [OBEPeH NapTHLOP, TOBA KOMINEKCHO ofCTyXBaHe BKMoYsa

coTyepHu akTyanusauum 1 AocTs Ao LenTbpa 3a noanpbikka Ha Cisco, U T Ge NPOCTMPA TEXHUYECKO OBCIYKBAHE HA TPU FOAMHM.

Cisco SMB npoaykTh ca nofkpenenn oT cneuuanucTv B Lientspa 3a Cisco Moakpena, cneyuaner pecype 3a Mankvs 613Hec KMEHTU 1 MPexXH, HamupalLy ce no
Lenus CBAT, KOMTO ca cneymanHo obyyenn aa paséupat sawmte Hyxan. MoxeTe Cbulo Taka Aa UMaT 4OCTBI A0 N3YEPAATENHA TEXHUYECKA W NPOAYKTOBA
vHdopmanms Hpes nogkpena Ha obuiHocTTa Cisco, oHnaiiH hopyM, KOWTO BK NaBa BbIMOXKHOCT Aa CU CHTPYAHNYAT C KONErnTe CU U Aa AocTurHe Cisco TeXHUHEcKk

eKkcnepTH 3a MHOPMaLMs 3a NOAAPLXKKA.

2\
yn.2 33711
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Crieundukaumm ua npoaykra

Tabnuua 1 gasa npogykrosute cneuruKaLmMmn 3a npeakIovBa oT cepuaTa Cisco 350.

Maca 1. Creyndukauuu Ha npoaykTa
Crotawscr onncanmne
OPOYSBOANTRNGET
KanauuTet Ha NpeBKNIcUBaNE M CKOPOCT Ha : Mme va mMogena Kanauuter 8 Munuonu Naketv B cekyHaa

hanpaitiane Buuki KNIOYORE ¢a NPOBOAMMK

cKopocT M nonblacking

USB cnot
Layer 2 Switching

Sparning Tree Protocol

Topr rpynupase

: VLAN

i (MNN) (64-6aitToBM nakety)

sesoe 1
8;352_0.8. e e e 417 .
SF352-08P » . 4'.1 7

SF350-24 952

SF350.24p ‘ k 052

‘S‘F(;;OQZ‘;[\.AP e 952 ..............
:,SFS,;MB ..... e o
- SFas04sp : 13.09
| SF350-48MP ©13.09
Csos0sed aers -
5535010 T 14.:.23.8
SG350-10P ' 1488

SG350-10MP o 1468

SGIS510MP 14.88

SG350-108FP 1488

SG3IS0-20 6.6

GI50-26 4168

SGI50.28P 41,66

SGA50-FEMP 41 66

SGIR0-ZESFR 11,66

SG350:52 T8

SG350-52P {7738

seasosomp : 7738

3a yenuTe Ha daiina aa ynpasnerie

dard 802.1D §, ing Tree

BilloyBane Ha kanauuter B rmrabuta 8 cekyuga

(Gbps)

56

12:8

128
.
e

176

17.6

620

20.0

20,0 /

s

56.0
56.0
104 0
104,0

104,0

Bupso chnukasare ¢ noMowyTa 802, 1w (Rapid Spanning Tree [RSTP}), aKTMRUpaHa No Noapasbupate 8 cnyyau ce

noaabpxaT
Muoxectsena Spanning Tree cnyvan, uanonasauyy 802,15 (MSTP)

floaxpena 3a IEEE 802.3ad Link Control Protocol Cymvpane (LACP)
© [lo Brpynu

® Nog 143 Ha Fpyna cue 16 RopTOBE 32 BeekM (AuHamiien’ 802 3ad spvaKa arperaumn

Noanpexka Ha Ao 4096 VLANs eaHospeMenHo NopT-Gasuparu u
802.1Q VLANS ocHoBaH Ha Mapkepu MAC-Gaaupan VLAN

ynpasnexne VLAN

Private VLAN Edge (PVE), #382CTeH ChiLio KaTO 3aUATeHM MPHCTaHAS, ¢ MHOXGETEG NOKavBalM

©2018 Cisco n/ i wefiuTe KnoHoge. Bowki npasa sanasenm. Toan RokymeHT & Cisco oBliecTasHa uHbopmaLws,
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Dcabumo

Voice VLAN

Multicast Tenesuaus VLAN

Q-8-Q VLAN

Generic VLAN Peructpayus
Protocol (GVRP) / Generic YMekrne
Persictpauma Praotocol (GARP)

: EpaHonocoysk nuHK oTkpuasase (UDLD)

: Dynamic Host Configuration
i Protocol (DHCP) Pefie Ha Layer 2

! Internet Group Management Protocol

(IGMP) Bepoun 1, 2, 3 1 noacnyiBane

IGMP Querier

417
yn.2 33711

L e —

onMcaHue

VLAN rociu Heyaoctosepen
VLAN

Aunammro npuceosaane VLAN dpes RADIUS cbpebp, 3aeaH0 ¢ BO2.1x yACCTOBEpRBaNE Ha KMenToka CPE VLAN

Voice spaduik asToMaTiuHo ce Aada Ha Mmac cleyudinien VLAN 1 ce nekyBa cbe CLOTRRTHHTE HKaa He GoS ABTO rRacosM AOCTaBN

HYN1a ROKACBANE Ha FIACORM KPAVIHK TOUKK U 08 GBAAETe Ha KONTPONHO-MaMepBATENHaA anapaTypa

Multicast Teneausns VLAN nossonssa a eaunHus VLAN myntukacT ga 6baat cnogeneiu a Mpexata, gokaTo abonaTuTe ocTaBat B oTAenHW VLANS (MagecTHU

cuiyo kaTo MBP)
VLANSs npeapadHo npecesie JOCTABUUK Ha MPEXOBU YOMYrH, [IOKATO MIONUPaRE Ha TPAMUKA SPes KTMEHTYTe

: MpoTokonu 3a aBTOMaTUMHO KOHPUrypUpaHe Ha nocepeH u VLANS B mocT AOMERH

UDLD enesu ap P wa spuskn, ar v xaGena | petaxn am “a
Tk Tpachuk B stpexu
i Pene xa DHCP tpadmk kbm DHCP cupebp B pasnuski VLAN; paGotu ¢ DHCP Bapuant 82
1GNP ofpaHK4eHis Ha CKOPOCTTA-URTEHIUBEH TPABIK. camo 3 K TPYnn CBUWO
ce fapabpXay
IGMP querier ce uanonsea sa noanomarawqe Ha Layer 2 MynTuKacT JOMediH oT 1 KMIOYOBE B Ha My; T pyTep

Prxosoauren 1a numus {HOL) Gaoumpans HOL Griotkparie npeseHipn

Loopback Otkpusase

Jumbo pamn

Layer3

{ IPv4 MapuipyTwsaLua

{ 1PV MapwpyTsaunR

Be3knacomo HHTepMOMEN

mapuwpyTMaupate (CIDR}
Layer 3 uuTepdenc
DHCP pene B criovt 3

User Datagram Protocol (UDP) pene

DHCP cbpBBbp

Cyrijomacy

Secure Shell (SSH) Npotokon

Secure Sockets Layer (S51}
(EEE 802.1X
(YaocTtoBepuTesn pons)
Yeb-6aauparo uaeHTRGHUMPaHe

STP mocT

i OTkpMBaHe Loopback ocurypasa 3aiMTa cpetLy enexTpUYecku BEPUrK Ypes NpeaasaHe Ha NakeTn KOKTYp NPOTOKGN OT NPUCTaHULLA, HA KouTO & Gun

yn.23300 ~

§ aKTUBMPaH 3aLMTa UnkbR. Toi paboTh Hesasncumo oT STP

Po 9K (9218) Gaitra

Wirespeed MapwpyTusipare Ha [Pv4 nakeTn fokaTo 1K cTatuyrm

MAPWPYTH 1 70 128 IP uHTepdeiicn
Wirespeed MaplupyTaauus Ha IPv6 naketn

oakpena aa CIDR

KoHcburypaua Ha Layer 3 e Ha BoOpT, MUF, VLAN

FC, Uit DpHMKa
Pene Ha DHCP P 1paduk npea AomeidHn

Pene na undopmalina usnuyeade npes Layer 3 o6nacty 3a npuRakeHne GTKPUTHE 1AW TpaxchepupaHe Ha BOOTP f DHCP nakety

Mpesiniauaane dyrKuponpa kaTo cupawp IPvd DHCP cepaupane agpeck aa wskonko DHCP Gacei / a6xaatute Moakpena 3a onuuuTe Ha

DHCP

SSH e curypen samectuten Ha Telnet tpaduk. SCP chbuyo usnonsea SSH. SSHv1 uv2 ca nogKpeneHu
SSL noaspLKa” KpUTHPA Boski HTTPS Thadiuk, ko810 10380NABA BHCOKE CTeneH Ha JALMTA HA ROCTRIA Ao GUI yripasnenis Ha Gpayvsp 6aanpais B Knia
: 802.1X: RADIUS aBTeHTudmraLma u cHeTosoacTEo, MDS5 xew; roct VLAN; HeyfocTosepeH VLAN, efitHiHa / peXim Ha MHOXECTBEHA
i ROMAKAH W eAMHMUHY | HEKONKO ceciy MoANBPXa BREME Ha ocroBaTa Ha 802.1X Dynamic VLAN 3agava
Web Gaspano KABHIVDHIUPaNE OCHIYPABA KOHTPON Ha MPERATA AONYCKAHE NPE3 Y6 GpayThy, 3 KAKBTO M A3 G0 NPHENIHITE YCTRORCTBA H ONIEPALOsHI CHCTEN

33 CMrYPHOCT 32 3aLLMTA Ha MPEXATa OT HEBANMAHU KOHDUTYPaLMi, A NOPT akTHBUpaH 33 BPDU Guard e naknioves, ako chobuienie BPDU

AauHK
i (BPDU) Guard

' STP Root Guard

©2018 Cisco n/ unm weiiunTe KoHose. Banuki npasa aanaaenn. Toau AokyMenT & Cisco oBiliecTaEHA MHPOpMaLHA.
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| e nonyveH Ha TaBa NpucTaruLye

ToBa He RO3BONARA KA KPARKY YCTPOHCTEA He Ca B KOKTPONE Ha AONMUHUCTDATOPA HA MpeXaTa Aa cTake Spanning Tree Protocol ocHoBHUTe BBINK
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DHCP nogenywsate DunTpupa DHCP cuofuiernn ¢ HeperucTprpanm anpeck 1 { UM OT HEOHAKBAHN UIN HeHAnEXaHY UHTepeticn, Topa rpeAcTapaTsBa NaMamHUK
ycTpolicTea oT Abpxu kato DHCP cupebpute

IP Uatounuk Guard {IPSG) Korarto IP U Guarde B Ap nge, Mp: IP nakety, y oT fipi HETO aKo 1P appeouTe Ha
NEKEWITE He Ca CTATHYHO KOHIDUIYPUPEH MW OUHaMUYHO Hayansi o DHOP . Topa ne Ha IP appec Mamama
;% ARP (DA Mp ARP 0aKeTV O NPUCTAHMILLE, AKO HSIMA CTATUNEH WM AuHaMUAYeH IP / Mac aBTOMATU WK ako & Hanulje

i HECBLOTBETCTBUE MEXAY M3TOHHWKA UMK KpaeH aapec B nakeTa ARP. Topa He N0380MABA HA YOBEK NO-CPEAATA aTaku

1P { MAC / Tlopr nogphpasate (PMB) n; {DHCP . AP Mstounuk oxpana i Dynamic ARP uxenexuus) paBoTaT 2aefiHo, 3a-Aa ce fpefoTapath DOS aTaku o MpexaTa, Keto

10 TOAM KAAH YBENHNABIHE Ha AOCTBNHOCTTA Ha MPEXETA

! Secure ocHoBHaTa TexHonorua {SCT) MNpasu ce, ye np: We nonysmu v y TO Ha Ly v npoTokon Tpaduk, Ges sHaueHne Komnko Tpadik e nonyveHo
3aKpensTe YyBCTBMTENHM RaKHK (SSD) M aa Ha AKHHN (KATO (RPANU, KKOUOBS 1 T H.} CHIYPHO BBPXY KIWOYE, HACENABRUIM TOM AAHHN - ADYFU YCTPOHCTEA, KAKTO 1 2aIMTEH
autocertfig. flocTH 33 12 BUAKTE AaHNATE OT NIKYEH XAPAKTED KETo TexeT ce B HUBOTO Ha AOCTLN Ha NIOTRH

KOHCUFYPUPAH W METOMIA Ha ROCTBN Ha roTREGUTENs

: Layer 2 nsonauus Private VLAN Edge - pve cbu kaTo ) OcurypsBa Coi 2 K3OMAUMA MEXAY YCTPOFCTEE B ChuyoTo VLAN, MOQAbpKa MHOXECTEO MoKaYB AL
i (PVE) ¢ 06wHocTTa VLAN i

{lopT curypaoct Ci Ta fa ce usTonHk MAC anpecn 1o npucTasuia v orpadiniaaa Gpos Ha noykk MAC agpecu
: RADIUS / TACACS + Moaawpia RADIUS 1 TAGACS ypoctopepssane. MpeBKioveTe hyHKLMIA KaTO KIHEHT
I KoHTpon Byps Broadcast, MyNTMRACT @ HEWSBECTEH OTAGNHO Npepagare
RADIUS cyeToROACTBO cueToBoanN RADIUS dyHKyMM N03BONABAT Ha AZHHK, 33 A3 ELAAT M3NPATEH & HANANOTO M KPAS HA YCNYTH, C NOCOYBAHE HA paaMepa Ha pecypcy (KaTo Bpeme, nakeTh, :

6ailToBe, 1 Taka HATATEK), KION3BAHY N0 BPEME HA CECURTA
npeacTEparmBang Ha DoS Omxas Ha yenyra (DOS) npeseHyust araxka

ACL- Moagprxka Ha 4o 512 npasuna

Kafika uiv IAMUT IROLISHT b3 0CHOBA Ha USTOMHIK U AECTUHALMA MAC, VLAN [D wav 1P agpec, npotokon, nopT, ucbepenuvpany Services Code Point
(DSGP) / IP npezumcrao, TCP / UDP noprose P , 802.1p , Ethernet Tun, YnTeprer Controf Message Protocal

(ICMP) nakeTu, IGMP nakeru, TCP ¢nar, nogkpeneqn ¢ BpemeTo Ha ACL- >

4n.2 33110 °

Kasecriosmiobyeme
HUBA Ha NpHOPNTeT 8 xapgyepHu onaiuki
Nnanupate CTpuKTHO RPMOPUTST 1 ApeTerneda safjaqa Round Robin-{WRR) OnaiwxeTs Ha 6asara ka DSCP
4 knac Ha yenyra (802 1p / COS)
Knac Ha ycnyra NopT ocHosasa; 802.1p VLAN npuopuTeT Bha ocHosa; IPv4 / v6 IP npegumeTeo / Basnpan Bua yenyra (TOS) / DSCP; Audepenynpanu
yenyru (DiffServ}); kr (WA ¥ o7 . ACL-noseper QoS
orpasutaBane Ha cxOPOCTTA Ingress policer, naxoq Kontpon va Ha VLAN, va «@KTo U noToka Ha GasaTa
W3BHBaKe Ha JAAPBLCTBAHWATA aNfopuTeM A UIEATBAHETO Ha 3aRPLCTBaHUATA TCP Ce MIMCKBa 42 Ce HaMATH 1 Aa ce sary6a TCP
Lravpapm
Crangapty | IEEE 802.3 10BASE-T Ethemet, IEEE 802.3u 100BASE-TX Fast Ethernet, IEEE 802.3ab 1000BASE-T Gigabit Ethemet, {EEE 802.3ad LACP,
: IEEE 802.3z Gigabit Ethernet, IEEE 802.3x koHTpon Ha notoka, IEEE 802.1D (STP, GARP, u GVRP), IEEE 802.1Q/ p VLAN, IEEE 802.1 Bata
i RSTP, IEEE 802.1s MuoxecTeena STP, IEEE 802.1X yaoctosepssare Port Access, IEEE 802.3af, IEEE 802.3at, RFC 768, RFC 783, RFC
i 791, RFC 792, RFC 793, RFC 813, RFC 879, RFC 896, RFC 826, RFC 854, RFC 855, RFC 856, RFC 858, RFC 894, RFC 919, RFC 922, RFC
i 920, RFC 950, RFC 1042, RFC 1071, RFC 1123, RFC 1141, RFC 1155, RFC 1157, RFC i
i 1350, RFC 1533, RFC 1541, RFC 1624, RFC 1700, RFC 1867, RFC 2030, RFC 2616, RFC 2131, RFC 2132, RFC 3164, RFC 3411, RFC
3412, RFC 3413, RFC 3414, RFC 3415, RFC 2576, RFC 4330, RFC 1213, RFC 1215, RFC 1286, RFC 1442, RFC 1451, RFC 1493, RFC
{1573, RFC 1643, RFC 1757, RFC 1907, RFC 2011, RFC 2012, RFC 2013, RFC 2233, RFC 2618, RFC 2665 , RFC 2666, RFC 2674,
i RFC 2737, RFC 2819, RFC 2863, RFC 1157, RFC 1493, RFC 1215, RFC 3416
IPvé
Pvé IPV6 pexvm gomakuu IPv6 npes Ethemet Dual IPv6 / IPv4 IPv6 cTek
cbeel v pyTep oTkpuThe (HI) IPV6 agpec Gea rpaxpgancao
asTOMaTUuHaTa KOHpUTypauma Path Maximum Transmission Unit
(MTU) otxputue Duplicate Aapec Detection (DAD)
© 2018 Cisco w / ww HelimuTe knowose. Benuxi npasa 3anasenis. Toau RokyMenT e Cisca obuecTBeHa UHbOpMaLMs. Cirbmmy
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| IPvé QoS

1Pv6 ACL

1Pv6 Nbpso Hop curyproct

1CMP sepcus 6

IPv6 cnpsamo [Pv4 Mpexa ¢ Infrasite AsTomaTuuHo TyHen Mocpeuate Protocol (ISATAP) nogkpenn USGvS u IPv6 Gold Logo

cepTuchuunpan

MpuopuTeT Ha IPVB nakeT B xapayepa

© Kanka Wi orpaHuapane Ha ckopocTra IPVE nakeTi B xapayepa

RA oxpaHa oxpana
ND utcnexuymsa

DHCPvE

Chbeeq 3afBImRMTENeH 130T (MIOACHYUIBAHE 1 CTATIAURN 33TUCH) Cheap JaRBIRHTENEH

32 HpOBEPKa Ha UENOCTTE

Ha

12) noncnywsane

IPVE RpunoxeHus

IPv6 RFCs nopkpensnn

yrpaBprense

Ye6 noTpeGuTenckm nHapdeiic

3anenenue Smart Network

SNMP

CTaugapTHy MiBs

it iTe IPV6

naKkeTh camMo 00 HeobxoanmMnUTe NPUeMHALM

Web f S5, Telnet cvpabp f SSH, nuur, npocneassaum, Simple Network Time Protocol (SNTP}, Trivial File Transfer, Protocol (TFTP), SNMP
RADIUS, Syslog. DNS wwens, Telnet knuent, DHCP Client, DBHCP Autoconfig, IPv6 DHCP Relay , TACACS

RFC 4443 (xoeto obsoletes RFC2463): ICMP Bepcusi 6 RFC 4291 {xoeTo obsoletes

RFC 3513): IPv6 appec apxutektypa RFC 4291: IPv6 agpecupare apxuvekrypa RFC

2460: IPv6 cneyndkaymns

. RFC 4861 {xoero obsoletes RFC 2461): oTkpueaHeTo Ha cbceav 3a |PvE RFC 4862 (koeTo obsoletes RFC

2462): IPv6 appec 6ea rpaxaaHcTBo aBToMaTuuHara koHpurypauna RFC 1981: ner MTU otkputre RFC 4007:

IPv6 Tpurea no agpec apxutektypa RFC 3484: no noapaabupawe cenekyus anpec mexanusbm RFC 5214

(koeTo obsoletes RFC 4214): ISATAP TyHenupaHe RFC 4293: MIB IPv6: TexcTosu koHaeHun 1 ofua rpyna

RFC 3595: TexcToan konseHuM 2a eTukeT 1PV6 notok

romdurypaLps

ia Ha KaKTo U

3anenexus Smait Network (CHC) e 3a

3 OTKpHS MPexXaBa TONANOIHA, CTATYE RUCTUTEH BPH3KE,

PaAMHNA KTIGHOBE @ MpeKaTa (3aberieNka: 33 YIRABNSHAS HA MPEXATA &1 &

W 50X Series npeBKNINBATED WOeN KATC MACT 0T BALIATS MpEXKa)

T KOHDUFYPALIMH,

32 REGHA KAHDUTYPALMA YCTPORCTBO, GaaupaH Ha 6payabp (HTTP / HTTPS). MTOARPKA KoHthrn gpumsgrin, s saima v

Ha Mpexara Ha sueo, srpageH B Cisco 100 go 500 Series knioyose Ts Moxe

codTyepa Ha UI0EpakenHyn B

Mpexoso auckea

SNMP Bepcun 1, 28 1 3 ¢ NoAGPbIKa Ha kananw 1 SNMP Bepcns 3 1a noTpebTens ava ocHosa Ha curypHOET Mogen (USM)

npoexT-IE TF-mocT-8021x-MIB

npoexr-ETF -mocT-rstpmib-04-MIB
npoekT-ETF-hubmib-etheri-MIB-~v3-00-MIB
npoekTETF-Syslog-ycTpoiictac-MIB
ianaaddrfamnumbers-MIB ianaifty-MIB ianaprot-MiB
WueT-agpec-MIB IP-Hanpen-MIB IP-MIB
RFC1155-SMI RFC1213-MIB SNMPv2-MiB
SNMPv2-SMI SNMPV2-TM RMON-MIB.my
DCB-Pait-DCBX-MIB-1108-MIB rfc1724-MIB
RFC-1212.my_for MG-Soft rfc1213-MiB ric1757-MIB
RFC-

© 2018 Cisco u / AW HefikuTe KowoBs. Bouukv npasa aanaseki. Tosu AokyMeHT e Cisco oblyecTBena unGopMaLus,

~4n.2 337111

fc2011-MIB-teuenme IETF-entmib
cenzop-MIB LLDP-MIB
fidpextdot1-MIB fidpextdoi3-MiB
Hidpextmed-MIB p-wmoct MIB-p-mocT
MIB rfc1389-MIB rfc1493-MIB
fc1611-MiB Fc1612-MIB
rfc1850-MIB ric1907 -MiB
£c2571-MIB rfc2572-MIB
rfe2574-MIB rfc2576-MIB
62613-MIB rfc2665-MIB
c2668-MIB

wa kTo e 350, 350X,
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YacTthu MIBs

1215.my 1ic2737-MIB
SNMPV2CONF.my c2926-MIB
SNMPv2-TC.my c3621-Mi8
c2674-MiB 1fc4668-MIB
ric2575-MIB ric4670-MIB
fc2573-MIB GaraxHuka-MiB
fc2233-MIB TyHen-MiB
rfc2013-MiB UDP-MIB
£fc2012-Mi8

. CISCOSB-LLDP-MIB CISCOSBbrgmulticast-MIB
CISCOsSBbridgemibobjects-MIB

i CISCOSB-Bonjour-MIB CISCOSB-dhcpel-MIB
CISCOSB-MIB CISCOSB-wrandomtaildrop-MIB
CISCOSB-npocrneassawm-MIB
CISCOSB-renHeT-MIB CISCOSB-stormctri-MIB
CISCOSB-SSH-MIB CISCOSR -socket-MIB
CISCOSB-SNTP-MIB CISCOSB-SMON-MIB

: CISCOSB-PHY-MIB
CISCOSB-multisessionterminal-MiB

: CISCOSB-AMP-MIB CISCOSB-jumboframes-MiB
CISCOSB-gvip-MIB CISCOSB-endofmib-MIB

; CISCOSB-dot1x-MIB CISCOSB ~deviceparams-MIB
: CISCOSB-CLI-MIB CISCOSB-CDB-MIB

i CISCOSB-brgmacswitch-MIB

CISCOSB-3sw2swtables-MIB
CISCOSB-smartPorts-MIB CISCOSB-u 61 an-MIB

: CISCOSB-macbaseprio-MiB

i CISCOSB-nonmmsa-MIB CISCOSB-env_mib

: CISCOSB-censop -MIB CISCOSB-aaa-MIB

; CISCOSB-monba-MIB
CISCOSB-bridgesecurity-MIB CISCOSB-+onve-MIB
| CISCOSB-CpuCounters-MIB
CISCOSB-Custom1BonjourService-MIB
CISCOSB-DHCP-MIB CISCOSB-6oratute B
MIBCISCOSB-dnscl-MIB CISCOSB-embweb-MIB

" CISCOSB BN®-MIB CISCOSB-thain-MIB

CISCOSB-greeneth-MIB CISCOSE
uHTepdercu-MIB
CISCOSB-interfaces_recovery-MIB

©2018 Cisco 1/ wnw Hefinite kaose. Bouskm Npaza aanasewut. Tosn AokymenT & Cisca OBLIECTESHA MNBOPMALHS.
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; CISCOSB-IP-MIB CISCOSB-iprouter-MIB
| CISCOSB-IPv6-MIB CISCOSB-mnginf-MIB

CISCOSBHcli-MIB CISCOSB-nokanuaauns-MIB
CISCOSB-memngr-MIB CISCOSB-MNG-MIB
CISCOSB-physdescription-MIB CISCOSB-o-MIB
CISCOSB-protectedport-MIB
CISCOSB-RMON-MIB CISCOSB-R$232-MIB
CISCOSB-SecuritySuite-MIB
CISCOSB-SNMP-MIB CISCOSB-specialbpdu-MIB
CISCOSB-6anep-MIB CISCOSB-Syslog-MIB
CISCOSB-TepSession-MIB CISCOSE kanawu-MIB
CISCOSB-GaraxHuka-MIB CISCOSB-TyHuHr-MiB

CISCOSB-TyHen-MIB CISCOSB-UDP-MIB
CISCOSB-VLAN-MIB CISCOSB-ipstdacl-MIB

{ CISCO MCU-MiB

| CISCOSB-DebugCapabilities-MIB

CISCOSB-CDP-MIB CISCOSB-vianVoice-MIB )/

CISCOSB-CLEUTUS-MIB CISCOSB-sysm~- **'" =
CISCOSB-SCT-MIB CISCO-TC-MIB
CISCO-VTP-MIB CISCO-CDP-MIB ‘-I n - 2 3 3” ﬂ
CISCOSB-eee-MIB CISCOSB-SSL-MIB
CISCOSB-qosclimib-MIB
CISCOSB-digitalkeymanage-MIB
CISCOSB-TBP-MIB CISCOSMB-MIB
i CISCOSB-secsd-MIBCISCOSB-npoekT-IETF-entmib
ceHaop MIB
CISCOSB-npoekT-IETF-Syslog-ycTpoitcTao-MIB
CISCOSB+1c2925-MIB

yn.2 3371
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AucTanuoHHO HaBNIoRaHMe (RMON)

IPv4 u IPvé geycnovixo

HAACTPORKa Ha Pupryepa

MNopT ornepano

VLAN ornegano
| DHCP (onumm 12, 65, 67, 82,
£ 129 v 150)

Secure Copy (SCP)

ABTOMATH'HA KOHGHIYPALNA © Secure

Copy (BKT) 3a uaternsine Ha daitnose

BrpageH copryep RMON arenT nogabpxa 4 RMON TpYrivt (MCTopUs, GTaTucTHka, anapmu 1 cuBuTus) 3a no-4o6po ynpaeneHue Ha
TpadKKa, MOHUTOPMHT U aranua

CHBMECTHOTO CBUYECTaYRAHE HA NPOTOKON Ce KOMBUHKPA 33 A2 C& YNECHN MATPALHATa

* Ye6 vnmpeity Gpayssp (HTTP /HTTPS) n TFTP 1 Haprpaxgade nag SCP npenunnesa SSH

® Upgrade moxe 42 ce unuppa upsa konzona TPUCTRHULLE; KaKTO H

HBeoiin

3a yerodman rpmyep

Tpaduk Ha nopT MoxKe pa ce OTpasasa Ha APYT NOpPT 33 aHaNus ¢ aHanusatop Mpexa unu RMON conga. flo 8 NPYCTEHULLE U3TOYHNK MOXE A& Ce
OTPa3ABa Ha BAHA AECTUHAUMS NOPT. A 8/Ha CECHA C& NopabPXa

Tpacpui oT VAN moxe aa ce OTPa3ABa.Ha NOPT 3a aHANM3 C aHanu3arTop Mpexa wivt RMON conaa, Do 8 uatounmk VLANS moxe fnace
OTPa3ABE HA eAHE ASCTUHALNS NOPT. A BAHA CECUN TE NOAALPKE

onuen #a DHCP yneckssart no-¢Tpor KOHTPON OT 6AHa UEHTPANIHG Tovka (DHCP chpebp) 2a nony Ha P agpec, KOHGUrypaLHs

{c u3TernSHe Ha KoHPHrypaLHoHen daiin), DHCP pene, u uue Ha xocT

Curypro rpexsbpnate daiinoss KsM # OT kioua

: MNoseonaea curypHo BHeApSBaHE MACa CbC 38T Ha HYBCTBUTESTHU [aHHU

i Cisco Discovery Protocol

: Cisco Discovery Protocol

©2018 Cisco u/ unu nefinuTe KnoHoBe. Bowukw Mpasa 3anasenn. Toau RokyMeNT e Cisca abUIECTREHS MHBOPMALUS.
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TokcTosm 22 $ainoas MoraT 42 6e PERAKTPAT ¢ TEKCTOR PAMIAKTOR # MATEITIBHM HA APYT KOY YRBCHABAT NECHOTO MACORA PANPLILaHA
‘Smartports OnpocTeHo KoHbHrypupaHe Ha QOS M BBIMOKHOCTH 33 CUTYPHOCT
Agto Smartports OTHACA. UHTeNUFEHTHOCTTA JocTaseHy wpea ponuie SmartPort u To ce Bpwnara £0 np weTo Ha Gasata va Ta OTRPUTH
Hag Cisco Discavery Protocol unu LLDP-MED, Tosa wyna
TextView CLI CrpunTipawsa uHTepdedic Ha koMaHaHUs pes. MunHa CLI kakTo u CLI MeHo Basvpan ce noaabLRKa, HUBa NPUBMNErUM
1,71 15, ce nopavpsar aa CLI
yenyru 8 obnaxa flofkpena 2a Masku dmpuin o1 Crcko Mpexesa FindiT /
: TNokanuzauun n s Ha GUl v TVpaHe Ha esnyn .
: Lpyru ynpasnexue Tracerouts, eauHHo yrpaenerke 1P; HTTP / HTTPS, SSH; RADIUS; ropT ornenano, TFTP Hagrpaxaane; DHCP kaueHt: BOO l-l n - 2 3 3n '/‘
Haprpaxpane; kabentn AuarHocTUka, nukr, Sysiog; Telnet KTeHT (SSH curypra nogkpena)
Time-6aiupana onepaLmonKa nopT Bpyaka Harope Wnu HAZoNy, B3 0CHOBA Ha sanageo (xoraTo e Harope)
 Bpemo Gaswpan PoE BuLIMOXHOLT 32 BIACT, 22 f1a GLAE BIHOMEH WILUIKTIOHBH Bb3 OCHOBA.Hi saganerio 2a prua
Bxop Ganep Kondurypupaiyn muoxectso Garepy aa yeb, kakto u CLI
anegwiion oextusHocT
EEO ctemectum (802.3az) Nopavpxa 802.3a2 Ha BCUUKA MefHM rlopTose (SG350 Mofenn)
Eseprwiina Detect ASTOMATHAHO UIKNIONBA 3aXPaHBIHETO Ha Giganit Ethemet v 101100 R4S nopr, KoraTo GTKPHE BpyaKa Hagony AkTugEH PeEXuM Ce-8uIcTaHoBARa, Gea
23ry5a 4a BAKALRM NAKETY KOFATO NPERKNIHEATENAT OTKPUBA BPLAKATA HATOPE
oTkpuBaHe flLnxuHa Ha kabena Perynipa cunara Ha curHana Ha GasaTa Ha AbAXuHaTa Ha kabena sa Gigabit Ethemet Mogenn. Hamansea notpe6nenvero Ha eHeprus aa
kafenu no«ucu o1 10 m
na onMonn [ MOTAT 72 BLAAT PLHHO HIKTHeHM, 33 03 CE SANMIIETE HA BHepris:
Oy
i Jumbo pamkn Pamka c pasmepi o 9K (9216) Gairta nogabpxa Ha 10/100 u rurabuTtosn WKTepohedicn
| MAC maca To 16K (16384) MAC agpecw
oTRpHTHE
: 3npaBen cebe cn, i Bonjour
: Link Layer Discovery Protocol (LLDP) tipp KbM o , KOHEDUT n 3a YCTPOiGTEa, KOUTO nanHuTe 8 MIB.
| {802.1ab) c pastumpenun LLDP-MED LLDP-MED e nooSpenue na LLDP, koiita goBaas 3a 1P Tened
- Mpeaxnossatenny pennanatpa cebe ci ¢ nomowyra Ha Discovery Mporoora ot Cisco, Toi Chupo Taka ce yun PoficTeo u HeroanTe p upes

un.23304
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Saxpatganeno Ethernet {Pok}
802.3af PoE, 802.3at PoE +, u G0W Pok Kniouose noanvpxar 802.3at PoE +, 802.3af, 60W Mo, u Cisco npepsapuTenen cranaapt (@»3pacTru) No. Marcrsania wmowHacT wa SUW u aa e 10/106 unu
3axpanBaHe ca AocTABOHH HAR HAKOR T Gigabit Ethemet riopt 2a PoE + yetpoiicTaa, nongspxanu # 15.4W s PoE yotpoficraa, Mombprar, A0KaTo e ce focTurke lopeTa POE 2a Kriiova.
nopToBoTe 33 RJAS B pamkuTe Ha naBpoaHuTe OBUWWST HanneH 3a POE KOMYTATOD Ha MOWLHOCTTA € KAKTO CNeasa:

lomKeTH enekTpoLeHTPaNU

WmMe Ha mogena i MownocT MoceeTeH Ha PoE Bpoit Ha nopToseTe, kouTo NogaLPXaT PoE
: S.F352_08P 62W B S 3 o . . .
‘SF;.SZ-VDB‘I‘VIP h . . 128w H ‘ ‘ » 8
Spégb.éw S R .v.%esw. . S S ‘ 24,... -
SF356_2;M}>“ .......... e .: 375W . . 2‘.1...
 sFas0dsp 382w M - 48
| SF350-48MP * 740w ‘48
124w : 8
S S . — é2w . . . ’ , S
. o ) o . e . S .8 .......
‘ SG350_10MP _— S ;.2.4W e S . 8
5G350-28P ;95W o - ) 24
H ééﬁSb—éGMP - : ' 382NW h R " o 2
Csaasesp arsw - ‘
| 5G350-52up zaow
PcE aaxpansa yerpoitcTeo U PoE B Kbt i Mpexa, CRENH KRIOY MOTAT A2 aBATAT KaTo YCTpodcTaa, paboTeigu < PoE 1 fa ce saxpansar of PoE KOMYTATOPY CBLPAAN Kb
nponycxareney 1T WOXE CLulo 43 ApeMltiie Ypea cunaTa Ha Bepurata POE KoaiiA YCTPGACTBE, 2Ka & HeBxoaiMo ’
Makcumyss SO waxe: 48 o8 HARPSEH Ha LOTHK TapT, 24 P 3 PoE POE 6OW. KOrato & KAKORKO fipisrraanicsin = ~Exnns - —--- /
©cBbp3ann ¢ PoE xomyraTopu, cunata, chcTased oT Tean nopTose ce KkomGiHupa Korato TIPOMSHINE TOK € CEBP3AH 1. RESOTH NPABHAHD, To Ul ; 7y
P Ha yorpoRcTBoTO. Torasa PoE Ha 116 AOHCTEE KATO PBsSPEHS UATONHIK H BHEpIR 3a LI n 2 3 3 ]-I 'Ll'
3a PoE Ha i we Guge UaTOwH Ha . ako #e © cabpaaia .
Mogen Maumoct Bapuanr {ipegnara PoE A= npesisliouRaTe Na ce 3axpanea c
3axpaneaie (W) foKAYBALA 8 BOLIMT
SG350-10P 1 PoE spravata Harape ow na
2 PoE spiakara karape ow na
TPaE + pprakara varape ow aa
2PoE + pprakara warope 22w aa
4 60W PoE apnakara Warope 22w az
260W PoE puarara warope 50w faa
IPOVEHNHE TOK 62w aa
SGI50-10MP 1 PaE spuakara warope ow na
2PoE spy3ara Harope ow ha
T PoE + Bpraxara Karope ow na
2 PoE + apuakira Kardpe 2w Aa
1.80W Pok Bpaaxara Harope 22w Aaa
2 60WW PoE puakara parope 50w Aa
NpoNMEHTUE ToK 128W pa
SG355-10P + PaE phanaraarope ow aa
2 PoE ephaxara Harope ow aa
1PoE + apiakara Harcpe ow aa
2 PoE + aphakara Harope 2w aa
© 2018 Cisco u/ unu HelinwTe K10HORG. Bow ki MpaBa anasens, Toam KokymenT e Cisco oBluiecTaEHa MHbOpMALUA, cmanfélsiﬁ 2
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1 60W PoE ppLakara Harape 22w na
2'60W PoE eprakara Harape 50w Aa
- NpoueHIUE Tox 62w na
; Mogen : Grean Power : Cuctema aa ; KoHcyMauus Ha PaicenBaHe Ha TonawHara
H (pexum) i KOWCYMUpaHa eHeprust ; eHepruA (¢ PoE) (BTU / yac)
{ 8F350-08 | EWepruiina Detect 110V = 5.6W PNIA 30.0
! : 220v = 5.8wW
| $F352-08 : Ewepruiina Detect 10V = 6,9W NiA 235
220V = 6.9W
| 8F352-08P Evepruitia Detect 10V = 10.4W 110V = 78.7W ' 207.4
20V = 11.2W {220V =79.3W
: SF352-08MP Enepruiina Detect 110V = 10.4w 110V = 157.2w 1536,1
220V = 11.2W 220V = 156.2W
| SF350-24 Enepruiina Detect {110V = 10.6W 110V = 240W 1433
| 220v = 109w | 220V = 230w :
SF350-24P | Evepruiina Detect 110V = 106w 110V = 240W 684,1
220 = 10.9W 220V = 230W
; SF350-24MP Enepruina Detect 110V = 20.2W 110V = 238W 1333.0
220V = 28.3W 220V = 233w
i SF350-48 Enepruiina Detect P 110V = 234w NfA 8286
220V = 24,2W : P
SF350-48F Enepruiina Detect 110V = 50.8W 110V = 464,3W
220V = 52.1W 220V = 453,1W qﬂ 2 33“ —
JR— e e . -
SF350-48MP Enepruiina Datect 110V = 58.4W 110V = 866.7W e
220V = 58.5W 200V = 843.5W
$G350-8PD EEE, evepretukara Detect, | 110V = 29.8W 110V = 167W 220 | 569,5
Short Reach 220V = 31,30 = 1652w
SG350-10 i EEE, eHepreTuxata Detect, 110V = 9.0W NiA 1334
Short Reach 350V = STy j
SG350-10P EEE, evepretuara Detect, | 110V = 13.0W 110V = 84.7W ! 289,0
Short Reach 220V = 83.5W
$G355-10P EEE, evepretukata Detect, 110V = 12.4W 110V = 83.5W 12848
SfereReach 220V = 12.6W 220V = 83.4w :
: SG350-10MP EEE, enepretuxara Detect, | 110V = 13.2W 110V = 152.8W {5215
Shert Reach 220V = 12.5W | 220V = 151.6W
| 5G350-10SFP EEE, evepreTuxara Detect, | 110V = 11.1W NiA 40.6
Short Reach 220V = 1.6 t
5G350-20 EEE, enepretukara Detect, | 110V = npubasnr 14,5 N/A 51.8
. Short Reach ! tern 220v = 15.2w
SG350-28 EEE, eHepreTukara Detect, 110V = 19.7wW NiA 67.9
Short Reach 220V = 19.9w H
| 8G350-28P EEE, evepreTuxara Detect, | 110V = 35.7W 110V = 263w 220V 8974
Short Reach | 220v=36.9W S =2550W ;
SG350-28MP EEE, enepretukata Detect, 110V = 41.3W 110V = 261.1W 15733
Short Reach 220V = 421 220V = 451.2W
$G350-285FP EEE, eneprevukara Detect, 110V = 32.0W TNrA L1170
Short Rezeh 220V = 34.3w :

© 2018 Cisco u / anh wefiruTe knowose. Bewskn npasa sanasen. Toan fokymenT & Cisco oBecTaena iubopmals,
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| 8G350-52 | EEE, enepretukara Detect, 10V = 40.4W 220V INJA
H : Short Reach § = 40.6.8W
| 5G350-52P  EEE, eueprerweara Detect, 110V = 62,4 L 110V = 440.0w
Shott Reaer | 220v = 61.8W 220V = 431.0W
SG350-52MP | EEE, ereprenuara Detect, | 110V = 72,6 110V = 858.0W
Shart Reach | 220V = 73.6W 200V = 833.0W

e wa mogena

SF350-08

SF352-08
SF352-08P
SF352-08MP
SF350-24
SF350-24P
SF350-24MP

SF350-48
SF350-48P
SF350-48MP

8G350-8PD

5G350-10
SG350-10P
S5G355-10P
SG3I50-10MP
SG350-10SFP

8G350-20
SG350-28
8G350-28P
SG350-28MP

8G350-285FP

$G350-52
SG350-52P
SG350-52MP

© Byrow 3a pectaprupare

O6uo Cucremmm Ports

8 Fast Ethemet

8 Fast Ethemet + 2
Gigabit Ethemet

8 Fast Ethemet + 2
Gigabit Ethernet

8 Fast Ethemet + 2
Gigabit Ethemnet

24 Fast Ethemet + 4
Cigabit Ethernet

24 Fast Ethemet + 4
Gigabit Ethemet

24 Fast Ethemet + 4
Gigabit Ethernet

48 Fast Ethemet + 4
Gigabit Ethernet

48 Fast Ethernet + 4
Gigabif Ethemet

48 Fast Ethemet + 4
Gigabit Ethernet

6 Gigabit Ethemnet + 2

25G

10 Gigabit Ethemaet
10 Gigabit Ethemet
10 Gigabit Ethemet
10 Gigabit Ethemet
10 Gigabit Ethernet

20 Gigabit Ethemet

28 Gigabit Ethemet

28 Gigabit Ethemet

28 Gigabit Ethemet

28 Gigabit Ethemet

52 Gigabit Ethemet

52 Gigabit Ethemet

52 Gigabit Ethemet

RJ-45 ipucraniwa
é ;a;t‘ E..(.t;mel
8 Fast Ethemet
8 Fast Ethemet
8 Fast Ethernet
24 Fast Ethemet
24 Fast Ethemet
24 Fast Ethemet

48 Fast Ethemet 2
Gigabit Ethemet

48 Fast Ethemet 2
Gigabit Ethernet

48 Fast Ethernet 2
Gigabit Ethernet

8 Gigabit Ethernet

8 Gigabit Ethemet
8 Gigabit Ethernet
8 Gigabit Ethernet
8 Gigabit Ethemet
8 Gigabit SEP Slots

16 Gigabit Ethemet
24 Gigabit Ethemet
24 Gigabit Ethemet
24 Gigabit Etheret

24 Gigabit SFP cnota

48 Gigabit Ethemet
48 Gigabit Ethemet

48 Gigabit Ethemet

136,4

Combo noprose
(RJ-45 + BOK}

2 Gigabit Ethemet kombo

2 Gigabit Ethemet kom6o

2 Gigabit Ethemet kom6o

2 Gigabit Ethemet kombo

+2 SFP

2 Gigabit Ethemet kombo
+2 SFP

2 Gigabit Ethernet kombo
+2 SFP

2 SFP cnota, gea Gigabit
Ethemet

2 SFP cniota, gsa Gigabit
Ethernet

2 SFP cnoTa, nea Gigabit
Ethemet

-

5",

w2 3310

2 Gigabit Ethermnet kom6o
2 Gigabit Ethemet kombo
2 Gigabit Ethemet komBo,
2 Gigabit Ethemet komGo
2 Gigabit Ethemet kombo

2 SFP cnova, gea Gigabit
Ethernet xoubo

2:3FP cnora, gsa Gigabit
Ethemnet kom6o

2 SFP cnota, gea Gigabit
Ethemet xomSo

2 SFP cnota, asa Gigabit
Ethernet xomGo

2 Gigabit Ethemet kombo

2 SFP cnota, asa Gigabit
Ethemnet xomGo

2 SFP cnora, gea Gigabit
Ethernet kombo

2 SFP cnota_ gea Gigabit
Ethemet komBo

Crpannua 15 or 21
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THA oKabensABate

i cseTonwonm
. thnaw
; NameT Ha npolecopa

" Packet Sydep

Noanbpxann SFP Moaynu

SUAIBAY-HE-OXOIHITR CEUAR

Paamepu Tano (LU x x D)

Heexpaupana yeykana asoiiva (UTP) xateropus 5 wnw no-o6ipe sa 10BASE-T f 1D0BASE-TX. UTP KaTeropua 5 Ethemet wan no-godpe aa

1000BASE-T
i Cucrema, Link / Act, PoE, ckopoct, LED MOLHoCT anus cnecrasare
256 MB

512 MB

Beuyrt uMCna ¢a arperaT Bus Bovke RYa KaTo ! ca
Hue Ha mogena
$F350-08
SF352-08
SF352-08P
SF352-08MP
SF350-24
SF350-24P
éF35&24M P
SF350-48
SF350-48P
SF350-48MP
SG350-8PD
SG350-10
$G350-10P
SG355-10P
SG350-10SFP
5G350-20
SG350-10MP
5G350-28
8G350-28P
SG350-28MP
8G350-285FP
SG350-52
SG350-52P
SG350-52MP

Kon { cpeactsa

. MoBsX1 . worouoosoto anaxo

; MGBLH1 § EquHiwa pexm nakia

- MGBT1 UTP kotka 5

Wme na mopena

H SF350—08

SF352.08

SF352-08P

: SF3s2-08MP

| SF350-24

: SF350-24P

©12018 Cisco n / unu weiunTe KoHoBe. Bowskwt Npaga aanasenn. Tosn gokymes & Cisca oBuecTeena UHbopMaLs,

~=4n.2 33013

Packet Butfer

12 Mb
1.5 Mb
1.5 Mb
1.5Mb
12 Mb
12 Mb
12 Mb
24 Mb
24 Mb
24 Mb
12 Mb
12 Mb
12 Mb
12 Mb
1.5 Mb
15Mb
12 Mb
12 Mb
12'Mb
12 Mb
12 Mb
24 Mb
24 Mb
24 Mb

cropoet

i 1000 Mbps

£ 1000 Mbps

;1000 Mbps

Pazmepu

:2794x44x170mm(110x145x6695)

yn.2 337114

Makcumanke pasctonmue

{ Had0km

© 100 m

:2794x44x170mm(110x145x6695)

;2794x44x170mm(110x145x6093)

440x44x202mm(173x145x7955)

,440x44x257mm(173x145x10125)

7*\
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Terno

SF350 24MP

| SF35048
: SFa50-48p

 SF350-48MP

H SG350-1 0

G350-1 OP

$G355-10P

SG350-10MP

| SG350-10SFP

SG350-20

| 8635028

:'SG350—28P o
SG350—28MP
: SG350—28$FP
jgcaso-sz .
SGBSD—SZP
: 5G350-52MP
Wme Ha mogena
SF350-08
SF352-08
SF352-08P
SF352-08MP
SF350-24
SF350-24P
SF350-24MP
SF350-48
SF350-48P
SF350-48MP
SG350-8PD
SG350-10
5G350-10P
SG355-10P
SG350-16MP
SG350-10SFP
$G350-20
$G350-28
SG350-28P
SG350-28MP
S$G350-28SFP
S$G350-52
SG350-52p

SG350-52MP

92018 Clsco w/ waw nefiumre kionose. Bowski npasa sanasenss, Toau AokymenT o Cisco abujectaena wHbopMaLs.
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: 440 x 44 x 350 mm (17,3 x 1,45 x 13,78 B}

£ 280 x 44 x 170 mm (11.0x1,45x 5,69 8)

440 x 44 x 257 mm (17.3 x 1.45 x 10,128)

: 440 x 44 x 257 mm (17.3x1,45x 10,12 8)

440 x 44 x 350 mm {17,3 x 1,45 x 13,78 8)

3444 x44x 2525 (13,6 x 1,45 x 9,94 5)

| 280 x44x 170 mm (1.0 x 1.45 x 6,60 &)

H 440x44x203 mm (17.3x1.45x7,99 8)
160x30x128mm(63x1 18x504a)
‘2794x44x170mm(11 0x143x6695)

I440x44x203mm(173x145x7995)

440x44x202mm(173x145x7955)

.440x44x257mm (173x145x10125)

440 x 44 x 257 mm (17,3 x 1,45 x 10,12 B}

440 x 44 x 257 mm (17,3 x 1,45 x 10,12 B}

| 440 x 44 x 257 mm (17,3 x 1,45 x 10,12 8)
440 x 44 x 350 mm (17,3 x 1,45 x 13,78 8)

440 x 44 x 350 mm (17,3 x 1,45 x 13,78 B)

opntmua Terno
118 kr (2,60 k)
1.06 ¢ (2,34 1) 2 33”.[].
116k {2.56 xr) Lln :

116 «r (2.56 wr)

2.721 (6.0 doynra)

408« (899.ur)

442« (9.08 wr)

3.56 kr (7.89 «r)

5859 kr (12,32 kr)

5.6 wr (12,37 wr)

25k {551 x1)

108 kr (2.40 )

119 kr (262 k)

2.36 kr (5.20 «r)

119 kr (2.62 k)

2.08 kr (4.59 k7)

242k (467 1)

2.75 xr (6.06 xr)

3.83w (8.44 «r)

3.37 kr (7.43 «r)

2.7 wr (5.95 %r)

275w (6.06 x5}

381 kr (8.40 r)

3.83kr (8.44 )
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MOWHOET 100-240V 50-60 Hz, BLTPelUo yHupepcanen: SF350-24, SF350-24p, SF350-24MP, SF350-48, SF350-48P SF35048MP, SG350-20,
i 8G350-28, SG350-28P, SG350-28MP, SG350-28SFP, SG350-52, SG350-52P, SG35052MP

100-240V 50-60 Hz, 0.5A, sbHwen: SF350-08 100-240V 50-60 Hz, 0.7A. BbHuen: SF352-08,

SG350-8PD 100-240V 50-60 Hz, 0.7A, BbHuteH: SG350 -10 100-240V 50-60 Hz, 1.5A, BbHWeH:

$G350-10P 100-240V 50-60 Hz, BLIPEWHO yHuBEpCaneH: SG355-10P 100-240V 50-60 Hz, 2.0A,
: BbHWeH: SF352-08P, SF352-08MP, SG350-10MP

copTdULMpans UL (UL 60950}, CSA (CSA 22.2), CE Mapknposka, FOC uacr 15 (CFR 47) Class A

PaBoTtna TeMnepatypa 32°n0113°F (0" po45°Cy
$G350-08PD 32° g0 122°F (0 ° F: Y
50°Cy:

SF350-08, SF352-08, SF352-08P, SF352-08MP, SF350-24, SF350-24P, SF350-24MP, SF350-48, SF35048P, SF350-48MP, SG350-10,
; SG350-10P, SG355-10P, SG350-10MP, SG350-10SFP, SG350-20, SG350-28, SG350-28P, SG350-28MP, SG350-28SFP, SG350-52,
| SG350-52P, SG350-52MP

TeMneparypa Ha cLxpaHoHUe -4°n0 158" F(-20° 40 70 ° Q)
PaGoTHa BnaxHocT 0% 80 90%, 10 oTHOWeEHHe, 663 koHAeH3aLHA
BNSMHOCT Ha CEXpaNetMe 10% R0-80%. no oTHaLewwe, Be3 konaeHsatsn
AKycTuyeH wym n MTBF WUme Ha Mogena | FAN {Bpoir} ] Acoustic Noise I MTBF @ 40 ° C (HR)
SF:;.S.O_(.); ...... S Fan'ess R [ ,N/A B o gM;n .
SFasz-08  Faniess NiA T 532704
;SFSSZ_OGP . D Fani;ss - N,A.. S N ;"5”30;;6 /
%.SF35.2—D.8.MP.. . B ..Eanl.;ss S . N/A; . ;.47835.!
E éFSSO—Z4 : F.anless ‘ ‘ CNIA » ; 56231 qﬂ - 2 33nﬂ _—f'
2 2 N e B <
.2 52.2 peunbena npn 40 ° C ;272127
pov. S P N,A S | 277;.’.53,. .
sgésoésp v ’ 3 o - 537 Aeubena npn 40 ¢ ‘

| 182270

: SF350-48MP 4 498 feunbena npu 4a ° ¢ 1191951

 5G350-10 { Fanless NiA | 308196
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CupBPRanEY Ha NaKITe
*

Cisco 350 Series Switch

3axpansauy kaben (3axpansawy agantep 3a Desktop UE)

MOHTAIKEH KOMANEKT, BITIOMEHH BB BEHNKM CKNAABU SMHALIA, SKNIMHTENHO HACTONHM Mogeru

Console Cable

PkoBocTeo 38 6ups crapt
Piimarimg wsuckeanns

® Ye6 Spayavp: Mozilla Firefox Bepeus B unn no-amcro: Misrosoft Intermat Explorer Bepcus 7 unu no-+osa sepcus, Safari, Chrome
® Kateropus kaben 5 Ethemet Mpexa

® TCP/IP, mpexos agantep, n MPpexoBa oflepalmoHHa cucTema (kaTo Microsoft Windows, Linux unu Mac OS X), MHCTanupaK Ha scexn KOMMIOTBP B Mpexara

Urhopmaums 3a nopbyka

Tabnuya 2 nasa wHpopmaums 3a NopeHka 33 Mpeskmioysa o7 cepusTa Cisco 350. Tabnuua 3 obnactim n countryspecifice urdopmaums, kakTo 1

Tabnuya 4 ca npeacrasenn MFE u MGE MPYEMO NHPOPMALUS 38 NOPBYKY.

TaGnuua 2. Cisco 350 Series [Mp: N 33 nop

|I Topwuka MNpoayxr Homep

Fast Ethorries

SF350-08 | SF350-08-K9-xx +8 101100 npucravasa

SF352-08 SF352-08-K9-xc 8 10100 npitcravan /

® 2Gigahit meq / SFP kombo

SF352-08P SF352-08P-K9-xx ® 810100 ropTa ¢ 62W mowpocT Ha Siomkera q }-l 2 3 3 j-l
® 2 Gigabit men / SFP kom60 -

SF352-08MP SF352-08MP:-K9-xx ® 810/100niopra-c 128W saxpansave Gogker
® 2 Gigabit met/ SFF ombo

SF350-24 SF350-24-K9-xx * 24 10/100 nopra
® 2 Gigabit men / SFP kombo + 2 SFP nopra
SF350-24P 8F350-24P-K9-xx ® 2410/100 PoE + nopta © 185W saxpaHBare Slogwer
® 2 Gigabit mepy / SFFP xom6o + 2 SFP nopTa
SF350-24MP ¢ SF350-24MP-K9-xx £ ® 24101100 PoE + nopra ¢ 375W 3axpaHaane Slogxer
L. 2 Gigabit mep / SFP kom6o + 2 SFP nopTa
SF350-48 SF350-48-K9 * 48 101100 nopta
] * 2 Gigabit men / SFP koMo + 2 SEP nopra
SF350-48P SF350-48P-K9 * 48 104180 PoE + niopta ¢ 382W saxpaHsare Biogxer
* 2 Gigabit meg / SFP-koMBo + 2 SFP nopTa

SF350-48MP SF350-48MP-K9 ® 48 10/100 PoE + nopra ¢ 740W saxpanaare Sropxer
® 2 Gigabit men / SFP xom6o + 2 SFP nopra

Gigakit Ethernat
$G350-8PD SG350-8PD-K9 i *810/100/1000 nopra
PP nprcTaMmua
* 2 komBo MHH-GBIC npucTanmuara
SG350-10 BG350-10-K * 8 10/100/1000 nopra
* 2 Kontio MuHU-GRIC aprcranuaTa
¢ 8G350-10P SG350-10P-K9 ® 810/100/1000 PoE nopra ¢ 62W MOWHOCT Ha BiopxeTa
© 2 noprose Combo MuHu-GBIC
SG350-10MP SG350-10MP-K9 * 8 10/100/1000 PoE nopra ¢ 128W 3axpaHBane Gomrer
: * 2 nopTope Combo sMmH-GRIC
©2018 Cisco vt/ unn HelnmTe Knonase. Bouskin npasa aanasewn. Toan AoKyMeHT e Cisco oblyecTaeHa UHbapMaLMa. Crpawaa 19 or 21
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| Ropubuks Npoayxr Homep

OhuCanue

SG355-10P $G355-10P-K9 ® 810/100/1000 PoE + nopra ¢ 62W mourosT Ha Siompeta
: * 2 noprose Combo MAHK-GBIC
SG350-10SFP SG350-10SFP-KS * 8 SFP Gigabit croTose
* 2 Gigabit mep / SFP kombo
$G350-20 SG350-20-K9 ¢ 16 10/100/1000 nopra
® 2 Gigabit mea / SFP kombo + 2 SFP nopta
SG350-28 5G350-28-K9 ¢ 24 10/100/1000-nopTa
® 2 Gigabit meq / SFP xambo + 2 SFP nopTa
SG350-28F : SG350-28P-K9 ® 2410/100/1000 nopra (24 PoE nopTa ¢ 195W mowHocT Gloget)
' ® 2 Gigabit men / SFP xombo + 2 SFP nopra
SG350-28MP 8G350-28MP-K9 ® 24 10/100/1000 riopra (24 Pof + TiopTa ¢ 382W MowHocT SiogxeT)
® 2 Gigabitmes / SFP komBo + 2 SFP nopra
SG350-28SFP 8G350-28SFP-K9 " ezasee Gigabit cnotoae
* 2 Gigabit mes / SFP kombo
8G350-52 8G350-52-Kg-xx. * 48 10410011000 nopta
: * 2 Gigabitmep / SFP kombo + 2 SFP nopra
SG350-52P : SG350-52P-K9-xx © 48 10/100/1000 nopra
® 2 Gigabit Men / SFP komBo + 2 SFP nopta
i SG350-52MP SG350-52MP-K9-xx © 48 10/100/1000 nopra
® 2 Gigabit mea / SFP kombo + 2 SFP nopra
Bceewn kom60 MuHu-GBIC nopT MMa eann 10/100/1000 Ethernet nopT u eaun Muru-GBIC / SEP Gigabit Ethemet cnoT ¢ egun NOPT aKTUBHA B AaQeH MOMEHT. ~

A4

Tabnuua 2 3a npasUnHoOTO HacTaska A3 MINONIBATE 3a BALATA CTPAHA / pervoH.

B -XX'& Karanor Mopwuka Homep Ha e no AbPXABA / PETUOH CneunduieH HacTanka. Hanpumep, nened PID Ha SG350-28P 3a CheamnnennTe wam e SG350-2 LI j.l - 2 3 3” ﬂ
o~

Ta6nmua 3. HOvpxasa / Pernon Cyduke 3a npoaykra Mopyuka Homep
-NA ® CALL, Kanana, Mekcuko, KonymBug, Yunu u octananata yact ot LATAM
-BR ® Epasunin
-AR * ApxeHTuHa
-EC ® EC. Pyous, Vipaiius, Mapaen, OAE, Typuus, Eruner, IOxua Adbputka, UrnoHeana Dununmkute, Buetuan, Teiinang, Hugns, Kopesn

A BenukoBpuranus, Caygutcka Apabus, Katap, Kyseitt, Cunranyp, XoHr Korr, Manaitaus
® Asctpanus, Hova Senanaus

* Kutai

* Huppa

* Anouna

® Kopes

MpoaykTute Morat ga 6vaar Ha pasnonoxenue 5 CTpaHa / pernou He e nocovew & Tabnuua 3. He Bcuuky MOR®IU Ha APOAYKTa Ce NPEANATaT BLE BCUUKM CTPAHM / pervonu, 3a
WHaua, kaxTo u EC, unv -B HacTaeka e ce U3nonasat s 33BMCUMOCT OT MOAena Ha NpofykTa. 3a Kopes, unu
-EC wnu -KR HacTaeka uje ce nanonasar s 33BMCUMOCT OT Mogena Ha npoaykta. Mons, KOHCYNTUpaitTe ce ¢ Batms mecTen TLProBekW NpeAcTaBuTen Ha Cisco unu

napTHLOPh Ha CuUcko 3a Noseve NoAPoBHOCTM.

© 2018 Cisco 1 / i eitnuTe kowose. Bousku pasa sanasewn, Toau gokyment & Cisco oBuecTaena undbopmaLua,
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Ta6nuua 4. MFE u MGE Transceiver Ungopmayus 3a nopruka

WGE Frconnnioen

MGBLH1 i 1000BASE-LH SFP npuenonpeaasaten, 3a eanH peskitm enakua, 1310 HaHOMETPa ALkHa Ha BRNHaTE, NoAkpena g0 40 ki

MGBSX1 1000BASE-SX SEP L33 BRakHo, 850 AU Ha BBAHATA, NoaKpena o 550 m

MoleH, 2OCTBAHM DOHAAUMS 33 BALMA MEITHK GUsHEC MPEXKE

Kakro ce cTpemsaT na HanpassT cnyxutenuTe cu kato MPOAYKTUBHYU 11 @DEKTUBHU, KOSIKOTO € BBIMOXHO, BALLIUTE BraHec MPUIIOKEHUS 1 ricbopMaLms 1 Mpexara,
KOATO BOCTABA UM CTaBA BCE MO-BAXHU YACTH Ha Bawms Guarec, Umarte HYXAA OT TEXHOITOMMS OCHOBA, KOSITO MOXE /13 OTrOBOPH Ha HyXauTe Ha BuaHeca cu gHec
v 3a B Bbaewe 1 kosTo ooUrypsBa NPaBUAIHNA HABOP OT thyHKUMM Ha npasunHata uena. Cepusi noptpeiin Ha ynpasnssaxuTe knwovose Ha Cisco 350 ocurypsisa

HagexaHocr, npoU3BOAUTENHOCT, CUTYPHOCT 1 BB3MOXHOCTH, KOMTO TpﬂGBa Aa 3axpaxBa salums GusHec.

Cisco Capital

DuHaHCHpaHe 3a fAa BU noMorHe A3 NOCTUFHETE UenunTe cu
Cisco Capital Moxe fia 81 nomorHe Aa npuaobue TexHONOTWSTa, KOETO Tpsibaa fa nocTurHeTe uenuTe cu u A8 0CTaHe KOHKYpPeHTOCMNocobHa. Hue Moxem aa Bu noMorHe fnace
Hamanu CapEx. YekopsisaHe Ha pactexa cu. OnTuMusupane Ha MHBECTUUMOHHU [10NaPH Y BB3BPBILABMOCT Ha wHBecTuyuuTe. Cisco Capital oumarcupane aasa ruekasocT npu

npuaoctueane Ha xapayep, copTyep, yenyrm n Aombnealy TpeTu cTpaHm obopyasate. U uma camo €AHa npeackasyema nnaujane. Cisco Capital e wa pasnonoxexne 8 noseye oT

100 gvpxasu, Hayuere noseue |

3a noseve urdopMayma

3a pa pasbeperte noseye 3a Cisco 350 Series, noceuieHuero httvs:/iwww.cisco.com/no/350switches .
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